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SHOULD THE DEPARTMENT OF COMMERCE 
RELINQUISH DIRECT OVERSIGHT 
OVER ICANN? 


THURSDAY, APRIL 10, 2014 

House of Representatives 

Subcommittee on Courts, Intellectual Property, 

AND THE Internet 

Committee on the Judiciary 
Washington, DC. 

The Subcommittee met, pursuant to call, at 9:05 a.m., in room 
2141, Rayburn House Office Building, the Honorable Tom Marino 
(Vice-Chairman of the Subcommittee) presiding. 

Present: Representatives Marino, Goodlatte, Sensenbrenner, 
Holding, Collins, Nadler, Conyers, Chu, Deutch, Bass, Richmond, 
DelBene, Lofgren, Jackson Lee, Cohen. 

Staff Present: (Majority) David Whitney, Counsel; Olivia Lee, 
Clerk; (Minority) Stephanie Moore, Minority Counsel; Jason Ever- 
ett, Counsel; Heather Sawyer, Counsel. 

Mr. Marino. The Subcommittee on Courts, Intellectual Property, 
and the Internet will come to order. 

Without objection, the Chair is authorized to declare a recess of 
the Subcommittee at any time. And we welcome all the witnesses 
today. 

This is going to be a unique series of strategy today. We have 
three series of votes. We have two panels of distinguished experts. 

So we are going to be manipulating this testimony as best we can 
so the witnesses are not sitting around waiting for us. We will get 
to the floor and vote and then we will shoot back. Okay? Just a 
warning. 

Good morning, everyone, and welcome to the House Judiciary 
Committee. 

This morning, the Subcommittee on Courts, Intellectual Prop- 
erty, and the Internet will commence aggressive oversight over an 
extraordinarily significant matter, the future of the Internet. 

Throughout the world, there are competing visions for what the 
Internet is and what it will become. The path we choose to follow 
will impact not only the course of our own individual lives and for- 
tunes, but, also, those of future generations in the U.S. and abroad. 

( 1 ) 
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The proper course to follow must be determined after a very judi- 
cious process in which we rationally discuss the details with all the 
stakeholders in the community, including the users. 

Our focus in this initial hearing is a topic that may sound like 
an arcane subject, the relationship between the U.S. Department 
of Commerce and the Internet Corporation for Assigned Names and 
Numbers, otherwise known as ICANN, which, among other things, 
manages certain key functions of the Internet under a longstanding 
contractual relationship with the Department. 

However, this relationship is key to ensuring the Internet con- 
tinues to be free and open for years to come. According to a pub- 
lished report in The Hill on February 8, ICANN betrayed broader 
ambitions last year when it endorsed a statement calling for the 
globalization of ICANN and other domain name technical work 
that is currently managed by the United States. 

The report continued — and I quote — "The statement, which was 
issued with nine other Internet infrastructure organizations, sug- 
gested that the domain work of the Internet Assigned Numbers Au- 
thority, known as lANA, be handed over to ICANN.” The report 
went on to note, “Those duties are now contracted out by the Com- 
merce Department.” 

Further, the report stated some of the tech industry saw the 
statement as a direct challenge to the U.S. role in Internet govern- 
ance, which is already being called into question after the revela- 
tion about global snooping at the National Security Agency, or the 
NSA. 

Less than 5 weeks later, late on the afternoon of Friday, March 
14, a shocking announcement from the Department of Commerce’s 
National Telecommunication and Information Administration, 
NTIA, which is charged with oversight over the lANA contract, was 
issued. 

The former CEO of ICANN, Rod Beckstrom, described the re- 
lease by stating — and I quote — "Last Friday the U.S. Government 
effectively surrendered its historic authority over the Internet with 
its surprise announcement of its intention to pass this responsi- 
bility to the global multi-stakeholder community.” 

Beckstrom continued, “Why did the U.S. Government do this 
now? Because they face the serious risk of losing even more at the 
upcoming Net Mundial conference on Internet governance in 
Brazil, a conference that it is reportedly organized in substantial 
part by ICANN itself 

Beckstrom opined — and I quote — 'With the suddenness of the an- 
nouncement, we are entering a new risky and chaotic process with- 
out a clear plan, and nothing less than the future of the Internet 
is at stake.” 

Those who are paying attention will no doubt agree with 
Beckstrom’s last point. The sudden and surprise nature of the 
NTIA’s announcement on March 14 stunned many. The fact it was 
timed for release when Members of Congress were traveling back 
to their districts for a work period is undoubtedly not a coincidence. 

The future of the Internet is at stake and this Administration 
and the NTIA are attempting to take matters into their own hands 
without consultation with Congress. 
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When asked about the sudden change in policy and asked to jus- 
tify their decisions and processes, they point to unrelated resolu- 
tions that do not address oversight over the lANA functions. 

They ignore congressional resolve that explicitly provides that 
the Secretary of Commerce should continue to exercise oversight 
over ICANN, and they attempt to cite papers from the late 1990’s 
to justify the reversal of course today. 

Even our liberal friend. President Bill Clinton, has made it clear 
that he disagrees with the decision of the NTIA and those that 
could pose significant dangers to the free and open Internet. 

While he noted he understood the arguments being made for the 
multi-stakeholder process, he stated, “A lot of these so-called multi- 
stakeholders are really governments that want to gag people and 
restrict access to the Internet.” 

Given that Mr. Clinton was the executive under whose authority 
these department papers were created, I believe we should give 
considerable credence to his opinions on the subject. 

There is a lot of ground to cover today, and I have barely 
scratched the surface. Nevertheless, I am pleased that today we 
have with us an outstanding panel of witnesses who can direct our 
attention to the relationship between the Department of Commerce 
and NTIA and, also, help educate us on matters that pertain to 
this decision to surrender control of the lANA function to ICANN 
in as soon as 18 months. 

I welcome our witnesses, our audience today. And, with that, I 
recognize the Subcommittee Ranking Member, the distinguished 
gentleman. Representative Nadler of New York, for his opening re- 
marks. 

Mr. Nadler. Thank you, Mr. Chairman. 

Last month the Department of Commerce announced that it will 
begin a process for transitioning key Internet domain name func- 
tions to the global multi-stakeholder community. 

This announcement continues the privatization process first 
started in 1998, continued through the Bush Administration, and 
that has been supported by various Congresses. Despite this, some 
of my Republican colleagues have now accused the Obama Admin- 
istration of wanting to surrender control of the Internet to for- 
eigners. 

This type of alarmist assertion misunderstands a core fact. There 
is not now nor will there ever be one party, whether government 
or private sector, that controls the Internet. The Internet is and 
will remain a decentralized network of networks that run smoothly 
only through the voluntary cooperation and coordination of all its 
participants. 

Ensuring effective private-sector management of these networks 
and transitioning functions served by the United States Govern- 
ment has been a goal shared by Republicans and Democrats alike 
for the past 16 years. 

And, frankly, I am surprised that some of my Republican col- 
leagues now seem to oppose the next step in the ongoing privatiza- 
tion process. It cannot be that Republicans support private indus- 
try and oppose government control in everything except this. So 
why the outrage now? 
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I am hopeful that behind some of the overheated rhetoric sur- 
rounding NTIA’s announcement there is a sincere desire to take a 
clear look at the facts. 

There is, of course, a need to ensure that the transition process 
and the model developed through that process produces a manage- 
ment structure that supports a secure, open, and truly global Inter- 
net. 

NTIA has established criteria to help ensure that this occurs, 
and I am confident that NTIA and ICANN will agree to update us 
periodically as this process progresses. 

We need not pass legislation that further complicates this proc- 
ess, and there is no reason to make this a partisan battle now. 

Today’s Internet has its origins in the network developed by the 
United States Department of Defense and other Federal agencies 
to connect universities and research labs conducting projects for 
the government. 

Since then, the Internet has become a remarkable platform for 
commerce, social discourse, and innovation across the globe. 

Since the late 1990’s, of course. Democratic and Republican ad- 
ministrations and with the full support of various Congresses, in- 
cluding a 413 to nothing vote only 2 years ago, our government has 
embraced the principle that core Internet domain name systems 
functions should be managed by the private sector, not by this or 
any other government. 

Private-sector interests formed ICANN in the late 1990’s for this 
purpose, and NTIA has been working with ICANN since that time 
to transition technical DNS coordination and management func- 
tions to the private sector. 

NTIA’s recent announcement that it would begin the process for 
transitioning its oversight of the technical functions necessary to 
assign numbers and registered domain names, known as the Inter- 
net Assigned Number Authority, or lANA, to ICANN in the multi- 
stakeholder model that has been developed into the technical co- 
ordination represents the final step in a 16-year transition process 
and, far from being a surprise, was an expected announcement, the 
only question being the timing. 

The lANA functions include management of the DNS root zone 
top-level domain names and coordination of the allocation of IP ad- 
dresses. 

For the last 2 decades, the lANA functions have been performed 
under successive contracts between the Department of Commerce 
and ICANN. 

During that time, the U.S. Government has simultaneously exer- 
cised oversight over ICANN through the LANA contract while re- 
maining steadfast in its commitment to turn over DNS manage- 
ment to the multi-stakeholder private sector model. 

Congress has long supported this commitment, often doing so in 
response to other governments around the world, urging intergov- 
ernmental control of the Internet through, for example, proposals 
for control by the United Nations International Telecommuni- 
cations Union, the ITU. 

Just last Congress we responded to this possibility by passing a 
bipartisan, bicameral resolution providing that, “It is the policy of 
the United States to preserve and advance the successful multi- 
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stakeholder model that governs the Internet.” H.Con.Resolution 
127 passed the House by a unanimous 413 to nothing vote. 

This latest announcement by lANA — I am sorry — by NTIA fol- 
lows in that tradition and was warmly welcomed, was warmly wel- 
comed, by American corporations such as AT&T, Cisco, Google, 
Microsoft, Neustar, and Verizon, as well as by the Chamber of 
Commerce, the Internet technical community, and our global allies. 

By inviting the multi-stakeholder community to present pro- 
posals for administration of lANA functions that have brought sup- 
port and that preserve the security, stability, resiliency, and open- 
ness of the Internet, NTIA has reinforced our longstanding dedica- 
tion to transitioning to private-sector management in a responsible 
and successful manner. 

Exactly how we accomplish this is yet to be determined through 
the process initiated by NTIA’s announcement, but the time to ini- 
tiate the process for that transition has come. 

Congress, together with the world community, should now focus 
on developing plans that ensure transparency, accountability, and 
robust safeguards to enable the continued efficient operation of the 
Internet. 

I want to thank each of the witnesses for their testimony and 
yield back the balance of my time. 

Mr. Marino. Thank you. Congressman Nadler. 

I would now like to recognize the full Committee Chairman, the 
distinguished gentleman from Virginia, Chairman Bob Goodlatte, 
for his opening statement. 

Mr. Goodlatte. Thank you, Mr. Chairman. 

Mr. Chairman, the title of today’s hearing vastly understates its 
importance. All hyperbole aside, this hearing is about nothing less 
than the future of the Internet and, significantly, who has the 
right, the ability, and the authority to determine it. 

Should it be decided by a few people in Washington, Beijing, 
Moscow, Sao Paolo, or even Silicon Valley, or should it be deter- 
mined by those who use and stand to benefit from it? 

In determining the United States’ role, should we have a process 
where a few officials in the Administration make decisions in a 
bubble without consulting or seeking meaningful input from the 
American people and their elected representatives, or should we 
have an open, transparent, and accountable process before deci- 
sions are made that impact all our futures? 

To be clear, the process and the manner in which the Obama Ad- 
ministration and, specifically, the National Telecommunications 
and Information Administration, or NTIA, arrived at and an- 
nounced their decision to transition oversight over the critical 
Internet Assigned Names and Numbers authority function in as 
early as 18 months has not been fully transparent. 

For example, NTIA announced its decision late on a Friday after- 
noon as Americans were beginning their weekends and Members 
were returning to their districts. NTIA implied that the House and 
Senate passage of resolutions in 2012 in support of a multi-stake- 
holder model of Internet governance somehow provided an ad- 
vanced endorsement, but, in truth, those resolutions nowhere men- 
tion the lANA contract. 
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Furthermore, to assert that, in the late 1990’s, the Department 
of Commerce stated its intent to phase out its oversight role and, 
thus, no one has a right now to question why the Obama Adminis- 
tration has decided to do this is sophistry. Indeed, it is an attempt 
to shut down discussion. 

As a result, an enormous number of questions have been raised 
that the American people and this Subcommittee deserve to have 
answered publicly in a responsible, professional, honest and forth- 
right manner. 

There are good reasons why the United States has maintained 
oversight over the lANA function contract. Indeed, in 2005, the 
House passed a resolution that explicitly stated that it is the sense 
of Congress that the Secretary of Commerce shall maintain over- 
sight of ICANN so that ICANN can continue to manage the day- 
to-day operation of the Internet’s domain name and addressing sys- 
tem well, remain responsive to all Internet stakeholders worldwide, 
and otherwise fulfill its core technical mission. 

The Obama Administration should bear the burden of proof for 
why it wants to make this significant public policy change and 
whether it is in the best interests of U.S. citizens and Internet 
users around the globe. 

One of the reasons given by many for relinquishing this contract 
is to improve the U.S. image internationally. As a result of the pub- 
lic revelation of certain U.S. intelligence-gathering practices, it is 
true that U.S. -based companies are under enormous pressure to 
place operations overseas in order to do business there and are fac- 
ing increased competition from their foreign competitors. 

This is because the President and his team have failed to effec- 
tively engage and inspire confidence among those countries and 
citizens who traditionally viewed Americans as allies. 

We must address this concern, but the most direct way to do so 
is by reforming our Nation’s surveillance laws to better protect civil 
liberties. 

While I see both sides of the proposal to ultimately transfer the 
lANA function to the private sector, it is clear that the U.S. has 
served as a critical and responsible backstop against censorship 
and as a promoter of openness and free speech on the Internet. 

The reality is that, once we surrender our unique position, it will 
be impossible to take it back if something goes awry. This is an im- 
portant point that needs to be seriously discussed as we determine 
our future role. 

All this leads back to today’s hearing. With all due respect to our 
Administration witness, many Americans are past the point of 
being satisfied with vague assurances when hard answers, evi- 
dence, and sober judgment are needed. 

I look forward to a robust discussion today about this important 
issue, and I yield back to the Chairman. 

Mr. Marino. Thank you, Mr. Chairman. 

I would now like to recognize the full Committee Ranking Mem- 
ber, the gentleman from Michigan, Congressman Conyers, for his 
opening statement. 

Mr. Conyers. Thank you, Mr. Chairman, and Members of the 
Committee and our distinguished witness. 
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What we are doing this morning is examining the National Tele- 
communications and Information Administration’s recent an- 
nouncement of their intent to transition key Internet domain name 
functions to the global multi-stakeholder community. So I want to 
try to allay some of the alarm and fears that seem to be moving 
around this issue. 

I would try to administer some medicine that doesn’t require a 
prescription or some other tactic other than the usual arguments 
that we will put up, but I want you to understand and I think we 
should agree on that this move will not lead to control of the Inter- 
net by foreign governments. I suppose that is always a concern that 
a lot of people have. 

But opponents of this transition have raised concerns about 
whether there is sufficient safeguards in place to prevent foreign 
government intrusion during the transition. The criticism has also 
included inaccurate statements about concerns about threats from 
foreign governments who seek control or tax or censor the Internet. 

These concerns are misplaced because this transition reaffirms 
the United States’ commitment to a multi-stakeholder approach, 
which will work to improve the security and stability of the Inter- 
net. 

And NTIA has fully confirmed that it will not transition to any 
management model that is government led. So I hope we will begin 
to feel better as this discussion unfolds with our distinguished wit- 
nesses. 

Now, with this proposed transition, NTIA is putting into place 
the final phase of privatization, which the United States has long 
supported and which I trust our conservative colleagues are in sup- 
port of, and this will be accomplished by transitioning key Internet 
domain name functions to the global multi-stakeholder community. 

There have also been a concern or two raised about whether the 
multi-stakeholder model is an appropriate approach. 

Congress itself has expressly stated its support of the private 
multi-stakeholder model of Internet governance by passing bipar- 
tisan resolutions in both the House and the Senate during the last 
Congress. Last session we passed Concurrent Resolution 127, 
which supported the multi-stakeholder model for governance of the 
Internet by an overwhelming unanimous vote, 414 to 0. 

Now, the NTIA has developed core principles to guide this proc- 
ess. Some argue that there are no core principles that will guide 
this process, but NTIA has put in place core principles to assure 
successful transition and the long-term viability of this plan. 

Indeed, any proposal for transition of the domain name system 
must meet certain core principles before it can be approved and fi- 
nalized by NTIA. 

If the proposal does not meet fully these criteria, the NTIA may 
seek additional time to work through the process to develop an ac- 
ceptable transition proposal. 

These principles, which must be met, ensure that the United 
States will succeed in maintaining freedom, openness, security, and 
stability of the network. 

And in addition to specific criteria that must be met, NTIA has 
also confirmed that any transition cannot be controlled by a gov- 
ernment entity. 
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The transition must maintain security and stability of Internet 
DNS, support the multi-stakeholder process, meet global needs and 
demands, and maintain an open interest. 

And I believe that there is sufficient time for stakeholders to 
work through the process to develop an acceptable transition pro- 
posal. 

Now, this Committee has historically exercised its role to address 
the problems of cyber squatting, competition, and copyright in- 
fringement with respect to generic top-level domain names. 

That oversight has included concerns about the effectiveness of 
the multi-stakeholder model that led to the expansion of the top- 
level domain names. 

And I, along with a number of my colleagues on both sides of the 
aisle of this Committee, along with our counterparts on the Senate 
Judiciary Committee, wrote a letter to ICANN describing these 
safeguards, including whether that multi-stakeholder process pro- 
vided trademark owners, consumers, and law enforcement commu- 
nity a meaningful opportunity to voice their concerns, and I am 
going to put that letter in the record. 

[The information referred to follows:] 



9 


Congr^ds of tije States: 

SQiUitimgtan. SC 20315 


August 7, 2012 

Mr. Akram Atallah. Interim CEO and President 
Internet Corporation for Assigned Names and Numbers 
4676 Admiralty Way, Suite 330 
Marina del Rev, CA 90292-6601 

Dear Mr. Atallah. 

In December 2011, we vyrote regarding ICANN’s program to expand the number of generic top 
level domains (gTLDs) from the 22 existing gTLDs (such as “.com”) to potentially thousands of 
new extensions. Since then, brand-owners, consumers, and members of the law enforcement 
community have continued to voice concerns about the adequacy of ICANN's proposed steps to 
protect against increased risks of cyber-squatting, fraud, and abuse in the new gTXDs. We are in a 
critical phase as ICANN determines which gTLDs to authorize and what policies to implement in 
the new registries. We therefore ask that you provide us with frulher details about the steps 
ICANN is taking to fulfill its commitment to ensure that the New gTLD process will provide “a 
secure, stable marketplace” with input from “the community as a whole.” 

In the response to our December 201 1 letter, ICANN emphasized that the New gTLD program 
“includes robust processes to assure that the community as a whole - with particular opportunities 
for governments and rights holders - has the opportunity to raise objections that could lead to the 
rejection of applications," including because of user confiision, infringement of legal rights, and 
misappropriation of community names or labels. Despite this assurance, many members of the 
public outside the ICANN community are unaware that the New gTLD program is underway. Of 
those who are aware, few know about the public comment process or comprehend that their 
opporturuty to participate in this forum is scheduled to end in less than a week. 

With potentially sensitive names like “.church”, “.kids”, and ".sucks” proposed, the more than 
“two billion (and growing) Internet users around the globe" that ICANN has stated the program is 
“designed to benefit" should both be aware of their right to comment on the new gTLDs and have 
a full and meaningful opportunity to do so. As a practical matter, the public comments forum is 
the only mechanism for most users to comment directly on applications without pursuing formal 
action before an arbitrator a process that would require them to establish standing and bear legal 
expenses. Specifically, we ask: 

• What steps has ICANN taken to inform members of the public outside the ICANN 
community about the New gTLD public comment process, and to ensure the public's 
maximum and meaningful consideration and participation? 

• ICANN has appointed an Independent Objector to review gTLD applications, but 
ICANN’s Guidebook states that he may only raise objections that have been previously 
voiced by the public. Given this restriction, what steps is the Independent Objector taking 


Mirmo ON fWCVQEO rAKf- 
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Mr. Aknun Atnllah 
August 7, 3012 
Page 2 of 3 


to encourage and maximize public input? What role will the Independent Objector play in 
articulating and representing public concerns about specific gTLD applications? 

• Will ICANN confirm that it will keep open the New gTLD public comment forum so that 
the broader public can corrunent on applications, and the Independent Objector can receive 
their views? If not, then what is the justification for refusing to accept and consider such 
material comments from the public? 

As discussed in our December 201 1 letter, we arc also concerned that inadequate protections may 
provide increased opportunities for cyber-squatters and other rogue actors to mislead consumers 
by registering fraudulent websites that incorporate familiar trademarks. To counter this threat 
ICANN created a Trademark Clearinghouse that can notify trademark holders when someone 
registers a second-level domain name that uses their trademark. However, ICANN’s current 
policy only requires the Clearinghouse to be available for the first 60 days after a registry 
launches. Moreover, the Clearinghouse will only give notice when someone registers a website 
that is identical to a trademark; not when the website contains the trademark in a varied form. As 
an example, this means that a nonprofit such as the YMCA will receive notice only if a user 
registers a website such as www.vmca.give or www.vmca.charitv within the first 60 days of the 
“.give” or “.charily” registry. The YMCA would not receive notice if a person registers those 
names after 60 days, or if someone registers a closely related name such as wivw.vmcaDC.charitv . 

Businesses and consumers remain concerned that these policies insufficiently defend against the 
heightened risks of fraudulent activity in the new gTLDs. They assert that ICANN’s policies 
easily could be strengthened by requiring registries to use the Trademark Clearinghouse for more 
than 60 days, and by allowing trademark holders to sign up for Clearinghouse notices of website 
registrations that contain their trademark in varied form (such as the trademark plus a generic 
term). Please tell us: 

• Is there anything that prevents ICANN from requiring registries to make the Trademark 
Clearinghouse available as a permanent service, extending it beyond the first 60-day 
period? Have Clearinghouse operators analyzed the feasibility of providing mote 
mcaningftil and comprehensive trademark notifications, instead of only providing notice 
when users register identical terms? 

• In the response to our December 201 1 letter, ICANN suggested that the Government 
Advisory Committee agreed to the current Clearinghouse policies based on ICANN’s 
commitment to review those policies “post-launch." When does ICANN intend to conduct 
this review? Is ICANN committed to making changes in response to specific suggestions 
and comments received as part of the “post-launch” review? In what ways might ICANN 
enhance its Clearinghouse policies after the new gTLDs launch? 

• A further rights protection mechanism ICANN highlights is the availability of a “sunrise 
period” when certain trademark holders may reserve names in a new gTLD before it opens. 
Some are concerned that registries may use strategic pricing to take advantage of 
businesses and individuals who feel compelled to defensively register their names. What 
policies, if any. does ICANN have in place to discourage this activity and allay these 
concerns? 



11 


Mr. Akram Atallah 
August?, 2012 
Page 3 of 3 

FinaJly, we understand that ICANN is currently working to expand its compliance capabilities to 
monitor and investigate cases of abuse. We are encouraged by this news, but arc interested in 
receiving iurther details, including whether ICANN will dedicate a portion of the nearly $350 
million in gTLD application fees it has received to this initiative. We arc also mterested in 
receiving details about ICANN's ongoing negotiations to renew the Registrar Accreditation 
Agreement, including what additional security and anti-fraud measures the new agreement may 
contain. 

ICANN has stated its commitment to create, through its New gTLD program, “a secure, stable 
marketplace through the implementation of enhanced rights protection mechanisms, malicious 
conduct mitigation measures and other consumer protections." We hope that ICANN will take 
every step to honor that commitment during the review and delegation process, and look forward 
to working closely with you on issues of mutual concern in the upcoming months. 

Thank you, in advance, for providing information about ICANN’s past and ongoing efforts to 
implement its commitments. We look forward to your response. 

Sincerely, 



Senate Judiciary Committee House Judiciary Committee 


CC: 

Mr. Steve Crocker, Chairman, Board of Directors 

Mr. Kurt Pritz, Senior Vice President, Acting New gTLD Program Director 

Mr. Fadi Chehadd, Incoming President and CEO 

The Honorable Rebecca M. Blank, Acting U.S, Secretary of Cotrunerce 

The Honorable Lawrence E. Strickling, Assistant Secretary for Communications and Information, 
National Telecommunications and Information Administration, U.S. Department of Commerce 
The Honorable Victoria A. Espinel, U.S. Intellectual Property Enforcement Coordinator 
The Honorable Jon Ixibowitz, Chairman, U.S. Federal Trade Commission 
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Mr. Conyers. I look forward to hearing today about how we can 
ensure that ICANN remains responsive to our concerns as well as 
those of other key stakeholders over the next 18 months as this 
process unfolds. 

So, finally, a truly effective transition must and can ensure that 
the criteria for transition remain in place long after that transition 
occurs. 

Some of the critics of the NTIA’s announcement have expressed 
concern that, by relinquishing its contract with ICANN, the United 
States will be unable to prevent subsequent changes and it might 
undermine Internet security, stability, and openness. This is not 
exactly accurate because the process itself can and should result in 
enforceable principles that the United States can support. 

Again, this is the start of a transition process that there will be 
plenty of opportunity to make sure it is going well. And, if not, 
NTIA has the option to renew the contract with ICANN for a total 
of four additional years through 2019. 

Stakeholders should all work together to be involved in the proc- 
ess announced by NTIA on March 14 so that ICANN and the Inter- 
net community can develop constructive proposals that will meet 
NTIA’s criteria. 

To this point, there has been a broad group of stakeholders who 
have expressed support for the NTIA announcement, including 
AT&T, Verizon, Microsoft, Google, Public Knowledge, and the 
Chamber of Commerce. The process should continue to be open, 
transparent, and obtain international stakeholder consensus and 
support. 

We should have more hearings to review this issue to see how 
it develops and evaluate the process as it moves forward. These 
hearings will provide us with the opportunity to examine whether 
sufficient safeguards are being put in place during the next steps 
of the transition of NTIA’s role, and the Committee should consider 
sending designated representatives to attend and monitor the 
meetings held in compliance with NTIA’s announcement. This 
would facilitate meaningful oversight by Congress. 

These are some suggestions that I have. And I thank the Chair- 
man. I yield back the balance of my time and look forward to hear- 
ing from the witnesses. 

Mr. Marino. Thank you. Congressman Conyers. 

Without objection, other Members’ opening statements will be 
made part of the record. 

I want to explain who I am. My name is Tom Marino. I am the 
Vice-Chair of the Intellectual Property Subcommittee. 

My colleague, the Chairman and my mentor, Howard Coble, the 
gentleman from North Carolina, has a conflicting schedule this 
morning, but will attempt to get here as soon as possible. 

We have two very distinguished panels today. I will begin by 
swearing in our first witness before introducing him. 

If you would please rise, sir, and raise your right hand. 

[Witness sworn.] 

Mr. Marino. Let the record reflect that the witness has an- 
swered in the affirmative. 

And, Mr. Secretary, you may be seated. 
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The witness’s written statement will be entered into the record 
in its entirety. 

I ask that the witness summarize his testimony in 5 minutes or 
less. We are on a very tight schedule today. So when you get to 5 
minutes, I will politely tap the hammer just to give you an indica- 
tion because those lights are to the sides of you and you know how 
they work. 

And to help stay within the time, these are timing lights on your 
table. They make no sense to me because I am colorblind and I 
can’t tell what they are. 

When the light switches from so-called green to yellow — and I 
have no idea what that is — you will have 1 minute to conclude your 
statement. When the light turns red, it signals that the witness’s 
5 minutes has expired. So I will politely nudge you, if you don’t 
mind 

Our first witness this morning is the Honorable Lawrence 
Strickling, Assistant Secretary for Communications and Informa- 
tion at the United States Department of Commerce, a very impor- 
tant position. 

In his position, Mr. Strickling serves as Administrator of the Na- 
tional Telecommunications and Information Administration, the ex- 
ecutive branch agency that is responsible for advising the President 
on communications and information policies. 

Mr. Strickling earned his juris doctorate from Harvard Law 
School and his bachelor of science in economics from the University 
of Maryland. 

Welcome, Mr. Strickling. 

TESTIMONY OF THE HONORABLE LAWRENCE E. STRICKLING, 

ASSISTANT SECRETARY FOR COMMUNICATIONS AND INFOR- 
MATION, NATIONAL TELECOMMUNICATIONS AND INFORMA- 
TION ADMINISTRATION, UNITED STATES DEPARTMENT OF 

COMMERCE 

Mr. Strickling. Thank you. Chairman Marino. 

And I want to acknowledge Ranking Member Nadler, Chairman 
Goodlatte, and Ranking Member Conyers. 

I am pleased to be here today to testify about NTIA’s role work- 
ing with ICANN and the domain name system as well as our 
March 14th release announcing our intent to transition key Inter- 
net domain name functions to the global multi-stakeholder commu- 
nity. 

And, Chairman Goodlatte, I want to assure you I am not here 
to shut down discussion about this issue. My hope is that these 
issues are fully debated not just here, but among all of the global 
Internet stakeholders. 

For 16 years, it has been the clear and unquestioned policy of the 
United States Government that the private sector should lead the 
management of the domain name system. 

In its 1998 policy statement, the Department of Commerce stated 
that the U.S. Government is committed to a transition that will 
allow the private sector to take leadership for DNS management. 

Since then, the Department, through NTIA, has entered into a 
series of agreements with ICANN under which it performs what 
are known as the lANA functions. These include assigning Internet 
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protocol numbers to regional registries, who then assign them to 
Internet service providers. 

Another function is the maintenance and updating of the root 
zone file of top-level domain names, the so-called address book. And 
I brought a copy if anybody wants to look at it. This is necessary 
for the rooting of Internet communications. 

ICANN performs these tasks at no cost to the U.S. Government. 
Our role in this process is simply to verify changes and updates 
proposed by ICANN to the root zone file before passing the changes 
on to VeriSign, which actually maintains and updates the root zone 
file. 

ICANN develops its policies through a bottom-up multi-stake- 
holder process. These efforts are open to all stakeholders, whether 
they are businesses, civil society organizations, technical experts or 
governments, who work in concert to reach consensus agreement 
on Internet policies. 

I want to emphasize that NTIA does not exercise any control or 
oversight over policymaking at ICANN. Rather, it is the global 
multi-stakeholder community that makes Internet policy today, 
whether it be setting domain name policy at ICANN or developing 
Internet technical standards at the Internet Engineering Task 
Force. 

The U.S. Government has been a vigorous supporter of the multi- 
stakeholder model of Internet governance from the start. Both Re- 
publican and Democratic administrations have consistently empha- 
sized that the multi-stakeholder process is the best mechanism for 
making Internet policy. Congress agrees. 

In 2012, both houses of Congress unanimously passed resolutions 
stating that it was the consistent and unequivocal policy of the 
United States to promote a global Internet free from government 
control and to preserve and advance the successful multi-stake- 
holder model that governs the Internet today. 

In furtherance of this clear congressional statement, on March 
14, NTIA announced the final phase of the privatization of the do- 
main name system. We asked ICANN to convene global stake- 
holders to develop a proposal to transition the current role played 
by NTIA in the coordination of the domain name system. 

In making this announcement, we stated that the transition pro- 
posal must have broad community support and must address four 
principles. 

It must support and enhance the multi-stakeholder model. It 
must maintain the security, stability, and resiliency of the Internet 
domain name system. It must meet the needs and expectations of 
the global customers and partners of the lANA services. And it 
must maintain the openness of the Internet. 

And we made crystal clear that we will not accept a proposal 
that replaces the NTIA role with a government-led or intergovern- 
mental solution. 

We asked ICANN to convene the multi-stakeholder process be- 
cause it is the current lANA functions contractor and the global co- 
ordinator for DNS. 

We informed ICANN that we expected it to work collaboratively 
with the other Internet technical organizations, including the Inter- 
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net Society, the IETF, the Internet Architecture Board, and the re- 
gional Internet registries. 

At its recent meeting in Singapore, ICANN convened two public 
sessions in association with these organizations to obtain stake- 
holder input on how to design the process to develop the transition 
plan. 

The Internet community has responded to our announcement 
with strong statements of support, and many of the Members have 
referred to them. 

Among the business community, Microsoft hailed the announce- 
ment as a significant and welcome development. Cisco stated that 
it has long supported an open and innovative multi-stakeholder 
Internet governance process in this next step in this evolution. 

Our announcement in the process that is now underway to de- 
velop a transition plan benefits American interests. We depend on 
a growing and innovative Internet and, despite the symbolic role 
the U.S. Government has played over the years, the fact is that no 
country controls the Internet. 

Its continued growth and innovation depends on building trust 
among all users worldwide and strengthening the engagement of 
all stakeholders. Taking this action is the best measure to prevent 
authoritarian regimes from expanding their restrictive policies be- 
yond their own borders. 

I am confident that the global Internet community will work dili- 
gently to develop a plan that has the support of the community and 
that meets the four conditions we laid out on March 14. 

And I want to assure all Members that, before any transition 
takes place, the businesses, civil society organizations, and tech- 
nical experts of the Internet must present a plan that ensures the 
uninterrupted stable functioning of the Internet and preserves its 
openness. Until such time, there will be no change in our current 
role. 

Similarly, we have not set any deadline for action. The current 
contract expires on September 30th, 2015, but we can extend it for 
up to 4 years if the community needs more time to develop its pro- 
posal. 

I also want to assure all Members that, even as the United 
States looks to transition out of this clerical role that we play, we 
will remain strong and vigorous advocates for Internet freedom, 
growth, and innovation. 

We will continue to play a major role on ICANN’s governmental 
advisory committee where governments develop consensus advice 
to ICANN on public policy matters, and we will continue in our 
role to enhance the accountability and transparency of ICANN 
through our participation in the accountability and transparency 
review teams established by the affirmation of commitments we 
signed in 2009. 

Our commitment to preserving the Internet as a platform for eco- 
nomic growth and innovation remains steadfast and, by this action, 
we are simply enlisting others to step up and join us in supporting 
the free and open Internet. 

Thank you. And I look forward to answering your questions this 
morning. 
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Mr. Marino. Thank you, Secretary. And once again, your full 
statement will be made part of the record. 

[The prepared statement of Mr. Strickling follows:] 
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Testimony of 

The Honorable Lawrence E. Strickling 
Assistant Secretary for Communications and Information 
National Telecommnnications and Information Administration 
United States Department of Commerce 

Before the 

Snbcommittee on Conrts, Intellectual Property, and the Internet 
Committee on the Judiciary 
United States House of Representatives 

Hearing Entitled 

“Should the Department of Commerce Relinquish Direct Oversight Over ICANN?” 

April 10, 2014 


Chainuan Coble, Ranking Member Nadler, and members of the Subcommittee, thank you 
for this opportunity to testify on behalf of the National Telecommunications and Information 
Administration (NTIA) regarding NTIA’s role and relationship with the Internet Corporation for 
Assigned Names and Numbers (ICANN), in particular NTIA’s recent announcement of our 
intent to transition key Internet domain name functions to the global multistakeholder 
community. 


NTIA’s Relationship with ICANN and the DNS 

The Domain Name System (DNS) is a critical component of the Internet infrastructure. 

It allows users to identity websites, mail servers and other Internet destinations using easy-to- 
understand names (e g., www.ntia.doc.gov) rather than the numeric network addresses (e.g., 

170. 1 10.225. 163) necessary to retrieve information on the Internet. A July I, 1 997, Executive 
Memorandum directed the Secretary of Commerce to privatize the Internet DNS in a manner that 
increases competition and facilitates international participation in its management. In June 1998, 
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NTIA issued a statement of policy on the privatization of the Internet DNS, known as the DNS 
White Paper.' The White Paper concluded that the core functions relevant to the DNS should be 
primarily performed through private sector management. To this end, NTIA stated that it was 
prepared to enter into an agreement with a new not-for-profit corporation formed by private 
sector Internet stakeholders to coordinate and manage policy for the Internet DNS. Private 
sector interests formed ICANN for this purpose, and, in the fall of 1998, NTIA entered into a 
Memorandum of Understanding (MOU) with ICANN to transition technical DNS coordination 
and management functions to the private sector. 

The MOU did not simply turn over management of the DNS to ICANN. Rather, the 
purpose of this agreement was to design, develop, and test mechanisms, methods, and procedures 
to ensure that the private sector had the capability and resources to assume important 
responsibilities related to the technical coordination and management of the DNS. The MOU 
evolved through several iterations and revisions as ICANN tested these principles, learned 
valuable lessons, and matured as an organization. 

The MOU culminated in 2009 with the Affirmalion of Commilmenls (Affirmalion). The 
Affirmation signified a critical step in the successful transition to a multistakeholder, private- 
sector led model for DNS technical coordination, while also establishing an accountability 
framework of ongoing multistakeholder reviews of ICANN’s performance. To date, two 
iterations of the Accountability and Transparency Review Team (ATRT) have occurred. These 
teams, on which NTIA has participated actively with a broad array of international stakeholders 
from industry, civil society, the Internet technical community and other governments, have 
served as a key accountability tool for ICANN - evaluating progress and recommending 


'SlalciTicTil otPolicv, MaTiagciTicnl ortmcmcl Names and Addresses," 63 Fed. Reg. 31741(1998). 
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improvements. We have seen marked improvements in ICANN’ s performance with the 
implementation of the 27 recommendations made by ATRTl and have full confidence this 
maturation will continue with the ongoing implementation of the 12 recommendations of 
ATRT2 

Throughout the various iterations of NTlA’s relationship with ICANN, NTIA has played 
no role in the internal governance or day-to-day operations of ICANN. NTIA has never had the 
contractual authority to exercise traditional regulatory oversight over ICANN. 

The Internet Assigned Numbers Authority (lANA) Functions 

In the DNS White Paper, NTIA announced its intent to assure the continued secure and 
stable perfonnance of certain DNS functions, initially through contracts, until the transition was 
complete. Specifically, this included the performance of the Internet Assigned Numbers 
Authority (lANA) functions. The lANA functions are a set of interdependent technical functions 
that enable the continued efficient operation of the Internet. The lANA functions include: (1) the 
coordination of the assignment of technical Internet protocol parameters; (2) the processing of 
change requests to the authoritative root zone file of the DNS and root key signing key (KSK) 
management; (3) the allocation of Internet numbering resources; and (4) other services related to 
the management of the ARPA and INT top-level domains (TLDs). 

The lANA functions were initially performed under a series of contracts between the 
Department of Defense’s Advanced Research Projects Agency (DARPA) and the University of 
Southern California (USC), as part of a research project known as the Terranode Network 
Technology (TNT). As the TNT project neared completion and the DARPA/USC contract 
neared expiration, USC entered into a transition agreement with ICANN under which ICANN 
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secured directly from USC all necessary resources, including key personnel, intellectual 
property, and computer facility access critical to the continued performance of the lANA 
functions- In 2000, NTIA then entered into a sole-source, no-cost-to-the-govemment contract 
with ICANN for the performance of these functions. 

NTIA and ICANN have subsequently entered into contracts for the performance of the 
lANA functions in 2001, 2003, and 2006. On July 2, 2012, NTIA awarded ICANN, via a full 
and open competitive procurement process, the current lANA functions contract. The base 
period of performance for this contract is October 1, 2012 to September 30, 2015, and includes 
two separate, two-year option periods. If both option periods are exercised the contract would 
expire on September 30, 2019. All five contracts have been at no cost to the U S. Government. 

As the lANA functions operator, ICANN maintains, updates and makes publicly 
available registries related to the three lANA functions. First, ICANN is the central repository 
for protocol name and number registries used in many Internet protocols. It reviews and assigns 
unique values based on established policies and guidelines as developed by the Internet 
Engineering Task Force (IETF), Second, it coordinates allocations of IP (Internet Protocol) and 
AS (Autonomous System) numbers to the Regional Internet Registries (RIR) who then distribute 
IP and AS numbers to Internet Service Providers and others within their geographic regions. 
Third, ICANN processes root zone change requests for Top Level Domains (TLDs) and makes 
publicly available a Root Zone WHOIS database with current and verified contact information 
for all TLD registry operators. In all three cases ICANN as the lANA functions operator applies 
the policies developed by the interested parties when completing requests related to the various 
lANA functions customers. 
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NTIA’s role in the lANA functions includes the clerical role of administering changes to 
the authoritative root zone file and, more generally, serving as the historic steward of the DNS 
via the administration of the lANA functions contract. The NTIA role does not involve the 
exercise of discretion or judgment with respect to such change requests. From the inception of 
ICANN, the U S. Government and Internet stakeholders envisioned that the U. S. Government’s 
role in the lANA functions would be temporary. The DNS White Paper stated that “agreement 
must be reached between the U.S. Government and the new corporation (ICANN) relating to the 
transfer of the functions currently performed by lANA.”^ 

Next Steps in the Continued Transition of the NTIA Role 

On March 14, 2014, NTIA announced its intent to transition key Internet domain name 
functions to the global multistakeholder community. This marks a milestone toward the final 
phase of the privatization of the DNS first outlined by the U. S. Government in 199S. To 
accomplish this, we have called upon ICANN to convene a multistakeholder process to develop 
the transition plan. While looking to stakeholders and those most directly served by the lANA 
functions to work through the technical details, NTIA deliberately established a clear framework 
to guide the discussion. Specifically, we communicated to ICANN that the transition proposal 
must have broad community support and address four principles. 

First, the transition proposal must support and enhance the multi stakeholder model. 
Specifically, the process used to develop the proposal should be open, transparent, bottom-up, 
and garner broad, international stakeholder consensus support. In addition, the proposal should 
include measures to ensure that changes made to any of the three lANA administered databases 
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are consistent with the publicly documented lANA functions customer and partner accepted 
procedures which are developed through the multistakeholder model. 

Second, the transition proposal must maintain the security, stability, and resiliency of the 
Internet DNS. For example, the decentralized distributed authority structure of the DNS needs to 
be preserved so as to avoid single points of failure, manipulation or capture. In addition, the 
integrity, transparency, and accountability of IP numbers, domain names, and Internet protocol 
assignments must be preserved. The lANA services also need to be resistant to attacks and data 
corruption, be able to fully recover from degradation, if it occurs, and be performed in a stable 
legal environment. 

Third, the transition proposal must meet the needs and expectations of the global 
customers and partners of the I ANA services. For example, mechanisms for the adherence to 
and development of customer service levels, including timeliness and reliability, should be clear, 
as should processes for transparency, accountability, and auditability. Consistent with the 
current system, the separation of policy development and operational activities should continue. 

Fourth, the transition proposal must maintain the openness of the Internet. The neutral 
and judgment free administration of the technical DNS and lANA functions has created an 
environment in which the technical architecture has not been used to interfere with the exercise 
of free expression or the free flow of information. Any transition of the NTI A role must 
maintain this neutral and Judgment free administration, thereby maintaining the global 
interoperability of the Internet. 

In addition, NTIA explicitly stated that we would not accept a proposal that replaces the 
NTIA role with a government-led or an inter-governmental organization solution. This condition 
is consistent with the clear policy expressed in bipartisan resolutions unanimously adopted of the 
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US. Senate and House of Representatives (S.Con.Res.50 and H.Con.Res.l27) during the 1 12^'’ 
Congress, which affirmed the U. S. support for the multistakeholder model of Internet 
governance. 

While the current lANA functions contract expires September 30, 2015, there are two 
separate two-year option periods that would extend the contract for up to four years. 

Accordingly, NTIA believes there is sufficient time for stakeholders to work through the 
ICANN-convened process to develop an acceptable transition proposal. NTIA has made clear 
that the transition proposal must have broad multistakeholder support and reflect the four key 
principles we outlined in our announcement. Before any transition takes place, the businesses, 
civil society and technical experts of the Internet must present a plan that has broad 
multistakeholder support and reflects the four key principles we outlined in our announcement. 

Why Take this Step Now 

We believe the timing is right for this next step as the Internet technical organizations, 
including ICANN, have matured, with ICANN having taken steps in recent years to improve its 
accountability, transparency, and technical competence. At the same time, international support 
continues to grow for the multistakeholder model of Internet governance, in some quarters, as 
evidenced by the continued success of the Internet Governance Forum and the resilient 
stewardship of the various Internet institutions. 

We need to ensure that the broad Internet community - companies, technical groups, civil 
society and governments - continue to work together as equal partners in crafting the rules of the 
road for the Internet through the multi stakeholder model. Some authoritarian regimes however 
do not accept this model and seek to move Internet governance issues, including the DNS, into 
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the United Nations system in order to exert influence and control over the Internet. This piayed 
out during the 2012 World Conference on International Telecommunications in Dubai where the 
world split on fundamental issues of Internet governance. This issue will likely resurface at the 
October 2014 International Telecommunication Union Plenipotentiary Conference, where we 
expect some countries to once again attempt to insert themselves in the middle of decisions 
impacting the Internet. 

Some have argued that what NTIA is doing is tantamount to “giving away the Intemef 
That could not be further from the truth. There is no one party — government or industry, 
including the U. S. Government - that controls the Internet. The Internet is a decentralized 
network of networks. What we have in fact done, is demonstrate leadership and strategic vision 
by laying out a framework with clear conditions to finalize a process that has been ongoing for 
16 years. The ICANN-convened process that is currently underway will help prevent 
authoritarian countries from exerting too much influence over the Internet by promoting the 
multistakeholder model that has made the Internet the success it is today. This is why a broad 
group of stakeholders have expressed their support for NTIA’s announcement. These include 
Internet technical community leaders, U.S. companies such as AT&T, Verizon, Microsoft, 
Google, Cisco, and Comcast, and associations like the Chamber of Commerce, USTelecom, the 
Internet Association, the Computer and Communications Industry Association, and the Software 
and Information Industry Association. Human rights and Internet freedom organizations, 
including Freedom House, Human Rights Watch, the Center for Democracy and Technology, 
and Public Knowledge, also released statements of support. And bipartisan leaders in Congress 
have provided thoughtful comments that demonstrate clear support for the multistakeholder 
model of Internet governance. 
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Conclusion 

With the March 1 4 announcement, NTI A has taken the next step in the 1 6-year process to 
privatize the coordination and management of the DNS. ICANN last month began the process of 
convening stakeholders for the first of many public discussions on this topic. During this period, 
NTIA’s role will remain unchanged. As we have said repeatedly, we will not accept a transition 
plan that would replace the NTIA role with one led by governments or an inter-governmental 
organization and we have established a framework of four principles that the process must 
address. This must be a careful and thoughtful process. If a plan that meets these criteria cannot 
be implemented by September 30, 2015, we can extend the contract for up to four years. 

NTIA fully supports the need to ensure the continued growth, innovation and openness of 
the Internet to support economic development. This latest step, an important demonstration of 
the U.S. Government’s commitment and confidence in the multistakeholder model, will help 
support these goals. 
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Mr. Marino. We will now proceed under the 5-minute rule with 
questions, and I will begin by recognizing the Chairman of the full 
Committee, Chairman Goodlatte. 

Mr. Goodlatte. Thank you, Mr. Chairman. 

Secretary Strickling, welcome, and I very much appreciate your 
remarks, and they are helpful in this process. 

My first question is: Do you agree that the authority that NTIA 
has over ICANN under the lANA contract has never been abused? 

Mr. Strickling. That we have not abused our authority? 

Mr. Goodlatte. Correct. 

Mr. Strickling. Yes. 

Mr. Goodlatte. Do you agree that this authority and the func- 
tions performed under this agreement have absolutely nothing to 
do with the surveillance techniques that were allegedly revealed by 
Edward Snowden? 

Mr. Strickling. Yes. 

Mr. Goodlatte. Nevertheless, it is hard to imagine that this is 
a subject that never came up in interdepartmental discussions. 

Did this issue ever come up in the discussion surrounding this 
decision? 

Mr. Strickling. Yes. But it was never a primary reason for our 
action. Our action that we are taking today was fueled much more 
by the fact that we felt Internet had matured as an organization 
to the point where it was time for — to do this final transition. 

And it was also, I think, fueled by the increasing international 
acceptance of the multi-stakeholder model of governance that we 
are seeing in the developing world as reflected in the Brazil under- 
taking of the global multi-stakeholder meeting they are hosting in 
Brazil later this month. 

Mr. Goodlatte. Mr. Castro states that, without U.S. oversight, 
ICANN has the potential to become the world’s largest unregulated 
monopoly. 

Do you agree or disagree with his statement, and why? 

Mr. Strickling. Well, if we are referring to lANA functions, I 
strongly disagree. I think that totally misapprehends exactly what 
our role is under lANA functions. 

Mr. Goodlatte. I would have to say that you have a point to the 
extent that, while a number of concerns were raised in this Com- 
mittee and elsewhere in the Congress and elsewhere in interested 
groups, that had no effect on the decision by ICANN to undertake 
the dramatic expansion of the top-level domain name program that 
has quite a bit of concern on many parts, quite a bit of cost to some 
entities, and contains the, I would say, evidence that this is an or- 
ganization that can, maybe even now under the existing contract — 
but certainly would be able to, without such a contractual relation- 
ship with the United States, expand itself and expand its powers 
with regard to the Internet. 

Would you agree with that statement? 

Mr. Strickling. No. 

Mr. Goodlatte. Explain yourself. 

Mr. Strickling. Well, let’s take the example of the expansion of 
top-level domains. ICANN didn’t do that in terms of ICANN, the 
employees and the board members. That was a decision taken after 
6 years of multi-stakeholder discussion. 
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Many people were involved in debating the pros and cons of 
doing that. It actually goes back to the origination of ICANN. 

I mean, one of the purposes of putting this to the private sector 
was to increase competition among domain names. So this has long 
been contemplated, going back to 1998, when ICANN was created. 

And I think people tend to conflate ICANN with the output of 
the multi-stakeholder process that is conducted within the ICANN 
sphere. 

And so I think the idea that ICANN as an organization is going 
to turn into some unregulated monopoly totally disregards the 
presence of hundreds of stakeholders — thousands of stakeholders 
who actually set the policies for ICANN. 

And if you are saying that AT&T, Verizon, Cisco, Microsoft, Free- 
dom House, Public Knowledge, Center for Democracy and Tech- 
nology are all going to allow that to happen, then, you are basically 
saying you don’t believe in the multi-stakeholder model, because I 
don’t think they will let that happen. 

Mr. Goodlatte. No. I am not saying that I believe that at all. 

But I will say that I am concerned that the actions taken by the 
entity are the genesis of the problems that we have with countries 
that do not respect the freedom that exists on the Internet, do not 
respect individual liberty, and will always — unless they change 
their own perspective of the world and their own perspective of 
civil liberties, will always be looking for excuses to take control of 
the Internet. I am talking about countries like Brazil undertaking 
the initiative that they have right now. 

So I understand the concern about this remaining link to the 
United States, which, in my opinion, notwithstanding the chal- 
lenges that we and any other representative democracy face, still 
is a beacon in the world for freedom. 

And I think that we can rightly take credit for the freedom that 
exists on the Internet today in the manner in which we have 
worked to unfold it. 

The question and concern that I have and many others have is: 
When we let go of that final link, will that institution that I sup- 
port in terms of how it is expected to operate — will that institution 
be safer from those efforts to regulate the Internet or will it be 
more exposed because it no longer has the protection of the United 
States? 

Mr. Strickling. Well, Chairman, I am a little flummoxed by 
your question because it is not the last link. As I said in my state- 
ment, we continue to have a tremendous amount of engagement 
with ICANN. We are an active and vigorous participant in the Gov- 
ernment Advisory Committee, and that is public policy. 

Mr. Goodlatte. No question. No question. But is the last con- 
tractual relationship. 

Mr. Strickling. Well, but we also have the affirmation of com- 
mitments with ICANN under which they have committed things 
that are basically in their bylaws in terms of increasing their ac- 
countability and transparency not just to us, but the entire world- 
wide community. 

And it has set up a series of review teams, one of which, the ac- 
countability and review team, I sit as a member on. So I have de- 
voted a tremendous amount of my own time both in 2010 and 
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again last year, 2013, for the first two iterations of that team that 
does a very in-depth examination of the accountability mechanisms 
at ICANN and makes recommendations to the board in terms of 
how to improve that. 

We are joined in that effort by governments of Denmark, Aus- 
tralia, Costa Rica in the last iteration, as well as from experts from 
around the globe, technical experts and then members of the rep- 
resentatives of the various supporting organizations. So there are 
a number of ways that we provide input and guidance and over- 
sight into how ICANN operates. 

The lANA function really is primarily a symbolic role that we 
have played. We got involved in this in 1998 because, when the 
government wanted to get out of this role, when it was performing 
these functions itself, we had to find a mechanism by which to get 
a private entity to do it. 

That was the purpose of the lANA functions contract. It was ba- 
sically a one-time opportunity for the United States to move from 
doing it itself to finding someone else to do it. 

And, since then, they have been performing these roles. Policies 
have been set by stakeholders and, literally, our role has been to 
do that final verification of accuracy of changes before they are 
made. 

And I think people are blowing totally out of proportion this 
function that we perform with respect to lANA functions and they 
are ignoring the many other ways in which — that we participate 
through the multi-stakeholder process to ensure that American in- 
terests are furthered through ICANN and through any of the other 
Internet technical organizations. 

Mr. Goodlatte. I get that. And I thank you. Your comments are 
helpful. 

Thank you, Mr. Chairman. My time is expired. 

Mr. Marino. Thank you. Chairman. 

The Chair now recognizes the Ranking Member, Congressman 
Nadler. 

Mr. Nadler. Thank you, Mr. Chairman. 

Before beginning my questions, I ask unanimous consent to enter 
an article from 2011 titled, “Beckstrom Calls for ICANN’s Inde- 
pendence,” in which Mr. Beckstrom expressed the belief — the “clear 
belief that the U.S. Government should live up to its 1998 white 
paper commitment to transfer management of the lANA functions 
to the private sector-led organization enlisted to manage DNS, 
which is ICANN.” 

Given representations of Mr. Beckstrom’s opposition to this tran- 
sition now, I think it is important that the hearing record reflects 
a more complete record of his position. 

Mr. Marino. Without objection. 

[The information referred to follows:] 
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Mr. Nadler. Thank you. 

Mr. Strickling, before I begin my other questions, let me ask you 
as a follow-on: Do you believe that the step that you have an- 
nounced of — with respect to ICANN will have any effect, pro or con, 
in increasing or decreasing the power of a foreign government that 
wants to limit the Internet in some way to do so outside its own 
borders or inside its borders, for that matter? 

Mr. Strickling. I don’t think it affects their power. No. 

Mr. Nadler. Because? 

Mr. Strickling. Well, to the extent a government wants to shut 
off content coming into its country, there is nothing any of us can 
do to prevent that other than continuing to help inspire stake- 
holders in those countries to rise up and oppose and object to such 
practices when they take place. 

The ability of any government to somehow come in and take over 
ICANN is basically zero by itself. There is just no mechanism by 
which it can happen. 

Now, governments can bring these matters to the UN and to the 
International Telecommunication Union, and we are concerned 
about certainly the outcome at the World Conference on Inter- 
national Telecommunications 2 years ago where 88 countries basi- 
cally felt that some of these matters of Internet policy ought to be 
brought to the ITU. 

That is very troubling, and we are working very hard in a 

Mr. Nadler. The step you are taking now that we are discussing 
today has no effect on that one way or the other? 

Mr. Strickling. Well, we hope that — there is no question but 
what — the U.S. role in this has served as a talking point for coun- 
tries like Russia and other authoritarian regimes. 

When they are trying to convince countries in the developing 
world to join in them in some of their policies, they use this as an 
argument. 

So, yes, we are taking that argument away. So we would hope 
that developing countries would approach these issues with a dif- 
ferent mindset as a result of this. 

Mr. Nadler. Thank you. 

Now, the House Energy and Commerce Committee’s Communica- 
tion Technology Subcommittee is marking up and voting today on 
H.R. 4342, the DOTCOM Act of 2014. That bill would delay any 
transition of the lANA functions until after the Government Ac- 
countability Office reviews and reports on any transition proposals. 

Do you support this bill? Could this act harm the transition proc- 
ess? And how might it impact the ongoing efforts of some nations 
to transition Internet governance to the ITU of the United Nations? 

Mr. Strickling. So the Administration opposes the DOTCOM 
bill, and we do think that enactment of the bill would send the 
wrong signal to the global Internet community about the United 
States’ continued support of the global multi-stakeholder govern- 
ance model. 

We think that the bill undermines longstanding U.S. support for 
the model’s multi-stakeholder model of Internet governance. 

And while we have certainly seen international support growing 
for the multi-stakeholder model, authoritarian regimes are at- 
tempting to provide an alternative Internet governance model that 
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would enhance the role of governments in controlling the Internet, 
and the timing of this bill would be particularly damaging for sup- 
porters of the multi-stakeholder model. 

Mr. Nadler. Okay. Now, some of my colleagues — and you dealt 
with this somewhat in your statement, but I would like you to 
briefly elaborate on it. 

Some of my colleagues have claimed that relinquishing the con- 
tractual relationship with ICANN could mean turning Internet 
over to greater influence by foreign governments such as Russia or 
China. You stated this isn’t true, obviously. 

Even if the initial model to which we transition doesn’t allow for 
this, how do we ensure that it isn’t later changed to allow govern- 
ments to exert undue control? 

Mr. Strickling. Well, again, we are putting our faith, as we 
have for the last 15 years, in the multi-stakeholder model. 

What we are depending on, again, are large multi-national cor- 
porations, important civil society organizations both here and the 
United States and worldwide. 

We are relying on technical experts who created this Internet, 
people like Steve Crocker, the chairman of the board of ICANN 
who is sitting in the room today. 

And you would have us believe that somehow those people are 
going to somehow end up with a result that, in effect, would turn 
this over to governments who have a totally different model in 
mind in terms of how the Internet ought to operate? I just don’t 
see that happening. It just won’t happen. 

Mr. Nadler. Now, some have argued that relinquishing the con- 
tractual relationship robs us of any oversight or leverage to ensure 
that ICANN adheres to its operating principles. 

Do we have any such control by virtue of our contract with 
ICANN now? And, if so, how do we ensure similar accountability 
from ICANN if we relinquish the contract? 

Mr. Strickling. Well, these are important questions, and I think 
that is exactly what we have teed up for the community to be talk- 
ing about as they develop a transition plan. 

The question we put to the community is: What do you want to 
create, if anything, to replace the role we have played, however it 
has been interpreted by the community? 

We recognize that there is a symbolic nature of the lANA func- 
tions contract that has given, we think, comfort to people who feel 
that somehow we can use that to discipline ICANN. 

And the question of the community now is: Well, if you believe 
that, then design a mechanism that provides that same assurance 
to the entire community going forward. That is the task that the 
community will be taking up here over the next many months. 

Mr. Nadler. And we will be able review the results of that? 

Mr. Strickling. Yes. And as I indicated in my statement, we 
have provided four conditions that any proposal must meet. 

They include maintaining security and stability of the Internet. 
They include respecting the multi-stakeholder model. And we ex- 
pect and will demand and ensure that any proposal that is brought 
back to us measures up to those standards. 

Mr. Nadler. Thank you. 
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And, finally, it is my understanding that some of ICANN’s most 
important functions are performed under its affirmation of commit- 
ments, or AOC. 

What incentives or pressures exist to keep ICANN from unilater- 
ally withdrawing from the AOC? And is this something that can or 
might he strengthened through proposals to transition the lANA 
functions? 

Mr. Strickling. I don’t think it is affected by our announcement 
regarding lANA. Keep in mind that the commitments ICANN 
makes under the affirmation largely are already reflected in its 
own bylaws. 

So, again, this is a situation where the multi-stakeholder commu- 
nity insists on these commitments, and I don’t think they would 
allow them to be relaxed in any respect, nor would we in terms of 
the fact that these commitments have served an important purpose 
in the last 3 or 4 years. 

We have seen the accountability and transparency of ICANN im- 
prove as a result of the work of the accountability and trans- 
parency teams. 

ICANN staff, ICANN board have been supporters and have 
taken very seriously these recommendations and have taken the 
measures necessary to improve in those areas. 

So I don’t see those commitments going away, as a practical mat- 
ter, even if the instrument itself might change over time. 

Mr. Nadler. And the step you are proposing now would not 
change our ability to enforce any such commitments? 

Mr. Strickling. That is right. 

Mr. Nadler. Thank you. 

Mr. Marino. Thank you. Congressman Nadler. 

I am going to break tradition here a little bit. And now the Rank- 
ing Member of the full Committee, Congressman Conyers, will ask 
questions. 

Mr. Conyers. Thank you, Mr. Chairman. 

And we welcome you here. Assistant Secretary Strickling. This 
is — your testimony has been very helpful in starting us off on this 
role. 

Let me ask you how you feel about the argument that NTIA’s 
contractual relationship is working and should not be changed, it 
follows the “if it ain’t broke, don’t fix it” phrase? 

Mr. Strickling. Well, we don’t think we are changing anything. 
We feel we are carrying out the policy originally set forth in 1998 
that has continued to be the policy of the United States, which is 
to complete the privatization of the domain name system. 

Mr. Conyers. All right. Some have characterized NTIA’s role as 
providing critical oversight through its supervisory contractual con- 
trol over ICANN and have raised concerns that, without the U.S. 
Government ensuring that ICANN’s operating principles are fol- 
lowed, there is no way to stop foreign governments from interfering 
with ICANN’s operation going forward. 

How do you react to those kinds of assertions? 

Mr. Strickling. Well, again, referring to my previous testimony, 
I just don’t see a mechanism for that happening as a result of us 
completing the privatization of the domain name system. That ac- 
tion will not lead to that outcome, period. 
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Mr. Conyers. And even if the initial model to which the lANA 
functions are transitioned — safeguards against this, how do we en- 
sure that changes aren’t made that allow undue governmental in- 
fluence going forward? 

Mr. Strickling. Well, again, we have made it very clear that 
any proposal presented to us cannot he a proposal that turns this 
over to governments or would lead to governments taking this over. 

So we are expecting that in terms of coming from the commu- 
nity — that we would get from the community a proposal that will 
ensure that. 

Mr. Conyers. All right. In the past, a number of us, including 
myself, former Judiciary Chair Lamar Smith, have raised concerns 
about ICANN’s management of Internet domain functions, includ- 
ing whether it was affording adequate protections for consumers 
and rights holders in working to combat online fraud and piracy. 

Now, if NTIA relinquishes all contractual relations with ICANN, 
how do we ensure that ICANN remains responsive to our concerns 
as well as those of other key stakeholders down the road? 

Mr. Strickling. So, again, the role we have with lANA functions 
really doesn’t bear on the policymaking with respect to the expan- 
sion of top-level domains. 

We shared many of those same concerns in terms of the expan- 
sion of top-level domains, and we expressed those views as vigorous 
advocates at the Government Advisory Committee. 

And to ICANN’s credit, they adopted many, many of the rec- 
ommendations that the governmental advisory committee, through 
our leadership, adopted. 

And so we will continue to play that role going forward, and I 
do know that will not change as a result of the announcement we 
made 3, 4 weeks ago. 

Mr. Conyers. Well, Secretary Strickling, your responses have all 
been quite satisfactory to me. I thank you. 

Mr. Strickling. Thank you. 

Mr. Conyers. And I yield back the balance of my time, Mr. 
Chairman. 

Mr. Marino. Okay. We are going to — thank you. Congressman 
Conyers. 

We are going to break for votes. We are being held more and 
more to the time limit on the votes. So we will get over there. We 
will vote. Looks like we are going to have two votes, and we will 
be back here. I apologize for the inconvenience. Recess. 

[Recess.] 

Mr. Marino. The hearing will now come to order. 

The Chair recognizes the gentleman from Texas, Congressman 
Farenthold, who has to be in three places at one time today. 

Mr. Farenthold. Thank you very much, Mr. Strickling. I want 
to talk to you a second. Mr. Conyers asked you, if it ain’t broke, 
why are we trying to fix it, and your response was to the effect of, 
we are not fixing it, we are just moving along with the process. You 
know, I want to take exception to that, because I think if you are 
changing the process and the people in charge, you really do run 
the risk of breaking something that isn’t broken. 
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I mean, we are not having any problems today getting the root 
servers updated. I mean, the technical process is going fine, right? 
There are no problems there? 

Mr. Strickling. That is correct. 

Mr. Farenthold. And they are being done in a timely fashion, 
right? It is getting done 

Mr. Strickling. Well 

Mr. Farenthold [continuing]. Basically overnight, at the max? 

Mr. Strickling. You should probably ask the customers of the 
lANA functions the rate on that. 

Mr. Farenthold. Yeah. And there have been no complaints that 
we are not administering in a fair fashion? 

Mr. Strickling. I am sorry? 

Mr. Farenthold. It is not being administered in an unfair way, 
right? 

Mr. Strickling. Well, when you say administer, what are you 
referring to? 

Mr. Farenthold. Well, you don’t have people saying, well, you 
are not registering my domain name because I am from X, Y, Z 
country? 

Mr. Strickling. That is not us. 

Mr. Farenthold. Right. Nobody is saying we are not being fair? 

Mr. Strickling. Well, again, I think you are maybe conflating 
ICANN and the policymaking process with the role we play. Again, 
as I said earlier in my testimony, all we do after a change to the 
root zone is sent to us from ICANN, verify its accuracy, basically 
proofread it and pass it onto Verisign, and nobody has complained 
about that role that we have played. 

Mr. Farenthold. And it is not costing us a lot of money? 

Mr. Strickling. No, it is less than a full-time staff person who 
performs these functions for us. 

Mr. Farenthold. All right. And I think you answered Chairman 
Goodlatte that there is no complaints we are taking advantage of 
this through, you know, the Snowden in the NSA, or we are not 
getting any intelligence advantage or any other advantage out of 
doing this, right? 

Mr. Strickling. None. 

Mr. Farenthold. We are not blocking our political enemies or 
trying to stifle free speech by saying, oh, we are not going to reg- 
ister that domain name, we are going to, you know, block this. We 
are not doing that, right? 

Mr. Strickling. That is correct. 

Mr. Farenthold. And in fact, this country has been pretty ag- 
gressive about protecting that. I know we had quite a debate here 
in Congress when SOFA and PIPA came out, we were talking 
about, you know, blocking things, a little above your level at the 
DNS level, but we didn’t do that So I guess I come back to, it isn’t 
broke, it is not expensive, why are we messing with it? 

Mr. Strickling. Well, again, I repeat what I said before, we are 
carrying out the policy that was established in 1998 to complete 
the privatization of this function. And we are 

Mr. Farenthold. All right. And I understand where you are 
going with that, and I 

Mr. Strickling. Yes. Could I add, sir? 
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Mr. Farenthold. Sure. 

Mr. Strickling. But what we have put in place now is a process 
for the community to decide how best to replace our role. They may 
decide nothing is needed, because as I said before, it is largely a 
clerical role. That is for the community to decide. 

Mr. Farenthold. Right. And I think you also testified in re- 
sponse to a question from Chairman Goodlatte, with respect to the 
affirmation deal, isn’t it correct that that could be abrogated with 
just a couple months’ notice? 

Mr. Strickling. The document can be abrogated on 120 days’ no- 
tice. But as I also testified, the commitments that ICANN makes 
in that largely come directly from its bylaws, so they are not going 
to go away. 

Mr. Farenthold. And, you know, again, I am going to beg to dif- 
fer with you there, that I like the fact that America continues to 
be in a leadership role in the Internet. 

Mr. Strickling. We will continue in that leadership role, sir. 

Mr. Farenthold. We basically invented it, you know. Our tax 
dollars funded DARPA which became the Internet. I would argue, 
it may be the only successful computing project this government 
has actually ever undertaken. So, you know, I am concerned about 
giving up our leadership role. 

Finally, I 

Mr. Strickling. Sir, please, I must push back on you. We are 
not giving up our leadership role. We are stepping out of a clerical 
function that we currently perform, but as I have testified I think 
to many of the Members this morning, we are not giving up our 
leadership role in this space. 

Mr. Farenthold. All right. And you and I visited a couple sec- 
onds before the meeting. My office had sent you a letter with some 
specific questions and rather than take up this Committee’s time 
dealing with this, I just want you to just state for the record you 
are in the process of answering that and will have those answers 
in short order, some things dealing with some constitutional anal- 
ysis and background and the process coming to this decision. You 
are committed to getting us an answer to those questions? 

Mr. Strickling. Yes, sir, we are preparing answers to your ques- 
tions, and we will get that to you as quickly as we can. 

Mr. Farenthold. And I don’t want to put you on the spot. I 
want full and accurate answers 

Mr. Strickling. Sir, feel free. 

Mr. Farenthold [continuing]. So I will be waiting for the re- 
sponse to that letter. Hopefully it will not close before the oppor- 
tunity to file extraneous materials in the record for this hearing. 

But my red light is on, so I am out of time. Thank you. 

Mr. Marino. Thank you. 

The Chair now recognizes the gentlewoman from California, Dr. 
Chu. 

Ms. Chu. Thank you, Mr. Chair. 

A number of U.S. companies including, for example. Coogle, 
Verizon, AT&T, and the Chamber of Commerce have expressed 
their support for NTIA’s announcement and the transition to this 
multi-stakeholder process. Why do these companies support this. 
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and how might this transition affect their businesses here and 
overseas? 

Mr. Strickling. So, first off, you referred to a transition to the 
multi-stakeholder model. The multi-stakeholder model exists today. 
It is the way ICANN does business. I think what you are seeing 
in the various positive responses we are getting from these large 
companies here in the United States, and the other support that 
we are getting from civil society and from technical experts reflects 
the fact that the multi-stakeholder model has worked. It is what 
has led to the economic growth and innovation we enjoy today on 
the Internet, and they want to see that continue. 

And I think that is why they are so strongly in support of this 
very, again, renewed affirmation of support from the United States 
for this model, setting an example for the rest of the world. Be- 
cause one of the challenges we face is getting other parts of the 
world to accept this model, to join in this effort. 

We need to be able to convince these countries that engaging in 
the multi-stakeholder model can bring the benefits of the Internet 
economy into their Nations, the job creation, the wealth creation, 
and I think these countries stand to gain a lot from the growth of 
users of the Internet and the more intensive use of the Internet by 
existing users, and that is why they support this. 

Ms. Chu. And the way it would affect their businesses here and 
overseas? 

Mr. Strickling. I think, as the multi-stakeholder model con- 
tinues to grow and expand overseas, it will help their businesses. 

Ms. Chu. What would be the impact if Congress were to halt this 
transition? 

Mr. Strickling. Well, I think we would suffer seriously in the 
face of the rest of the world in terms of a policy that has been a 
clear and unequivocal policy for 15 years, to all of a sudden step 
in and reject that policy. It would show a lack of faith in the multi- 
stakeholder model, and I think there would be repercussions for us 
worldwide. 

Ms. Chu. Some have suggested that NTIA’s announcements is a 
knee-jerk reaction to international anger over Edward Snowden’s 
leaks about U.S. surveillance. So I would like to ask you, how, if 
at all, has that issue played into this announcement? 

Mr. Strickling. So as I explained in response to an earlier ques- 
tion, our decision to do this and to do it now was based on two fac- 
tors: One was the continuing improvement in maturation of 
ICANN in terms of its accountability and transparency and tech- 
nical competence. I mentioned that I had served on these two ac- 
countability and transparency review teams in 2010 and 2013, the 
result of which have been a series of recommendations that have 
been adopted by the ICANN board, implemented by the ICANN 
staff and have led to measurable and significant improvement in 
that regard. 

The other factor that bore on this was the increasing inter- 
national acceptance of the multi-stakeholder model. Again, it is 
trending positively. It is not where it needs to be in terms of where 
we would like to see the international community be in terms of 
support for that, but the trend line was going well. 
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And we felt that, again, making this announcement at this time 
would provide something of a booster shot to those efforts to con- 
tinue to build international support for the multi-stakeholder 
model of governance, which as I mentioned, in response to your 
earlier question, very important to American businesses, very im- 
portant to continuing the concept of a free and open and growing 
and innovative Internet. 

Ms. Chu. What are your thoughts about subjecting this transi- 
tion and accountability mechanism to stress test? 

Mr. Strickling. We think that is a good idea, in the sense that 
there are serious questions that are being raised here in this hear- 
ing. We heard them last week at the Energy and Commerce hear- 
ing. We are hearing them in the community. What we have done 
is simply ask ICANN to convene a process that is going to last for 
many months. 

We do think that all of these issues that people have, these con- 
cerns that people have raised about what could happen here, what 
might happen there, we ought to develop, and when I say “we,” I 
am really referring to the global community that works on this. I 
think it is incumbent upon them to develop these use cases and 
really think through and, as you say, stress test them to make sure 
that the proposal that comes back to us is going to meet the condi- 
tions and is going to be sustainable for the long term. 

Ms. Chu. Could you explain what is the stress test and how it 
might give more assurance to 

Mr. Strickling. Well, I think the idea is that rather than just 
sitting down and designing a process in isolation, the idea of the 
use cases and stress tests are that you really sit down and figure 
out, what are all the scenarios that might emerge, what are all the 
things that might go differently than you assume, and plan at the 
front end as to how you will respond to that if that emerges or to 
take action in making your proposal; that will ensure that the pro- 
posal is designed strong enough that those situations won’t arise 
and jeopardize what it is you are trying to accomplish. 

So it seems to us, this is a very appropriate and commonsense 
way to proceed. My understanding is, and you will hear from Fadi 
Chehade in the next panel, he endorses this. I think the commu- 
nity heard this discussion in Singapore several weeks ago. I think 
the community is coming around in support of it. 

So I think it is a good idea, and I expect the community will ac- 
tually apply that as they develop their proposal. It is a smart thing 
to do. 

Ms. Chu. Thank you. 

I yield back. 

Mr. Marino. Thank you. Doctor. 

I yield myself 5 minutes now to ask questions. Secretary, we are 
going to do a little lightning round, okay? 

Mr. Strickling. Okay. I will try. 

Mr. Marino. Mr. Secretary, I appreciate your commitment to 
keeping this Committee informed. You and I had a very lengthy 
discussion yesterday and a very good exchange. And throughout 
this proposed transition process, will you also commit to working 
with the Members of this Committee to ensure we can develop a 
consensus before decisions are made or announced. 
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Mr. Strickling. Yes, sir, we will keep you informed. We will 
keep my other Committee, Energy and Commerce well informed, as 
well. I have got to put that in. No favoritism here. We will endeav- 
or to keep Congress informed of progress throughout the process, 
yes, sir. 

Mr. Marino. And informed in time enough for us to further get 
involved in the decisionmaking as far as our opinions are con- 
cerned? 

Mr. Strickling. Yes. Chairman, we want this to be a consensus 
proposal. 

Mr. Marino. Good. 

Mr. Strickling. Congress are stakeholders, too, and we would 
hope that you will participate in the process however you wish to 
ensure that we reach a good outcome here. 

Mr. Marino. We appreciate that. 

If we give up oversight, over to the LANA contract, the only role 
we have in ICANN is the Government Affairs Committee; is that 
correct? 

Mr. Strickling. You say the only other role? 

Mr. Marino. Yes, the only. 

Mr. Strickling. Oh, that is not true today. 

Mr. Marino. Please elaborate. 

Mr. Strickling. I am sorry? 

Mr. Marino. Could you please elaborate on that. 

Mr. Strickling. Yes. So we have the Government Advisory Com- 
mittee; in addition, we are the signatory to the affirmation of com- 
mitments that we have talked about. And I think I mentioned sev- 
eral times, I personally have a seat on the accountability and 
transparency review team that meets every 3 years. 

Mr. Marino. Okay. I am going to pose a quick hypothetical to 
you: As far as putting the American people on solid footing, if I 
may use that suggestion, will our concerns be weighed equally with 
as much input from ICANN concerning North Korea? Let me re- 
phrase that. 

Mr. Strickling. Yeah. 

Mr. Marino. Okay. Will the American people’s concerns be 
equally weighed with those of North Korea? 

Mr. Strickling. I am not even sure North Korea will participate 
in this process, but I will assure you, American interests will be 
well taken care of as part of this process. We will ensure that that 
happens. 

Mr. Marino. What if communist countries do participate in this? 
Are they going to be given equal weight as democratic countries? 

Mr. Strickling. Well, again, I think you are kind of migrating 
over to a multilateral or governmental type of discussion. The 
multi-stakeholder process does not operate by governments or by 
states; it operates by stakeholders. So when Cisco appears and op- 
erates in this, they may be sending staff members from any num- 
ber of countries who are knowledgeable on the issues, but they are 
there to represent Cisco’s interests. 

So what I can assure you is that a well-run, open, transparent 
multi-stakeholder process takes into account everyone’s issues and 
everyone’s concerns. 
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Mr. Marino. Okay. Can you give me your opinion as to why 
former President Clinton made the statement he made, given the 
fact that this was put together under his watch? 

Mr. Strickling. Well, as I read his statement, I did not see any 
lack of support for the multi-stakeholder model. I didn’t see any 
statement from him saying that we shouldn’t have done what we 
did. What I saw in his statement was that he raised concerns, 
many of which you have raised, have been raised here and many 
that have been raised in other parts of the community, and those 
are important concerns and we want to make sure they are ad- 
dressed as part of this process. 

Mr. Marino. What do we tell our constituents back home, what 
do we tell the American people when the issue comes up of what 
influence, if any, and what authority, if any, is the United Nations 
going to play in this issue? 

Mr. Strickling. So what you want to tell your constituents is 
that the United States is opposed to having the United Nations run 
the Internet; that this process that we have put in place, we think, 
will reduce the risk of that happening; and that the proposal that 
has to be brought back to us cannot result in the United Nations 
taking this over, and we will do everything within our power to 
prevent that from happening. 

I would add to that, that I see no real basis on which to assume 
that the multi-stakeholder community would ever bring such a pro- 
posal like that back to us. So I think it is an extremely small likeli- 
hood of occurring. We stated it explicitly because we wanted to as- 
sure people that wouldn’t be an outcome of this process. 

Mr. Marino. Given the fact that the U.N. has endorsed this, do 
you have any opinion about that concerning their role in this? 

Mr. Strickling. Well, when you say the U.N. has endorsed it, 
I am not sure what you mean. I am aware of a statement from the 
secretary general, but I view that as actually showing progress in 
the sense that the secretary general is endorsing the multi-stake- 
holder model. 

The issue at the U.N. isn’t the Secretary General. The issue at 
the U.N. are authoritarian regimes such as Russia and countries 
in the Middle East that attempt to use the U.N. as a way to meet 
their policy goals. The problem is not with the Secretary General. 

Mr. Marino. Okay. My time has expired. 

And the Chair now recognizes the Congressman from New York, 
Congressman Jeffries. 

Mr. Jeffries. Thank you very much for yielding. 

And Mr. Strickling, thank you for your presence here today. 

Now, privatization of the domain-name system has been con- 
templated since 1998; is that correct? 

Mr. Strickling. As a practical matter, it has happened. The only 
thing that is remaining is this last little vestige of involvement 
that we have, but ICANN has been managing the domain-name 
system and has been conducting the multi-stakeholder processes to 
set policy in this space for over — well, 15 years. 

Mr. Jeffries. Now, in terms of the formal transition, was that 
something that originally was expected by NTIA to occur in 2000? 
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Mr. Strickling. The statement of policy released in 1998 did lay 
out 2000 as the date they hoped of which to complete the transi- 
tion. Obviously, we are a little late. 

Mr. Jeffries. So I assume that the privatization that was origi- 
nally contemplated to have been completed by 2000 did not occur 
because NTIA came to the conclusion that ICANN hadn’t reached 
the sufficient level of maturity at that time? 

Mr. Strickling. I wasn’t there, so I hesitate to give the reasons 
for why it didn’t happen. I have heard people say that, you know, 
9/11, after it occurred, I think, changed some behavior as to why, 
or changed some views on this, but I don’t know the particulars. 

Mr. Jeffries. But nevertheless, you have now concluded that 
ICANN has reached the sufficient level of maturity, correct? 

Mr. Strickling. That is a factor, yes, in leading us to make the 
announcement we made 4 weeks ago, yes. 

Mr. Jeffries. And what are the indications of that level of matu- 
rity that you have come to the conclusion that now is an appro- 
priate time to move forward with the final stage of privatization? 

Mr. Strickling. So as I mentioned earlier in my testimony, in 
large part, the work to improve its accountability and trans- 
parency. When the affirmation of commitments was signed in 2009, 
it created a series of review teams so that the global community 
now had an opportunity to review ICANN’s performance in a num- 
ber of areas, the most important of which was their overall ac- 
countability and transparency to the global community. As part of 
that process, teams are put together and they run every 3 years 
to evaluate ICANN’s performance in these different areas. 

For accountability and transparency, we set up the affirmation 
so that I, or the Assistant Secretary of Commerce, sits on that 
team. So I personally have participated in very lengthy, in-depth 
reviews of ICANN’s accountability and transparency, first in 2010 
and again last year in 2013. 

Mr. Jeffries. Now, you also stated that you expected that the 
U.S. would continue its leadership role with respect to the Internet 
moving forward, correct? 

Mr. Strickling. Absolutely. We are not going anywhere. 

Mr. Jeffries. Right. Now, can you elaborate on how exactly you 
expect the United States under this completion of privatization to 
maintain its leadership role? 

Mr. Strickling. So again, with respect to ICANN, we will con- 
tinue to play a leadership role in the Governmental Advisory Com- 
mittee just as we have up until now. We will continue to partici- 
pate in the accountability and transparency reviews. I think world- 
wide, though, the United States has always been a leader on these 
issues of Internet policy and Internet governance, even beyond just 
the narrow area, technical area in which ICANN performs. We are 
not yielding that one bit. 

Mr. Jeffries. Now, it is fair to say that the First Amendment 
protections embedded in our Constitution have been important to 
the United States throughout the history of the Republic and have 
helped inform how the Internet has developed through United 
States leadership; is that correct? 

Mr. Strickling. I would tell you that the idea of a free and open 
Internet and the freedom of expression on the Internet supersedes. 
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or no, it doesn’t supersede but it even transcends our First Amend- 
ment here in the United States. I mean, that is a global value that 
we increasingly see other countries who perhaps don’t have the do- 
mestic tradition of a First Amendment protection in their own con- 
stitutions, yet they recognize the importance of free expression as 
a way to grow the Internet. So I would say it is more worldwide 
than just a U.S. issue or U.S. value. 

Mr. Jeffries. But isn’t it reasonable to be concerned about au- 
thoritarian governments such as Russia or China or other entities 
that have been moving toward authoritarianism? We saw a recent 
example with the Turkish prime minister as it relates to Twitter. 

Are these reasonable concerns as it relates to maintaining the 
openness of the Internet, which I think you yourself have testified 
openness is one of the four criteria that NTIA will evaluate; and 
what are the metrics by which you will measure whether sufficient 
anticensorship measures have been put into place? 

Mr. Strickling. Well, again, for the issue that we have before 
us, I am not sure that we are going to get into content issues or 
censorship issues. When you talk about the performance of the 
lANA functions, those aren’t content-based issues. But in general, 
I think the United States has to remain a beacon for the rest of 
the world in the area of supporting free flow of information on the 
Internet. 

It is critical to our business interests; it is critical for our social 
interests in ensuring that not just American citizens but global citi- 
zens, have the ability to express themselves on the Internet and I 
expect that we and the State Department and everybody who 
touches these issues will continue to be strong and vigorous advo- 
cates for that. 

Mr. Jeffries. My time has expired, but I would simply state for 
the record, too, that how one accesses information through the ad- 
dress system that is available is a key link to content, and I think 
that is a consideration that must be taken into account. 

I yield back. 

Mr. Strickling. Thank you, sir. 

Mr. Marino. Thank you. Congressman. 

The Chair now goes to the Congresswoman from California, Con- 
gresswoman Lofgren. 

Ms. Lofgren. Thank you very much, Mr. Chairman. 

You know, it has been interesting to listen to some of the discus- 
sion today and it reminds me that generally when the Congress 
gets involved in the engineering questions of the Internet, we 
sometimes show that we don’t understand the Internet and we 
often almost make mistakes, I think, about the call that some on 
the Committee made to, quote, bring in the nerds during the SOFA 
discussion because it was pretty obvious that most of the Members 
didn’t even know what DNS was. 

I do think, therefore, that this hearing is very, very helpful, be- 
cause it informs us and the American people about what really is 
the question before us. 

I remember, I was on the Committee in 1998, 1997 when we had 
these discussions initially, and obviously, America invented the 
Internet, but it became obvious to all of us in the mid-1990’s that 
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we were not going to have an international Internet run by the De- 
partment of Commerce, that was just not going to work. 

And we had some choices to make, and the choice we made and 
I think has proven to work very well, is to have private-sector, 
multi-stakeholder governance of these core functions, and it is driv- 
en by, you know, engineers and technical people, and I think, you 
know, and it is not just the generic top-level domain system, I 
mean, IPv4 and IPv6, we have a nongovernmental function, that 
those at that level are being managed by the ARIN and RIPE in 
Europe and elsewhere, so this is not new. 

And I do think it is important that we stand up for what has 
worked, because the alternative, which was the same alternative 
we really had in the 1990’s, was to try and have government con- 
trol of this system. Now, we have had discussions, ITU had the 
conference in Dubai where authoritarian regimes openly discussed 
trying to take over all functions with an intent to subvert the free 
and open nature of the Internet. 

I think we can’t have it both ways. Either we are for nongovern- 
mental, multi-stakeholder governance or we are for governmental 
governance and if it is the latter, I think we are walking into a 
very serious bad problem which is the agenda of authoritarian re- 
gimes to take over this. 

Now, I am against government control of the Internet. I am 
against government regulation of the Internet. And I think, and I 
come from Silicon Valley, all of the Internet companies that I am 
aware of are in favor of an open Internet. So I guess my question 
to you, Mr. Strickling, is, do you know of any of the Internet com- 
panies that oppose what you are doing? 

Mr. Strickling. No, and, in fact, we have gotten the support of 
the Internet Association, which is a trade association of many of 
those companies. Google and Facebook and Cisco have all issued 
strong statements of support for this, and I am sure others that I 
just don’t recall sitting here now. 

Ms. Lofgren. I know that Vint Cerf was at one time on the gov- 
erning board of ICANN, along with other famous Internet evangel- 
ists. What does Vint Cerf say about this proposal? 

Mr. Strickling. Oh, Vint is a very strong supporter of this and 
has been quoted in the press multiple times over the last 3 or 4 
weeks indicating his support for this. 

Ms. Lofgren. Well, I would just urge, and I won’t use all my 
time because we have another panel, but I think that it is impor- 
tant that this Committee stand up against the inaccuracies that 
have been promulgated out in the press by people, I assume they 
are working in good faith, but who misunderstand what is even 
being discussed here; and that we stand up for freedom on the 
Internet, which means standing up for multi-stakeholder govern- 
ance and against government control and regulation of the Inter- 
net. 

That is what this is about. It is what the decision was about in 
1998 and I still remember the conversation I had with Howard 
Berman at the time saying, you know, we are just not going to — 
it is not a good idea for the government to run this. And I think 
that the Committee was of one mind at that time, and hopefully 
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we are of the same mind at this point to preserve a free and open 
Internet. 

And I thank you for your service, sir. 

Mr. Strickling. Well, thank you, congresswoman. 

Mr. Marino. Thank you. 

I see there are no other congresswomen or men here at this time, 
so I want to thank Secretary Strickling for his testimony. It was 
very enlightening, and thank you for being here. 

Mr. Strickling. Thank you. 

Mr. Marino. We are going to turn to our second panel, but I 
want my colleagues to know that the record will remain open for 
5 days where they can submit questions to you and hopefully you 
can get some responses back, if you don’t mind. 

Again, thank you very much and I am now going to turn to the 
second panel. 

And if you would remain standing, we will get the swearing in 
out of the way. Good morning, gentlemen. Would you please raise 
your right hand. 

[Witnesses sworn.] 

Mr. Marino. You may be seated. And let the record reflect that 
the witnesses answered in the affirmative. 

And let me just give you an update on what is going to happen. 
In the next 10 to 15 minutes we are going to be called for votes. 
We were supposed to have three series today, they condensed the 
last two into one series of votes. However, it is broken up where 
we vote, 10 minutes later vote again, 10 minutes later vote again. 

We want to continue with this hearing. If it is all right with you, 
I am asking if you would indulge us, and you are probably going 
to be waiting for us for 45 minutes. Jerry says it may not be that 
long. So, I am not as optimistic as he is, but if that is the case, 
so be it. Does anyone have any objections? I know your schedules. 

All right, thank you. Thanks so much. 

Our first witness is Mr. Paul Rosenzweig. Am I pronouncing that 
correctly? 

Mr. Rosenzweig. Yes, Mr. Marino. 

Mr. Marino. Thank you. Founder of Red Branch Law and Con- 
sulting and Visiting Fellow at the Heritage Foundation. He is here 
today to testify in his personal capacity. Mr. Rosenzweig formally 
served as Deputy Assistant Secretary for Policy in the Department 
of Homeland Security; in addition to clerking for the Honorable R. 
Lanier Anderson, III, of the United States Court of Appeals for the 
11th Circuit. 

Mr. Rosenzweig received his juris doctorate from the University 
of Chicago School of Law. He holds a Master’s in Science and 
Chemical Oceanography from the Scripps Institute of Oceanog- 
raphy University of California in San Diego and his Bachelor of 
Arts is from Haverford College. Welcome. 

Mr. Rosenzweig. Thank you. 

Mr. Marino. Our next witness is Mister, and help me out on the 
pronunciation, Fadi Chehade. Thank you. President and Chief Ex- 
ecutive Officer of the Internet Corporation for Assigned Names and 
Numbers, also known as ICANN. Mr. Chehade leads and builds 
progressive Internet enterprises and leverages relationships with 
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senior executives and government officials across Asia, Europe and 
the Middle East and the United States. 

Before joining ICANN in 2012, he served as Chief Executive Offi- 
cer of Vocado, a U.S. firm that provides cloud-based software for 
the administration of educational institutions. Mr. Chehade re- 
ceived his Master’s Degree in Engineering Management from Stan- 
ford University and his Bachelor’s Degrees in Computer Science 
from Polytechnic University in New York. Welcome, sir. 

Our third witness is Mr. Steven Metalitz, partner at Mitchell 
Silberberg & Knupp and counsel to the Coalition for Online Ac- 
countability. For nearly 20 years, Mr. Metalitz had advised the 
trade association and companies in the film, music, software, video 
game and publishing industries on domestic and international, 
antipiracy and e-commerce issues. 

As counsel to the Coalition on Online Accountability, Mr. 
Metalitz represents the interest of copyright industry companies, 
associations and organizations on matters that come before 
ICANN. Mr. Metalitz received his juris doctorate from Georgetown 
University Law Center and his Bachelor of Arts from the Univer- 
sity of Chicago. It is good to see you here, sir. 

Our fourth and final witness is Mr. Daniel Castro, Senior Ana- 
lyst With Information Technology & Innovation Foundation, also 
known as ITIF. He is also Director of the Center for Data Innova- 
tion. Mr. Castro writes and speaks on a variety of issues related 
to information technologies and Internet policy, including privacy, 
security, intellectual property and Internet governance. 

Before joining ITIF, he worked as an IT analyst at the Govern- 
ment Accountability Office where he audited IT security and man- 
agement controls at various government agencies. Mr. Castro holds 
a Master’s of Science and Information Security Technology in Man- 
agement from Carnegie Mellon University and his Bachelor’s of 
Science in Foreign Service from Georgetown University. 

Welcome to you all, and once again, we are going to start with 
Mr. Rosenzweig. And let me, please, again, emphasize, would you 
kindly watch the lights, keep your remarks to 5 minutes. I will po- 
litely tap; you don’t have to stop there, but just bring it to a conclu- 
sion. And bear in mind that all of your statements will be entered 
into the record as full. Thank you. 

Sir, please. 

TESTIMONY OF PAUL ROSENZWEIG, VISITING FELLOW, T H E 

HERITAGE FOUNDATION, PRINCIPAL, RED BRANCH CON- 
SULTING, PLLC 

Mr. Rosenzweig. Thank you. Chairman Marino, Ranking Mem- 
ber Nadler, thank you very much for the invitation to be here. 

I confess to find myself a bit confused after the conclusion of the 
prior panel, because if I were to have listened to Mr. Strickling, I 
would have heard that this was an exceedingly minor ministerial 
change which, if that is the case, should neither be opposed nor ap- 
proved but with any great degree of fervor. I think the truth is to 
the contrary, that this is a rather consequential change of great 
significance. 

And I also find myself unconvinced at this point whether it is 
going to be a success or not. I am quite certain that there are many 
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ways in which the transition of the lANA function to ICANN can 
work very well. I am also quite certain that there are instances in 
which the proposals that would come forward from the community 
might not be sufficiently protective of some of the interests that we 
think are important in terms of the management of the network. 

Indeed, I thought Congressman Jeffries’ point was quite well 
taken, which is that there is in the world a significant anti-open- 
ness, anti-freedom component to the argument, and it is at least 
feasible to imagine certain structures that would be developed that 
would, rather than foster that openness in freedom, degrade it. 

So I think the challenge for ICANN going forward, one that I am 
open to their succeeding on, is to develop an architecture for the 
lANA management function that ensures its technical capability, 
that is that the DNS will continue to function as well as it func- 
tions now; ensures that it maintains a political independence from 
control of authoritarian regimes. 

It is absolutely the case that in the last expansion of global top- 
level domains, some people thought of the top-level domains as con- 
tent based and therefore opposed new top-level domains like dot 
Islam or dot gay on the grounds that they were expressive and 
shouldn’t be continued. We can develop structures that prohibit, 
that avoid diminution of the openness, but those structures need to 
be defined, as well. 

Likewise, it is absolutely the case that there are certain financial 
components to the expansion of global top-level domains that need 
to be controlled for and managed in a way to ensure that ICANN 
or the lANA management function doesn’t take on aspects of an 
unregulated monopoly, something that Daniel’s testimony talks 
about at greater length. I think that there is a possibility for that 
structure to be developed, but it is going to have to be brought for- 
ward and shown to the NTIA as a successful one. 

I can outline some of the components of what I think that would 
necessarily include: Things like outside audit boards for the lANA 
function; maybe an inspector general type functionality; a commit- 
ment for the new lANA function to a FOIA-like responsiveness to 
the public, such that all of the information that is necessary for 
people to actually have some confidence in the transparency and 
accountability of the institution are in place. 

Those are not necessarily impossible things to achieve. And then 
the fourth thing that I would suggest is essential, is some way of 
gaining an assurance that once we have the structure in place, it 
doesn’t change. I agree with Mr. Strickling that the affirmation of 
commitments is part of the bylaws, for example, of ICANN, but cor- 
porations can change their bylaws at some point. It takes an act 
of the board of directors and there is a barrier to do that, but if 
we think it is important, we want to try and figure out aspects of 
the mechanism that make that less likely to happen. 

Again, I don’t think that those are impossible objectives to 
achieve, but what I do think is that it is going to take a great deal 
of conversation within ICANN, a great deal of conversation within 
the community and that we here in the United States, we at the 
NTIA ought to be cautious in proceeding and ought to insist that 
the details of the transition process be made clear before approving 
the transition. 
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The principles that Mr. Strickling articulated are eminently rea- 
sonable and ones that everybody ought to support as a necessary 
component of the transition. But we ought to also be clear that if 
the proposal doesn’t meet those principles in actual practice, that 
the NTIA should maintain its current role. These are not impos- 
sible objectives, but they are going to be ones that are going to re- 
quire a lot of process from ICANN in order to achieve. 

I thank you. 

[The prepared statement of Paul Rosenzweig follows:] 
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The Proposed Transfer of the lANA Function to ICANN 


Introduction 

Chairman Coble, Ranking Member Nadler, Chairman Goodlatte, Ranking Member Conyers, and 
Members of the Subcommittee, I thank you for the invitation to appear today and present testimony on 
the recent announcement by the Department of Commerce of its intention to transfer the Internet 
Assigned Name Authority (lANA) function to the Internet Corporation for Assigned Names and Numbers 
(ICANN). 

My name is Paul Rosenzweig and I am the principal and founder of a small consulting company, Red 
Branch Consulting, PLLC, which specializes in, among other things, cybersecurity policy and legal advice. 

I am also a senior advisor to The Chertoff Group and a professorial lecturer in law at George Washington 
University where I teach a course on cybersecurity law and policy. In addition, I serve as a visiting fellow 
in the Douglas and Sarah Allison Center for Foreign Policy Studies at The Heritage Foundation.^ From 


^The Heritage Foundation is the most broadly supported think tank in the United States. During 2013, it had more 
than 600,000 individual, foundation, and corporate supporters representing every state in the U.S. Its 2013 
operating income came from the following sources: 


individuals 

Foundations 

Corporations 


80% 

17% 

3% 
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2005 to 2009 I served as the deputy assistant secretary for policy in the Department of Homeland 
Security. 

Needless to say, my testimony today is in my individual capacity and does not reflect the vie\A/s of any 
institution \A/ith \A/hich I am affiliated or any of my various clients. I am testifying as an individual 
discussing my own independent research. The views expressed are my own. 

Much of my testimony today is derived from prior work I have done in this field, most notably a research 
paper I co-authored at The Heritage Foundation - "Important Work to Be Done Before the U.S. 
Relinquishes Stewardship of ICANN. 

In my testimony today I want to make four basic points: 

• First, the transition of the lANA function to ICANN is consequential. The network, as we know It, 
is a central driver of economic and political freedom around the globe. Any change to its 
governance comes with significant potential risks (and also potential gains). 

• Second, the transition to ICANN raises concerns along three dimensions: 

o Technical capability - Can ICANN maintain the lANA function effectively? 

o Political/Practical - How will ICANN manage the system to insure its continued openness 
and independence? 

o Financial - Will ICANN use its soon-to-be unregulated monopoly power to engage in 
rent-seeking behavior? 

• This, in turn, suggests that before any transition of lANA governance to ICANN occurs the US 
government should assure itself that ICANN will establish a new structure that meets three 
tests: 


The top five corporate givers provided The Heritage Foundation with 1% of its 2013 operating income. The 
Heritage Foundation's books are audited annually by the national accounting firm of McGladrey & Pullen. A list of 
major donors is available from The Heritage Foundation upon request. 

provided The Heritage Foundation with 2% of its 2011 income. The Heritage Foundation's books are audited 
annually by the national accounting firm of McGladrey & Pullen. A list of major donors is available from The 
Heritage Foundation upon request. 

^Brett D. Schaefer, James L. Gattuso, Paul Rosenzweig, and David Inserra, "Important Work to Be Done Before the 
U.S. Relinquishes Stewardship of ICANN," Heritage Foundation fssue Brief No. 4175, March 21, 2014, 
http://www.heritage.org/research/reports/2014/03/important-work-to-be-done-before-the-us-relinquishes- 
stewardship-of-icann. I have also relied on the contents of four blog posts that I wrote for the Lawfare Blog 
(http://www.lawfareblog.com) where I am a contributing editor: "The Continuing Struggle for Control of 
Cyberspace— And The Deterioration of Western Influence," January 13, 2013 ; "Who Controls the Internet Address 
Book? ICANN, NTIA and lANA," March 15, 2014; "Legal Limits on the Transfer of Control to ICANN," March 19, 
2014; and "Defining Success for the ICANN Transition," March 24, 2014. 
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o Competence - ICANN must demonstrate a technical capacity to manage the lANA 
function at least as well as it is managed today. 

o Candor - ICANN must adopt structures that insure its accountability and transparency, 
including things like outside audit boards, an internal inspector general and a 
commitment to FOIA-like responsiveness to the public. 

o Control - And the structure developed must prevent the lANA function from becoming 
subject to the control of other sovereigns, multi-national organizations, or other 
institutions who might reduce Its Innovative nature and openness. 

• Finally, some transition to international governance is likely inevitable in this internationalized 
domain. As stewards of the network, the US government has an obligation to make sure that 
the transition to international control goes well. If we default on that obligation, we might wind 
up with results that are far worse than those we could achieve through a well-managed 
evolution. 

The Importance of the Network 

Let me begin by setting the scene and reminding the Subcommittee that the question of Internet 
governance is one of the most significant questions facing the development of cyberspace in the coming 
few years. The answer we choose to the question of governance will, in the end, affect the whole 
world. Today, the globe-spanning reach of cyberspace touches the lives of more than 2.5 billion 
people.^ The so-called Internet of Things controls more than 1 trillion devices— everything ranging from 
cars and houses to industrial plants, elevators and even medical devices. Every day (in 2012) we created 
roughly 2.5 quintillion bytes of data (that Is a 1 followed by 18 zeroes). Put another way, 90 percent of 
the data created since the dawn of human history was created (and passed through cyberspace) in the 
past two years.^ As a world community our dependence upon and interdependence with the cyber 
domain is growing so fast that our conception of its size cannot keep up with the reality of it. How we 
govern this distributed and dynamic space Is profoundly important to the future prosperity of 
humankind. 

And that is why we must be cautious and not rush to change the current structure. The system we have 
in place, imperfect as it is, has been, by any measure, successful in creating the opportunity for 
economic growth and intellectual freedom. We must be confident that any changes made will not 
disrupt the existing status quo adversely. To be sure the lANA function is but a small portion of the 
broader international internet governance question - but the answer we choose in this transition may 
well be a model for other aspects of network governance. 


^Internet World Stats, http;//www. internetworldstats.com/stats.htm (accessed March 28, 2014). 
"^Data on Big Data, http://marciaconner.com/blog/data-on-blg-data/ (accessed March 28, 2014). 
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ICANN, lANA, and the NTIA 

Last month the Department of Commerce announced that the United States would relinquish part of its 
controlling role in managing the Internet Domain Name System (DNS).^ In effect, the last remaining legal 
vestige of American control of the network will vanish next year. Our stewardship of the network will 
transition to an international nonprofit that may, or may not, have the capabilities required. That is a big 
deal. To understand why requires a bit of explanation. 

The DNS is, in effect, the address book of the Internet. Someone, in the end, has to decide that 
"microsoft.com" means the big computer software company in Washington. And someone has to decide 
that in addition to dot-com addresses we will now start recognizing ".bank" and ".xxx" and ".home" as 
valid global top-level domains (gTLDs). We call this role the Internet Assigned Numbers Authority 
(lANA)— the right and responsibility to assign names among the domains. 

Historically, since the original architecture of the network was developed in the United States, that 
responsibility was originally given to American institutions— indeed, initially, it was the U.S. government 
itself. Since the 1990s however, the U.S. government has offloaded much of that responsibility to a third 
party— it has contracted out the lANA function to a nonprofit group, the Internet Corporation for 
Assigned Names and Numbers (ICANN). 

ICANN is an American nonprofit corporation, headquartered in Southern California. It was, to 
summarize and simplify, created for the purpose of being able to run the lANA function within a 
contract. And so for roughly the past 15 years ICANN has entered into a contract with the National 
Telecommunications and Information Administration (NTIA), a component of the Department of 
Commerce, to manage the lANA function. 

The contract was last let out for bid in 2011,® and Is due to expire in 2015. (I should add that "let out for 
bid" is a bit of a misnomer, since the way that the request for proposal was written only one entity, 
ICANN, could possibly have won the contract.) Boiled down to its simplest form, the announcement last 
month was a statement by the NTIA that it was not going to enter into another contract— that, instead, 
it would let ICANN have the responsibility of running the lANA function on its own. The only condition 
that the NTIA set for the transition was that ICANN develop an internal mechanism for oversight and win 
the trust of crucial stakeholders around the world. 

There is one further piece to the puzzle that one needs to understand about the architecture of the 
administration of the DNS system and the lANA function. Though ICANN manages the lANA function 
under contract to the NTIA, it does not actually do the work of implementing changes to the DNS when 
they are made. That technical work is managed under a cooperative agreement between the NTIA and 


^News release, "NTIA Announces Intent to Transition Key Internet Domain Name Functions," National 
Telecommunications and Information Administration, March 14, 2104, http;//www. ntia.doc.gov/press- 
release/2014/ntia-announces-intent-transition-kev-intemet-domain-name-function5 {accessed March 28, 2014). 
^Federal Register, Vol. 76, No. 38 (February 25, 2011), p. 10569, http://www.gpo.gov/fdsys/pkg/FR-2011-02- 
25/html/2011-4240.htm (accessed March 28, 2014). 
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Verisign, the American company that also manages the dot-com domain (under a separate arrangement 
with ICANN). Verisign maintains the root zone (that is the core list of the gTLD domains and their 
operators), for free as a service to the Internet and the world. So, today, when ICANN decides to make a 
change in the DNS system, the ultimate responsibility for implementing that change lies with Verisign.’ 

In other words, today there are three parties who work cooperatively to keep the Web address DNS 
system running: ICANN, the NTIA, and Verisign (the Root Zone Maintainer). Here is how the NTIA 
describes the workings: 

(1) TLD operators submit change requests to the lANA Functions Operator [i.e. ICANN]; 

(2) the lANA Functions Operator processes the request and conducts due diligence in 
verifying the request; (3) the lANA Functions Operator sends a recommendation 
regarding the request to the Administrator [of NTIA] for verification/authorization; (4) 
the Administrator verifies that the lANA Functions Operator has followed its agreed 
upon verification/processing policies and procedures; (5) the Administrator authorizes 
the Root Zone Maintainer [i.e. Verisign] to make the change; (6) the Root Zone 
Maintainer edits and generates the updated root zone file; and (7) the Root Zone 
Maintainer distributes the updated root zone file to the thirteen (13) root server 
operators 

So, now we can understand why the changes proposed are of some real significance. Today, by contract, 
the NTIA has a verification and authorization role over how ICANN performs its functions. In other 
words, in the end, any changes that ICANN wants to make are subject to review by the U.S. government. 
After the policy that was announced last month takes effect, the U.S. government will give up that role. 
And according to the NTIA,® this will likely mean that Verisign's role will have to be modified, as well, if 
not completely transitioned to another root zone manager. 

Three Concerns -Technical, Political/Practical, and Financial 

With that introduction, it seems to me clear that this change will have effects along three dimensions 
whose Importance will differ to different constituencies. It is useful to outline them since our 
consideration of the transition may be influenced by which of the three dimensions predominates our 
thinking. 

• Technical. As should be clear, the most significant danger in terms of adverse consequences is 
the technical one that the transition might network at an engineering level. Today, changes to 
the DNS system are effectuated seamlessly without error. If the transition of the lANA function 
to ICAN N means a change in the technical operating system, we must be sure that the 


’By way of disclosure, the Subcommittee should be aware that I have done consulting work for Verisign on matters 
unrelated to its root zone maintenance function. 

^National Telecommunications and Information Administration, "lANA Functions and Related Root Zone 
Management Transition Questions and Answers," http://www.ntia.doc.gov/files/ntia/publications/qa_-_iana- 
for_web_eop.pdf (accessed March 28, 2014). 
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replacement system is equally effective. This is the "If it ain't broke, don't fix it principle" writ 
large on the global cyber stage. 

• Political/Practical. The naming function Itself remains important, but at a practical level its 
importance is decreasing somewhat. These days the name assigned to a domain is less 
determinative of its nature and success than Is its prominence in search engines. As Martin 
Libicki of Rand remarked the other day, "If you are looking for a new pair of socks you don't look 
to 'socks.com.'" Instead, you type "socks" into your search engine and go wherever that leads 
you. So in practical terms the gTLD naming function is less influential on network behavior than 
the search engine function— put colloquially, Google matters more than ICANN. That said, 
domain names continue to retain some real significance as indicators of content. That is why 
some nations, for example, objected to new gTLDs like ".islam" and ".gay" during the last 
expansion. Thus, one potential adverse result of the transition might be a limitation on gTLD 
names that is inconsistent with our commitment to the openness of the network. 

• Financial. Finally, as with most things, in the end this transition will likely be mostly about Its 
economic effects. The opening up and provisioning new gTLDs is a big money endeavor. In 
effect, whoever manages the lANA function has a monopoly over the distribution of a valuable 
resource whose provisioning will affect brands and trademarks across the globe. Already we 
have seen domain name holders in the ".com" global domain expending significant capital to 
reserve (and take out of use) their equivalent name in the ".xxx" domain, simply to protect their 
brand. We would, likewise, anticipate the same economic effect whenever the lANA manager 
decides to provision the new gTLD ".stinks" or similar names. In the United States we have a 
tradition of regulating monopolies to prevent them from engaging in monopolistic price setting. 
To some degree the contract with the NTIA may have served as a checking function on ICANNs 
pricing models— a checking function that will need to be replaced in the transition. 

Two Questions - Legality and Wisdom 

With those dimensions of concern in mind, let me now turn to two important questions. 

1) Is It Legal? 

One lingering question of particular interest to this Subcommittee should be the legality of the proposed 
transition. As The Wall Street Journal noted last month,® this is an as yet unanswered question. A study 
from the Office of the General Counsel at the Government Accountability Office (GAO)^° back in 2000 


^L. Gordon Crovitz, "America's Internet Surrender," The Wall Street Journal, March 18, 2014, 

http://online.wsJ. com/news/articles/SB10001424052702303563304579447362610955656?mod=WSJ_Opinion_LE 

ADTop&mg=reno64-wsJ (accessed March 28, 2014) 

^“Robert P. Murphy, General Counsel, "Department of Commerce: Relationship with the Internet Corporation for 
Assigned Names and Numbers Government Accountability Office," July 7, 2000, B-284206, 
http://waw.gao.gOv/new.itenis/og00033r.pdf (accessed March 28, 2014). 
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(when ICANN had only recently been incorporated and when GAO was still the General Accounting 
Office) had this to say: 

The question of whether the Department has the authority to transfer control of the 
authoritative root server to ICANN is a difficult one to answer. Although control over the 
authoritative root server is not based on any statute or international agreement, the 
government has long been instrumental in supporting and developing the Internet and 
the domain name system. The Department has no specific statutory obligations to 
manage the domain name system or to control the authoritative root server. It is 
uncertain whether transferring control would also include transfer of government 
property to a private entity. Determining whether there is government property may be 
difficult. To the extent that transition of the management control to a private entity 
would involve the transfer of government property, it is unclear if the Department has 
the requisite authority to effect such a transfer. Since the Department states that it has 
no plans to transfer the root server system, it has not examined these issues. Currently, 
under the cooperative agreement with Network Solutions, the Department has reserved 
final policy control over the authoritative root server. 

To this I would actually add an antecedent question: What is the legal basis for the initial assertion by 
the NTIA and the Department of Commerce of the authority to control the lANA function? To be sure, 
the history of the lANA function is that it was developed as part of research that was principally funded 
by the Federal government. But It is unclear to me whether the funding mechanisms used to develop 
the network's functions were of the sort that would result in federal ownership of the resulting domain. 
We don't, for example, think that the U.S government takes an ownership control of any product whose 
development it subsidizes. Of course, if the U.S. did not own it in the first place, then there Is not much 
of a legal barrier to giving It up now. But If the U.S. does own it, then we must determine the legality of 
the transfer. If I were Congress and this Subcommittee, I would ask the current general counsels of the 
Department of Commerce and of the GAO to make a determination of that question. 

2) Is It Wise? 

Assuming that the proposed transition is lawful, we are then left with the more interesting question of 
whether it is good policy. I will acknowledge, at the outset, that reasonable minds can disagree on this 
question. That said, my topline analysis is that the proposal is sensible, if and only if the structure of the 
organization to which the lANA function is transferred is such as to give us good confidence that it will 
support values of freedom and openness to which the U.S. is committed. I take the NTIA at its word that 
it will insist upon such a structure as a condition of finalizing the transition. The corollary of that, of 
course, is that the NTIA must be equally clear that its decision is contingent and that it will not complete 
the transfer if the proposed structure is unacceptable. 

Assessing the Policy Choice 

Let me expand upon that topline analysis with these thoughts: 
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• In some ways this transition is, in my view, inevitable. This is a conclusion with which some of 
my colleagues may disagree. But in my view, it is simply untenable for the United States to 
continue to be the proprietor of the globalized internet domain. At some point, a transition to 
an international system will be required. 

• On the other hand, ICANN may not necessarily be in a good position to take over this 
responsibility (as anxious as it is to do so). Many are worried that ICANN is beholden to the 
domain name registry industry, who pay large fees to ICANN for the privilege of managing (and 
reselling) top-level domain systems. When ICANN recently opened up new gTLDs, it reaped a 
huge profit. If you accept the maxim that "he who has the gold makes the rules," the transition 
to ICANN control may actually be about a transition to corporate control through ICANN. 

• ICANN is often thought of as unaccountable. Its multi-stakeholder model of governance 
attempts to bring all parties to the table. But that is an awfully big table. In the end, the ICANN 
executive group is often perceived by outsiders as taking the initiative and driving the agenda— 
and without the check of the NTIA (however modest it has been in the past), they may have 
greater leeway to do as they please. 

• More worryingly, from my perspective, is the question of technical expertise. It is far from clear 
to me that ICANN is ready and able to take over the implementation role of root zone 
management. The worst possible result would be a broken DNS system. 

• The move by the United States to start this transition may be a reasonable diplomatic move. The 
optimist in me wants to think that the transition to ICANN management is an effort to forestall 
an even worse result from takeover of network administration by the International 
Telecommunications Union (ITU) (a prospect I discuss in more detail below). It may be that 
allowing ICANN a controlling role will placate our European allies and prevent the ITU meeting in 
Busan, South Korea, this fall from becoming a debacle. 

• I am hopeful that this proposal is not a reaction to the Snowden disclosures. The pessimist in me 
fears that American stewardship of the network is suspect and that some, hoping to defuse the 
anger, may have chosen to rush to give up that stewardship, without thinking through the 
consequences. 

Defining a Successful Transition 

As I have said, given the magnitude of the proposed change, the Administration needs to proceed with 
some caution, and with a willingness to pull the plug if the transition looks like it will go awry. How, 
then, to define "awry"? 

Department of Commerce Definition of Success. In announcing the proposed transition, the 
Department of Commerce insisted that it would only cede control if ICANN could demonstrate the 
ability to maintain the network, consistent with five principles: They insisted that ICAN N would have to 
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1) "Support and enhance the multi-stakeholder model"; 

2) "Maintain the security, stability, and resiliency of the Internet DNS"; 

3) "Meet the needs and expectation of the global customers and partners of the I ANA services"; 

4) "Maintain the openness of the Internet"; and 

5) The NTIA also clarified that it would "not accept a proposal that replaces the NTIA role with a 
government-led or an inter-governmental organization solution 

A More Detailed Definition of Success. But those principles, while salutary in nature, are (save for the 
last one) more in the nature of aspirations than concrete requirements. It is useful, I think, to ask the 
question with greater specificity and granularity: What affirmative commitments should the U.S. 
government require from ICANN before finalizing its transition of control of the lANA function? 

To answer that question, we must first consider what our concerns with the transition might be. It is 
useful to lump those concerns Into three distinct buckets: 

1) Competence: Can ICANN do the job? 

2) Candor: Is ICANN sufficiently transparent and accountable? 

3) Control: Do the mechanisms ICANN puts in place support its independence from authoritarian 
control? 

If we contextualize our concerns along those lines, then we can begin to think of some of the 
commitments that ought to be required of ICANN. 

First, the multi-stakeholder model developed by ICANN for management of the lANA function should (as 
the Administration notes) prohibit any governmental, inter-governmental or U.N. control. Indeed, 
sovereign or quasi-sovereign multilateral organizations should have only an advisory role in any process. 
Instead, the multi-stakeholder control system should reflect the interests of those who develop and use 
the network— a representative sampling of large, medium, and small businesses and industry groups 
should either manage the lANA or have authority to veto ICANN decisions that threaten the openness or 
viability of the Internet. There will be difficulties (and politics, with a small "p") in defining the 
composition of the new Institution, but at a minimum it needs to be broadly representative and peopled 
only by those with a demonstrable and verifiable commitment to a free and open network. 

I should note here that in this regard my recommendations diverge somewhat from the reported 
position of the Administration. According to news reports, during the recent ICANN meeting in 
Singapore, the Department of Commerce appeared to accept the idea that governmental organizations 
would have some formal membership role in the new lANA management structure to be created by 
ICANN. That would be consistent with ICANN's expressed view that "all" stakeholders should have a say 


^^News release, "NTIA Announces Intent to Transition Key Internet Domain Name Functions," supra. 

^^Kieran McCarthy, "What the US Government Said About lANA in Singapore," Circle ID, March 26, 2014, 
http://www.circleid.com/posts/20140327_what_the_us_govemment_said_about_iana_in_singapore/ (accessed 
March 28, 2014), 
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in the management of the domain, t think that would be a mistake. If the premise of our decision to give 
up NTIA control of the lANA function is that governmental management is suspect then that should be 
equally true of a governmental role (even a broader based one) in the new lANA management structure. 
My recommendation would be that the governmental role in any new structure be limited to an 
advisory one - with no formal, or informal right of control over the process. 

Second, ICANN will need to be fully accountable for its actions and its operations. It will need to accept 
the establishment of an independent auditing body comprised of government, business, and 
nongovernmental organization representatives to monitor its finances and activities. The authority to 
manage the lANA function brings with it significant financial benefits. We should not allow ICANN to, in 
effect, develop a taxation authority over network expansion without, at the same time, demanding a 
public accounting of how the money received is spent. ICANN should, likewise, be required to 
implement an Inspector General-equivalent function with authority to discipline its own officers and 
employees— for there is no other institution to which that authority could be given and the lack of an 
internal checking mechanism would be problematic. And, as well, the new lANA management function 
should be transparent to the general public— a requirement that necessitates some form of Freedom of 
Information Act— like obligations to disclose ICANN records. More to the point, since personnel is always 
policy, there will need to be some vetting mechanism (about which more below) to insure that those 
given the responsibility for managing the lANA policy are committed to principles of network freedom 
and openness. 

Third, before the root zone management function Is transitioned to ICANN (or to a subcontractor 
employed by ICANN) it will need to demonstrate to our satisfaction its technical capability to manage 
the root zone. This will mean a highly technical examination of ICANN's capabilities, including, for 
example, the process controls it requires before implementing any root zone change, and the security 
and redundancy of its root zone facilities. Indeed, one thing ICANN might do to reassure the world of its 
commitment to managing the root effectively would be to commit to maintaining the current technical 
aspects of the system unchanged, unless and until any proposed change is fully approved and technically 
vetted. 

Finally, we need to think of a mechanism for locking in any mandatory requirements. After all, they 
would be useless if six months after committing to them ICANN were free to disregard the obligations it 
had undertaken. Since the most obvious means of enforcing such commitments (through a contractual 
obligation to the U.S. government) is, perforce, no longeron the table, other, more creative binding 
mechanisms need to be developed. 

That is easier said than done. Indeed it may not be possible at all— and that thought is itself 
concerning. For, as I have noted, though the U.S. influence over the network has not been wholly 
benign, I am convinced it has been a net positive. In the absence of that influence, we will have to trust 
that the governance architecture we develop to constrain ICANN is effective. And that is a bit of a risky 
bet. 
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I offer three thoughts (not fully developed) for how ICANN's commitments could be manifest and locked 
in. 


• First, ICANN currently has a written affirmation of commitment that it makes to the United 
States regarding its obligations to maintain the openness and freedom of the network. That 
affirmation could be renewed as part of the transition and opened to signature by any nation or 
organization that wishes to put itself in the position of a guarantor of ICANN's fidelity to its 
commitments. While the affirmation of commitments is, to be sure, more symbolic than it is 
practical and binding, the sheer weight of support would, I think, contribute to creating an 
atmosphere of obligation that would be welcome. 

• Second, we might have an official checking function on the technical side of the lANA process to 
audit ICANN's activities. To some degree that system already exists, as ICANN's implementation 
work is subject to review by the Internet Engineering Task Force (lEFT), a non-governmental 
consortium of internet technicians. Their role could be further expanding and formalized so that 
they become, in effect, part of a dual-key authority to modify the lANA function. In other words, 
require both IETF and the new lANA organization to concur in any significant technical 
modifications. 

• Third, we need a mechanism to guard against the more likely twin dangers of political capture 
and/or economic capture of ICANN Itself. Today, ICANN's board is nominated by various 
constituencies, and that is a good thing. To assure that those nominated are fundamentally 
committed to Internet freedom we might consider the creation of an external board of 
guarantors who would have a veto power over nominees to the ICANN board of directors and 
who have a vested interest in the network's openness and transparency. The composition of 
that board of guarantors is something I'm working to conceive, but it might include, for 
example, neutral freedom-loving nations like Switzerland and Costa Rica, as well as civil liberties 
NGOs. 

All of these sound cumbersome and perhaps they may be unwise, but they are the best ideas I have 
right now. And we do need good ideas. Put simply, not only is this transition a "big deal" but it is also a 
vitally important one. It may, indeed, prove to be one of the most consequential decisions this 
Administration has made. It would be terribly tragic if the decision proved to have been a mistake — if, 
in retrospect, the openness of the Internet were to suffer or if control of the network function were to 
devolve to irresponsible (or, worse, venal) hands. Caution is required. More importantly, the 
Administration needs to clearly articulate its objectives and set a red line standard that ICANN must 
meet before the transition occurs. 

The Alternative 

One final point bears mention: The alternative to the transition to ICANN may not be status quo. There 
is a realistic possibility that the alternative to ICANN governance of the lANA function would be a 
transition to governance of lANA by the ITU, which is part of the U.N. I think we should systematically 
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prefer governance by ICANN and the IETF over that of the ITU for reasons beyond questions of national 
interest. We should do so because it makes good economic sense. The \A/orld economy and humanit/s 
overall general \A/elfare would be better served by ICANN's adherence (albeit imperfect) to a 
deregulated, market-driven approach to the development of cyberspace. This approach compares 
favorably to the turgid, ineffective process of the international public regulatory sector. If you consider 
that American or European regulatory processes are slow, you must realize that the problem will only be 
magnified in the international sphere. 

Recall, again, the size and scope of the network. Given the scale of the enterprise, the mechanisms for 
multinational cooperation are too cumbersome, hierarchical, and slow to be of much use in the 
development of international standards. Acceptable behavior in cyberspace mutates across multiple 
dimensions at a pace that far outstrips the speed of the policymaking apparatus in the public 
international system (which, to cite just one example, has yet to conclude an updated trade treaty 
despite nearly two decades of effort). We should all be concerned that there is no surer way to kill the 
economic value of the cyber domain than to let the public international community run it. 

Conclusion 

In the end, we should strive to instill confidence in ICANN and the IETF as stewards of cyberspace. To do 
so, it may be necessary to further decouple those Institutions from Western influence. But we must also 
recognize that the non-state structure currently in place is less subject to political manipulation than the 
alternatives. These international institutions are multi-stakeholder groups where individuals, 
technologists, political organizations, innovators, and commercial entities all have a voice. The product 
of their consensus Is more representative and more moderated than any system respondent to only 
sovereign interests can hope to be. 

And so, for me, the bottom line seems relatively clear— despite the strum und drang of recent months, 
the United States has been a fundamentally good steward of the network. It has fostered Innovation, 
openness, freedom, and growth. Not perfectly to be sure and not always without a healthy dollop of 
self-interest, but at its core the U.S. management of the network has been more benign than venal, with 
the result that we have today— a vibrant network with more good than bad in it. 

The transition to ICANN management may well upset that happy vision. While I am more optimistic 
about ICANN than I might be about the ITU as a new steward, the capabilities and political strength of 
the institution are unproven and remain a question mark. The Administration has made a cautious first 
step down the road to a transition that may be inevitable and is probably good policy, but it is important 
that Congress (and the American public) pay attention to the transition process to insure that the end 
product meets our requirements. In short, the NTIA needs to clearly define what a successful transition 
will look like, vet that vision with Congress and American stakeholders, and then insist that ICANN's 
proposed transition achieves that vision. 
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Mr. Marino. Thank you, sir. 

Mr. Chehade, please. 

TESTIMONY OF FADI CHEHADE, PRESIDENT AND CHIEF EXEC- 
UTIVE OFFICER, INTERNET CORPORATION FOR ASSIGNED 

NAMES AND NUMBERS (ICANN) 

Mr. Chehade. Mr. Chairman, Ranking Member, Members of the 
Subcommittee, thank you for welcoming me here today. I am Fadi 
Chehade, the President and CEO of ICANN, and I am here today 
to provide you testimony that hopefully will help with this discus- 
sion. 

I was 18 when my father insisted I leave our war-torn country 
that was governed by an oppressive regime. And I asked him, why 
don’t I just go to a place where I speak the language, because I did 
not speak English. And my late father said, go to America. That 
is the place that has our values: Openness, inclusivity, acceptance, 
freedom. And I came alone at 18. And it has been a remarkable 
journey, a journey of all these values have proved to be true; in 
fact, they are truest today as I stand in front of you. 

These same values underpin the Internet. It was our invention, 
open, inclusive, promoting freedom, again. And it is this Internet 
that I stand before you today to support, because many of us think 
of the Internet as a place that is open and free and inclusive. We 
forget that the American genius that created the Internet, which 
I don’t take credit for, I give credit to my boss, the chairman of 
ICANN who is behind me, and many others. Dr. Crocker, who in- 
vented this when they were in high school together, these people 
equally invented the system of governing the Internet which we 
call the multi-stakeholder system. It is a remarkable invention al- 
most as good as the Internet where no one can capture this govern- 
ance model. 

Today at ICANN, yes, we have 133 governments. They cannot 
even offer me advice or offer the board advice unless all 133 can 
reach consensus. What kind of capture can happen in a system like 
that? And that is just the governments. Then we have all the 
stakeholders, the users, the civil liberty folks. Everyone is at the 
table with an equal voice. Consensus is hard, very hard to achieve, 
but it is by design like the Internet impossible to capture, and it 
is what made ICANN successful today. 

We are promoting the Internet and the multi-stakeholder model 
to the world, and therefore the decision of NTIA to show the Amer- 
ican people’s trust in the multi-stakeholder model is a momentous 
decision; it is a decision telling the world, not only have we given 
you the Internet, but we are giving you a model we trust. And the 
model works. It works very well. It is through that model that we 
have a $4 trillion digital economy that fuels the economies of the 
world today. It is all borne out of engineers, academics, Americans, 
foreigners, everyone working together to create this great resource 
called the Internet. 

Today, I stand before you to say the following: I did not hear all 
morning any disagreement that we all want less government in the 
affairs of the Internet. I don’t think anyone disagrees with that. 
However, what I did hear is valid concerns that we make sure that 
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as this last bit of involvement in the lANA functions goes away, 
that it does not get replaced with the wrong mechanism. 

I am with you on that. And as the President of ICANN, I want 
to give you the assurance that we will build the mechanism that 
not only meets the requirements that NTIA put out to ensure no 
government or intergovernmental organization controls that mech- 
anism, but I will make sure that these same conditions set by 
NTIA survive the transition. It is important that we believe in 
these parameters, these principles, and we keep them at the heart 
of how ICANN works. 

And I am not alone: Cisco, Microsoft, AT&T, Verizon, Facebook, 
the U.S. Chamber of Commerce, even the Motion Picture Associa- 
tion, everyone is engaged with us. I give you this assurance. Today, 
I invite you to join us, as well, in the ICANN processes. Please do 
come visit and watch how this great American invention called the 
multi-stakeholder model works. It works very well. 

I am here to take your questions, and I thank you again for wel- 
coming us. 

[The prepared statement of Mr. Chehade follows:] 

Prepared Statement of Fadi Chehade, President and Chief Executive 

Officer, Internet Corporation for Assigned Names and Numbers (ICANN) 

Mr. Chairman, Ranking Member, and members of the Subcommittee, I am Fadi 
Chehade, the President and CEO of ICANN, the Internet Corporation for Assigned 
Names and Numbers. I am very pleased to be testifying before you today. 

Forty-five years ago, America demonstrated its technological brilliance by invent- 
ing the Internet. We showed our diplomatic genius 29 years later, by establishing 
a multistakeholder community model to govern a part of the Internet’s basic func- 
tioning, free from the political pressures inherent in government-run institutions. 
This was a bold and unprecedented experiment. Governance by those who make the 
Internet work for the benefit of ah. Over the past 16 years the multistakeholder 
community has demonstrated an extraordinary capacity to govern itself, and accord- 
ing to the framework laid out across three U.S. Presidential administrations, 
ICANN has matured into a responsible, representative, respected governing body. 
America’s great experiment has succeeded. 

In recent years some have questioned the principle of the multistakeholder com- 
munity. Some critics demand a greater role for governments, perhaps by transfer- 
ring functions performed by ICANN to an inter-governmental organization, such as 
the ITU. They point out that the Internet is not truly free from government control 
if one government retains unique control for itself — referring to the United States, 
via issuance of the contract with ICANN to perform the Internet Assigned Numbers 
Authority (lANA) functions. The U.S., its allies, and the vast majority of stake- 
holders acknowledge this one exception to the “no government control” rule, but 
make clear that overseeing the lANA contract is ministerial, minor and has had no 
real impact on day-to-day operations of ICANN or the Internet. And they remind 
us that for nearly 16 years the U.S. has consistently voiced its support for the multi- 
stakeholder model rather than a government-run model. Additionally, the U.S. has 
consistently reduced its unilateral involvement in ICANN matters and oversight of 
ICANN operations. 

On March 14th, the NTIA announced its intent to transition this final element — 
stewardship of Internet domain name functions via the lANA contract — to the glob- 
al multistakeholder community. The U.S. called upon ICANN to convene a process 
to develop a proposal for that transition that will guarantee no future government 
control. ICANN, the Internet technical organizations and many American organiza- 
tions — such as AT&T, Cisco, Google, Microsoft, Neustar, the U.S. Chamber and 
Verizon — almost immediately voiced their support for NTlA’s announcement. 

As outlined in the NTIA’s announcement, the NTIA’s stewardship role will not be 
replaced with a government-led or an intergovernmental solution. This is consistent 
with the unequivocal policy expressed in the 2012 bipartisan resolutions of the U.S. 
Senate and House of Representatives (S.Con.Res.50 and H.Con.Res.l27) affirming 
U.S. support for the multistakeholder model of Internet governance. 
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In brief, the proposal generated through broad multistakeholder dialogue will 
meet the following four fundamental criteria: 

• Supports and enhances the multistakeholder model 

• Maintains the security, stability and resiliency of the DNS 

• Meets the expectations of affected parties 

• Maintains the openness of the Internet 

ICANN is committed to developing a robust bottom-up process to develop the pro- 
posal for transition. At ICANN’s forty ninth public meeting, which took place March 
21-27 in Singapore, ICANN launched discussions with the multistakeholder com- 
munity, in-person and remotely, for public dialogue on how the mechanisms for the 
transition should occur. Inputs were compiled, and, on April 8, ICANN intends to 
seek public comment and community feedback on the principles, mechanisms, and 
process for arriving at a proposal that meets NTIA’s criteria. The feedback from the 
community will inform the process going forward. ICANN is facilitating the process, 
and in this regard will work with its partners to engage the global multistakeholder 
community in relevant forums and meetings around the world, in addition to 
ICANN’s public meetings. 

In its role as administrator of the lANA functions since 1998, ICANN has been 
responsible for coordinating unique Internet identifiers — names, IP numbers, and 
protocol parameters — and has done so while maintaining the continued security, 
stability, and resiliency of the Internet. It is important to note that ICANN doesn’t 
control content on the Internet; instead it coordinates the Internet’s unique identi- 
fier functions. These functions are not apparent to most Internet users, but they 
play a critical role in maintaining a single, global, unified and interoperable Inter- 
net. ICANN has performed the lANA functions for nearly 16 years, in a no-fee 
agreement with the U.S. government. 

Since its inception in 1998, ICANN has evolved its accountability and trans- 
parency mechanisms for the benefit of the global community. ICANN’s Bylaws, and 
the Affirmation of Commitments, establish clear mechanisms for ICANN’s evolution, 
review of its processes, and improvements, through community input and multi- 
stakeholder review committees. With the eventual transition, ICANN recognizes the 
urgency of enhancing and extending its accountability mechanisms. At the meeting 
in Singapore, the ICANN multistakeholder community began a dialogue on this sub- 
ject, taking the Affirmation of Commitments as a baseline. 

In relation to the lANA functions, ICANN’s Performance Standards for timeliness 
and accuracy of processing stakeholder’s requests are published on a monthly basis. 
In addition, ICANN is subject to an annual audit of the security of the lANA func- 
tions systems. Over the years, ICANN has performed the IANA functions with in- 
creasing autonomy, demonstrating in the process both operational excellence and 
maturity in organization — as illustrated by the findings of the IANA Functions Sat- 
isfaction Survey of December 2013. In addition, after an independent assessment, 
the IANA Functions Department received recognition from an international organi- 
zation for its business excellence. 

Now, let me be clear: NTIA’s announcement will not affect the status quo. The 
continued strength and stability of the IANA functions are critical to the operation 
of the Internet. The IANA functions will continue to be administered by ICANN in 
coordination and cooperation with the affected parties (country code and generic top- 
level domain operators, root server system operators, regional Internet registries, 
the Internet Architecture Board and the Internet Engineering Task Force). These 
bodies continue to hold policy authority for names, IP numbers and protocol param- 
eters. They also maintain oversight responsibility to ensure that ICANN admin- 
isters these functions according to those policies. Finally, this announcement does 
not affect Internet users and their use of the Internet. While stakeholders work 
through the ICANN-convened process to develop a transition proposal, NTIA’s cur- 
rent role will remain unchanged. 

Since ICANN’s beginning, the U.S. government has envisaged transitioning its 
modest stewardship role to the private-sector led, multistakeholder community. 
Today, ICANN is uniquely positioned, as both the current IANA functions contractor 
and the global coordinator for the DNS, to convene the multistakeholder process to 
develop the transition plan. NTIA’s announcement in fact represents the final tri- 
umph of the American ideal for self-governance by the Internet community, free 
from government control, even our own. Few nations in history have had such vi- 
sion, magnanimity and consistency. ICANN understands and accepts the responsi- 
bility of the task at hand, and I am confident in ICANN’s ability to lead the commu- 
nity in this effort. 
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Both ICANN and the U.S. government have championed the multistakeholder 
model, in which standards and policies are developed by large and small businesses, 
the technical community, not-for-profit organizations, civil society, intellectual prop- 
erty experts, governments, academia, and Internet users from around the globe. 
American corporations — such as AT&T, Cisco, Google, Microsoft, Neustar and 
Verizon — and the Internet technical community (the LAB, IETF, the Internet Soci- 
ety, the RIRs and the World Wide Web Consortium) are also supporters of the 
multistakeholder model. These entities have welcomed the U.S. government’s an- 
nouncement as the way to bring more countries to support the multistakeholder ap- 
proach to Internet governance, moving them away from a model in which only gov- 
ernments hold sway. NTIA’s announcement preserves and prolongs the free and 
open Internet that has brought so much economic growth and social and cultural 
development. 

Thank you for inviting me to testify. I would be happy to answer any questions 
you may have. 


Mr. Marino. Thank you. The Committee is now in recess and 
hopefully we will return not longer than 30 minutes. 

[Recess.] 

Mr. Marino. The hearing will once again begin, and we have 
opening statements, two opening statements yet. 

Chairman, you want to quickly put in your questions and then — 
all right. The Chair recognizes the Chairman just to put two ques- 
tions into the record. 

Mr. Backus. Yeah, I just had a unanimous request to submit two 
questions for the record, to the representative of ICANN. 

Mr. Marino. No objection. 

Mr. Backus. IANA. All right. Thank you. 

[The information referred to follows:] 



64 


Questions for the Record 
Rep. Spencer Bachus 
April 10, 2014 

For: The Honorable Lawrence E. Strickling 


1. ) I understand the National Telecommunications and Information 

Administration (NTIA) has an accountability mechanism in place 
for whoever assumes the role that NTIA has played in the lANA 
functions. I also understand there is a process known as 
Accountability and Transparency Review Team (ATRT) in which 
you are a participant. Can you provide us a brief overview of 
ATRT? Has ATRT been effective in achieving its goals? 

2. ) My understanding is that ICANN is behind in implementing key 

portions of ATRT. Is that correct? If so, could you please elaborate 
as to the reasons for the delay? Also, please explain how any new 
mechanisms for accountability would be implemented when ATRT 
goals have not yet been achieved? 
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Mr. Marino. Mr. Metalitz, please. 

TESTIMONY OF STEVEN J. METALITZ, PARTNER, MITCHELL 

SILBERBERG & KNUPP LLP, ON BEHALF OF THE COALITION 

FOR ONLINE ACCOUNTABILITY 

Mr. Metalitz. Thank you very much, Vice Chairman Marino, 
Mr. Nadler, Members of the Subcommittee. 

That was a well timed break since I don’t immediately have to 
follow Fadi Chehade,who is a very hard act to follow, but I appre- 
ciate the chance to be here. This Committee has played a critical 
role in oversight of NTIA and ICANN and their relationship for 15 
years, and we are pleased to have been able to contribute to that. 
This is the seventh time you have asked us to testify on these top- 
ics, so we appreciate it very much. And of course, I am here rep- 
resenting the Coalition for Online Accountability, which is the 
copyright and trademark interests that are very much affected by 
what ICANN does. 

I want to — ^you have my written statement, so let me just hit 3 
points quickly. The first is the lANA function, the second is every- 
thing else that ICANN does, which is extremely important, and 
then our thoughts on the challenge ahead both for ICANN and 
NTIA and for this Committee. The lANA function, as you already 
heard, is a limited function, a technical function but extremely im- 
portant, and particularly in the part we focused on, which is the 
root zone file for domain names. Normally, this function is ex- 
tremely mundane and routine, but it is also quite easy to imagine 
scenarios in which it would not be, and that is why we have been 
very g:lad to have NTIA oversight of proper execution of this step. 

So, if there is going to be a change in that, it is crucial that the 
alternative structure be very carefully crafted, very thoroughly vet- 
ted, and very well overseen, including by this Committee. 

Now, the NTIA has stated its criteria. It has set up a line about 
governmental control, and we are basically in agreement with 
those. In our testimony we do suggest a couple of other factors that 
ought to be taken into account, but if we look at everything else 
that ICANN does, apart from the lANA functions, these are the 
issues that have really — this Committee has been engaged with for 
15 years. 

Issues like the accuracy of the “whois database,” so we know who 
is actually involved with the registration of domain names. The 
new gTLD program, which we have already heard a lot about. 
These are all areas where the U.S. Government relinquished its 
contractual control, is not planning to, it did it 5 years ago in 2009 
when the Affirmation of Commitments came in replacing the pre- 
vious contractual relationships. 

So, these are areas where active involvement by the U.S. govern- 
ment is really important and very important for copyright and 
trademark owners. We have heard a lot about free expression and 
all the other benefits of the open internet which are very important 
and should be at the center of oversight here, but let’s also remem- 
ber, we are talking about some very important economic interests 
of the United States. 

The industries that depend on copyright protection are a trillion 
dollar industry, five-and-a-half million jobs, and they are good U.S. 
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jobs, and a lot of the decisions ICANN makes have a big impact, 
especially as more and more of the copyright industries are moving 
to the internet as their main means of delivering to the public. 

So, there are at least two vehicles that are important for contin- 
ued NTIA engagement. One is the Governmental Advisory Com- 
mittee. As our testimony lays out, we have seen an increased U.S. 
Government role and it has played a very positive role, I think, 
over the last few years, so we hope history will be continuing along 
that line. 

And the second is the Affirmation of Commitments. One thing 
that is — provision in the Affirmation of Commitments that is very 
important is that ICANN remains in the United States subject to 
U.S. law. This is a failsafe. This is an extremely important failsafe 
to maintain in place, and as we have heard, the AOC can be abro- 
gated by either party unilaterally on 120 days’ notice. That is prob- 
ably an area that really requires some greater certainty before we 
move ahead with the transition. 

And finally, in terms of the challenges ahead, I will just talk 
about two. One of course is this lANA function transition, both the 
process for shaping it and the outcome need to be credible. We now 
have NTIA looking over ICANN’s shoulder as it performs these 
functions, who is going to be doing that in the future? But the 
other point, of course, is with everything else that ICANN is doing, 
there is a dire need for execution on the part of ICANN, and we 
need the U.S. Government oversight to make sure that happens. 

Particularly with regard to contracts. You know, we have heard 
a lot about the multi-stakeholder model here. One key feature of 
the multi-stakeholder model is that instead of government regula- 
tion, we have contractual frameworks, and those frameworks will 
only work, the multi-stakeholder model will only work, if those con- 
tracts are strong and if they are strongly enforced. So, there is a 
big compliance and execution challenge. We have already seen 
problems even at the beginning of the new gTLD rollout, so this 
is an area where continued strong oversight by this Committee is 
going to be essential. 

Thank you. I am glad to answer any questions. 

[The prepared statement of Mr. Metalitz follows:] 
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Chairman Coble, Ranking Member Nadler, and members of the Subcommittee: 

Thank you for convening this hearing on the recent announcement by the National 
Telecommunications and Infonnation Administration (NTIA) that it intends to allow its 
contractual control over ICANN’s exercise of the “lANA function" to expire late next year. We 
especially appreciate this opportunity to provide once again to this subcommittee the perspective 
of associations, organizations, and companies that depend upon the rules set by ICANN to enable 
them to enforce their copyrights and trademarks online. 

About COA 

The Coalition for Oniine Accountability (COA). which I seive as counsel, and its 
predecessor organization, the Copyright Coalition on Domain Names (CCDN). has played an 
active role within ICANN since 1999. Today, when studies show that streaming audio and 
audio-visual content consumes far more Internet bandwidth than any other application, it is more 
important than ever that the voice of the creative community that depends on copyright 
protection is taken into account. 

COA participants include three leading copyright industry trade associations (the Motion 
Picture Association of America (MPAA). the Recording Industry Association of America 
(RIAA), and the Software and Information Industry' Association (SIIA)); the two largest 
organizations administering the public peifonnance right in musical compositions, ASCAP and 
BMI; and major copyright-owning companies such as Time Warner Inc. and the Walt Disney 
Company. COA's focus is the Domain Name System (DNS) administered by ICANN. Our main 
goal is to enhance and strengthen online transparency and accountability, by promoting the 
continued availability of tlie data needed for effective enforcement against online infringement 
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of copyrights and trademarks. COA has also been an active participant in ICANN’ s work to 
develop tire new gTLD program, both on its own account and as a member of ICANN’s 
Intellectual Property Constituency (IPC). COA (and CCDN) have testified six times before this 
subcommittee or its predecessor on domain name issues, and we welcome the opportunity to do 
so again today. 

I. The NTIA “Transition” 

NTIA’s announcement certainly is important, and a proper topic for this subcommittee’s 
ongoing oversight. It may help at the outset to be specific about what it involves. 

A. The “lANA Function” 

The transition recently proposed by NTIA.concerns the "lANA function” that ICANN 
peifonns, and that NTIA oversees pursuant to its contract with ICANN. In the domain name 
system (DNS), the lANA function involves any changes to the authoritative listing of Top Level 
Domains - the space “to the right of the dot” - and the registries responsible for operating them. 

Today, it is ICANN that decides which genetic Top Level Domains (gTLDs) there will 
be, and who will operate them. It is ICANN that ratifies the decisions of others on these topics, 
in the case of country code Top Level Domains (ccTLDs). The lANA function is the 
documentation of those decisions and the process of making them operational. 

NTIA’s job in the lANA process is to make sure these steps are properly executed. 
Someone needs to perform that job in an accountable and transparent manner. If the entity 
performing that role is to change, it is critical that any proposed alternative be carefully 
evaluated, with input from the major stakeholders, including the content community. 
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B. ICANN’s Other Critical Roles in the DNS 

It is also important that we continue to focus on those important aspects of managing the 
domain name system that have already been transitioned from NTIA. in 2009, when NTIA let 
its Joint Project Agreement with ICANN expire, and substituted for it an Affirmation of 
Commitments (AOC), it marked a significant change in the U.S. government role. Notably, the 
AOC lacks any concrete enforcement mechanisms, and provides that either party - the 
Department of Commerce, or ICANN - may unilaterally withdraw from it on 120 days’ notice. 

Thus, for the past five years, ICANN has carried out many of its most important and 
impactful functions under the aegis of the AOC, and not on the basis of an enforceable contract 
with NTIA . These functions include (I) the biggest and most far-reaching initiative in ICANN' s 
history - the rollout of thousands of new generic Top Level Domains - and (2) management of 
one of the most important Internet public resources that has been consigned to ICANN’s 
stewardship - the database of contact data on domain name registrants usually referred to as 
Whois. Whois, and new gTLDs, also represent the core of this Committee’s oversight activities 
regarding NTIA and ICANN over the past 15 years. 

The challenges presented by these issues - and by others that ICANN is now grappling 
with - lie well outside the boundaries of the ‘TANA function.” But they are vitally important to 
key national economic interests, including but not limited to the major U.S. industry sector that 
relies on strong copyright protection, especially in the online environment. That sector now 
contributes one trillion dollars annually to the U.S. economy, and provides almost 5.4 million 
good American jobs. These issues are also critical to the huge U..S. business and consumer 
interest in preventing trademark infringement and similar fraudulent conduct on the Internet. 
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Active U.S. government involvement to protect these interests, and active oversight by this 
committee of the government’s efforts to do so, will he just as critical in the years aliead as tliey 
have been over the past decade and a half - regardless of whether or not NTI A retains its 
contractual oversight of the lANA function, 

C. Vehicles for U.S. Government Involvement 

So how can the U.S. government maintain or even increase its active involvement on the 
imponant issues facing ICANN, above and beyond any possible "transition” of the lANA 
function? Two main vehicles are worth highlighting. 

First, NTIA (and through it. other U.S. government agencies) should ramp up their 
engagement in ICANN’ s Governmental Advisory Committee (GACl . The U.S. government has 
always been a stalwart supporter of the GAC. In recent years, the GAC has become far more 
influential in shaping ICANN decision-making, particularly with regard to the new gTLD 
program. The U.S. government has played a vital role in these developments. 

While COA does not agree with every position the GAC has taken regarding new gTLDs, 
on tlie whole the GAC Influence on the process has been highly positive. In particular, the 
protections and safeguards for intellectual property rights in the new gTLDs. both against 
cybersquatting and other trademark infringements, and against the risk that the new gTLDs will 
become havens for copyright piracy and counterfeiting activities, are far stronger today than they 
would have been without the active involvement of the GAC. If these protections and safeguards 
are to be meaningfully implemented in practice, and ultimately to be brought to bear in the 
legacy gTLDs as well as the new ones, the GAC needs to remain vigilant, proactive, and 
forthright in providing its advice to ICANN’s board and senior management. 
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There is some historical reason for optimism for the future US role in the GAC. From our 
perspective, it is not coincidental that, starting in 2009, as the US government stepped back from 
its comprehensive oversight role with ICANN under the Joint Project Agreement, it has become 
more active in the GAC, and has successfully encouraged some other governments to contribute 
constructively as well to GAC efforts to improve the new gTLD program. We hope that, no 
matter what happens regarding the lANA function, NTIA will redouble its efforts to make the 
GAC an effective and efficient channel for pressing ICANN to protect intellectual property 
rights, as well as other public interest priorities, throughout the Domain Name System. 

Second, nothing flowing from tlie NTIA's recent announcement would change ICANN’ s 
obligation, spelled out in the Affiimation of Commitments, to remain a not-for-profit coiporation 
headquartered in the U.S. and organized under U.S. law . This means tliat ICANN’ s structure and 
activities are ultimately subject to the jurisdiction of U.S. couns. The status of ICANN under 
U.S. law. as enshrined in the AOC. is a critical fail-safe feature. 

II. What Comes Next 

What are the critical challenges facing the U.S. government in its relationship to ICANN 
in the next months and years, and how important to meeting those challenges is strong oversight 
from Congress? 

A. lANA Transition 

The first question is what would replace NTIA’s role in oversight of ICANN’ s 
stewardship of the lANA function if a transition were to occur ? NTIA has stated that that a 
“transition” should not happen unless and until four critical parameters are met: enhancement of 
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the multi-stakeholder governance model; maintaining the security, stability and resiliency of the 
DNS; meeting the needs and expectations of global customers and partners of the lANA 
seix-ices; and maintaining the Internet as a global platform for discourse. It has also indicated 
that subordinating the lANA function to the oversight of a purely governmental or 
intergovernmental institution would not be acceptable. 

There is widespread agreement on these criteria, as far they go. The challenge will be to 
implement these criteria rigorously in evaluating whatever successor model for LANA function 
oversight is proposed. In addition, both in evaluating lANA transition proposals, and in the 
broader hiternet governance debate now unfolding, we urge NTIA, and other US government 
agencies, to spell out some other sound governance principles that may be implicit in its stated 
parameters, but that would benefit from greater visibility. These include: 

• the need for meaningful participation by all interested parties, and for maximum 
feasible transparency in how the lANA function is canied out; 

• protection of intellectual property rights as a critical ingredient for healthy growth 
and innovation in the Internet environment; and 

• respect on the Internet for the rule of law, consistent with international norms and 
the principles of a free and democratic society. 

Recently 38 global entertainment and cultural organizations, including several COA 
participants, joined together to emphasize that any new Internet governance structure must 
ensure a safe, stable, and secure Internet supported by the rale of law and the sovereign rights of 
states, consistent with international norms and the principles of a free and democratic society. I 
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attach to this statement the joint submission these organizations made to the upcommg 
NetMundial conference in Brazil. 

ICANN has just kicked off the process for developing a transition proposal that NTIA 
will evaluate against these criteria. COA looks forward to participating in that process, both 
directly and through the ICANN IPC. Whatever specific proposal emerges, the process will 
almost inevitably cast a spotlight on ICANN itself. So it is appropriate to review ICANN’s 
recent performance, the main challenges it faces, and the critical role that NTIA and the rest of 
the U.S. government, under Congressional oversight, must play in meeting them. 

B. ICANN’s Recent Track Record 

When COA last testified before this subcommittee two years ago on ICANN’s planned 
rollout of thousands of new generic Top Level Domains, the picture was rather gloomy. I am 
glad to report on a number of positive developments since then: 

• Requirements for the new gTLDs were expanded to include a number of 
imoonaiit safeguards , including some modest but meaningful improvements in the 
"rights protection mechanisms” available to prevent rampant cybersquatting in the 
new gTLD space, and to quickly and efficiently redress abusive registrations 
when they do occur. 

• Perhaps more significantly from COA’s perspective , all the new gTLDs must now 
take on "public interest commitments.” subject to ICANN contract enforcement , 
that have the potential to sharply reduce the risk that this new space could become 
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a haven for pirates, counterfeiters, and others who register domain names in order 
to carry out criminal activities. 

• ICANN has also issued a new (20131 version of its standard Registrar 
Accreditation Agreement fRAAi. binding domain name registrars to somewhat 
stronger obligations to improve the accuracy of the Whois data on which 
intellectual property owners, law enforcement, consumers and members of the 
public rely to learn who is responsible for particular domain names and the 
websites and other Internet resources associated witli them. The new RAA 
obligations apply to all registrations made in new gTLDs, but also to registrations 
in .com, .net and the other “legacy” gTLDs that are sponsored by the same 
registrars; and gradually, as contracts under the earlier versions of the RAA 
expire, the vast majority of domain name registrations across all gTLDs will 
become subject to these somewhat tougher Whois accuracy standards. 

• ICANN is also taking other steps, following recommendations of a cross- 
constituency review team convened pursuant to the AOC, to try to improve access 
to. and accuracy of. Whois data . These include making available a single portal 
through which all gTLD Whois data can be accessed, and developing automated 
tools for identifying unverifiable Whois data, forwarding it to the responsible 
registrar, and monitoring follow-up efforts to either make the data accurate or 
suspend the registrations. 

• Finally, ICANN has just adopted a consensus policy to require the two largest 
gTLD registries - .com and .net - to end their outlier status and consolidate all 
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Whois data at the registry level, rather than dispersing it across a thousand 
registrar databases around the world . This requirement to move to the so-called 
“thick Whois” architecture will make vital data more readily accessible and 
facilitate enforcement of Whois data accuracy requirements. 

No one person or entity can take credit for aU these significant improvements. As 1 have 
already mentioned, the invigorated activities of the GAC have been a critical ingredient in 
pressing ICANN forward, especially with regard to safeguards in the new gTLDs; and the 
responsible positions taken by some of the leading contracted parties against use of their services 
by pirates, counterfeiters, and other cyber-criminals must also be commended. However, a great 
deal of the credit must go to the new senior management of ICANN, and especially to its CEO, 
Fadi Chehade, who has brought a unique combination of pragmatic and visionary leadership, and 
seemingly inexhaustible energy, to a position that had long been lacking in both. 

C. The Challenges Ahead 

The main challenge facing ICANN today can be summed up in one word: execution. All 
the positive developments I have just described look pretty good on paper; but ICANN must 
make it a primary objective to ensure that they are thoroughly, promptly and proactively 
implemented by all the parties with which ICANN has contracts. It should never be forgotten 
that the essence of the much-talked- about “multi-stakeholder model” of DNS governance boils 
down to the replacement of governmental regulation of a critical public resource with private 
contractual constraints and community oversight. This model only works when tliose contracts 
are strong and when they are vigorously enforced. 
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Candidly, over the past decade and a half, ICANN’s track record on contract compliance 
does not inspire confidence. The development of stronger, clearer contracts, and the arrival of 
new leadership that stresses its commitment to contract compliance, are hopeful harbingers of 
change. But the challenge of instituting a true “culture of compliance” under thousands of new 
contracts with hundreds of new players is daunting: and some of the preliminary indications aie 
not reassuring . Already, even before more than a handful of new gTLDs have gone live, we are 
seeing evidence of registry operators gaming the new rights protection mechanisms, seeking to 
circumvent the obligation to give trademark owners the option of pre-emptive registration of 
their marks as second level domains during a “sunrise period." and undercutting the requirement 
that other registrants be put on notice when the domain name they seek to register is subject to 
the trademark claims of others. Whether ICANN can nip these problems in the bud could be a 
litmus test of how it responds to the compliance challenge. Will ICANN' s hard-working 
compliance staff be given the resources, the authority, and the institutional support they need? 
This question remains to be resolved; and the USG, along witli like-minded governments, needs 
to keep the pressure on ICANN to resolve it. 

ICANN’s execution challenge is not limited to enforcement of its existing contracts. It 
must also deliver on its commitment to make the current Whois system work for the millions of 
people, businesses and governments that rely on it . Steps to improve Whois accuracy have been 
promised, but are very slow in coming to fmition. The one-fifth or more of gTLD registrations 
that lurk in the shadows of the public Whois, through a completely unregulated proxy 
registration system, need to be brought into the sunlight, whenever the system is manipulated to 
make it impossible to identify or contact those responsible for abusive domain name 
registrations. The first steps toward greater accountability and transparency for the so-called 
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“.proxy” world were taken in the 2013 RAA, and must be actively enforced; but ICANN 
urgently needs to develop a more comprehensive and practical long-term solution. 

A final challenge for ICANN in the gTLD space has already been flagged by NTIA and 
by many others (including the IPC), but ICANN’s response to it is unclear so far. Today, 99.9% 
of the problems we copyright and trademark owners encounter in gTLDs do not arise in the 
embryonic new gTLD space, but in the existing gTLDs - .com, .net, and the other twenty 
“legacy” registries. While that proportion will surely decline over time, as the new gTLDs take 
off, the improvements engineered into the new gTLDs will not directly apply to the main 
battlefield against online piracy, counterfeiting, and other infringements: the legacy gTLDs. 

How quickly can ICANN enable us to use this new arsenal on the main battlefield by applying 
these additional safeguards to the legacy gTLDs? It will take persistent pressure from USG and 
other concerned governments, as well as some bold leadership from ICANN senior management, 
to accelerate this critical process. The new consensus policy for “thick Whois” in the legacy 
gTLDs was an important step forward, but far more needs to be done. 

Finally I need to note one other DNS area in which US government engagement, as well 
as strong Congressional oversight, is critical. The gTLD space is only one half of the domain 
name universe. The hundreds of two-letter country code TLDs, as well as a growing handful of 
ccTLDs using non-Latin characters, generally operate outside the matrix of ICANN contractual 
nonns, and with very little oversight from ICAN N or any other body. When pirates, 
counterfeiters and other online criminal operations set up shop in a ccTLD, the safeguards and 
remedial processes developed within the ICANN framework may be of little use. 
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There is no simple solution to this problem, but part of the answer surely lies on the inter- 
governmental level. Each ccTLD is associated with a specified geographic territory that is 
subject to the control of some national government, even though in many cases the operator of 
the TLD is entirely a non-governmental organization. Our government needs to work with other 
eovemments. through trade aereements. law enforcement relationships, and other means, to 
develop functional protocols for preventing abuse of ccTLD registration by criminal elements, 
up to and including the risk that some small ccTLD might be captured by bad actors. This is not 
an agenda item for NTIA alone, but certainly that agency has a great deal to contribute to finding 
effective solutions in tliis space. 

Thank you for providing this opportunity to present the views of COA. 1 would be glad 
to respond to any questions. 
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ATTACHMENT A 



NETmundial 


Global Entertainment and Cultural Industry - Internet 
Governance Principles 


• Area; SET OF INTERNET GOVERNANCE PRINCIPLES 

• Entitled by: Ricardo Castanheira 

• Region: Africa, Asia-Pacific, Canada, Carribean, Central America, 
Europe, Mexico, South America, United States 

• Organization: 37 Entertainment and Cultural Organizations from around 
the world (full list attached) 

• Sector Private Sector 

• Keywords. Entertainment and Cultural Industry, rule of law, intellectual 
property. Tunis Agenda 


Abstract 

The Internet is changing lives all over the world. Once connected, people have access to 
job opportunities, products, and services that were previously unthinkable People also 
rely on the Internet for entertainment and culture Wfe know from recent studies that 
consumer demand for online content is skyrocketing, which is driving broadband 
deployment. To ensure continued and sustainable growth of the Internet, the 
entertainment and cultural industry supports a governance structure that: Benefits from 
meaningful participation by all Interested parties, which requires that stakeholders share 
knowledge and information; Fosters growth and innovation, which means systems must 
be interoperable and intellectual property rights protected; and Ensures a safe, stable, 
and secure Internet supported by the rule of law and the sovereign rights of states, 
consistent with international norms and the principles of a free and democratic society 

Document 
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entertainment and cultural industry supports a governance structure that: 


Benefits from meaningful participation by all Interested parties, which requires that 
stakeholders share knowledge and information; 


Fosters growth and innovation, which means systems must be interoperable and 
intellectual property rights protected; and 


Ensures a safe, stable, and secure Internet supported by the rule of law and the 
sovereign rights of states, consistent with international norms and the principles of a free 
and democratic society. 


These concepts stem from the 2005 Tunis Agenda for the Information Society. While the 
foundation for these principles was laid in Africa, we look forward to continuing the dialog 
in South America at the Netmundlal conference in Brazil, and to future discussions in 
other international fora. 


Supported by the following 38 entertainment and cultural industry associations from 
around the world: 


INTERNATIONAL ORGANIZATIONS: IPA: International Publishers Association 
(representing organisations from more than 50 countries in Africa, Asia, Australia, Europe 
and the Americas); FIAPF: International Federation of Film Producers Associations 
(producers' organisations from 28 countries on five continents); IFPI: International 
Federation of the Phonographic Industry (1,300 member companies from 66 countries). 


AFRICA: ANCOP, Nigeria: Association of Nollywood Core Producers; SAFACT, South 
African Federation Against Copyright Theft (Southern African film, home entertainment 
and interactive games industries). 


ASIA-PACIFIC: HKRIA, Hong Kong Recording Industry Alliance Ltd; RIAS: Recording 
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Industry Association (Singapore); RIM: Recording Industry Association of Malaysia; RIT: 
Recording Industry Foundation in Taiwan; TECA: Thai Entertainment Content Trade 
Association. 


CANADA: CMPA, Canadian Media Production Association; Music Canada. 


CARRIBEAN, CENTRAL AMERICA, AND MEXICO: AGINPRO, Guatemalan Association 
of Performers and Phonogram Producers; AMPROFON, Mexican Association of 
Phonogram Producers; BSCAP, Belizean Society of Composers, Authors and Publishers; 
Cinemagic, Mexico; CLAC, Mexico: Coalition for Legal Access to Culture; COSCAP, 
Copyright Society of Composers, Authors and Publishers; JAMMS, Jamaica Music 
Society; SOMEXFON, Mexican Society of Record and Music Video Producers; 
PRODUCE. Society of Phonogram Producers of Panama; SODINPRO, Dominican 
Society of Record Producers; FONOTICA, Costa Rican Society of the Recording Industry. 


EUROPE: ISFE, Interactive Software Federation of Europe: IVF; International Video 
Federation (representing video associations from Belgium, Denmark, Finland, France, 
Germany, Italy, The Netherlands, Norway, Spain, Sweden, Switzerland, and the United 
Kingdom). 


SOUTH AMERICA: ABPD, Brazilian Association of Record Producers; ABLF, Brazilian 
Association of Phonographic Licensing; APDIF COLOMBIA, Association for the Protection 
of the Intellectual Property Rights of the Recording Industry; ASAP, Salvadorian 
Association of Phonogram Producers; CAPIF, Argentinean Chamber of Phonogram 
Producers; CUD, Uruguayan Chamber of the Recording Industry IFPI; CHILE, Chilean 
Phonographic Association; UNIMPRO, Peruvian Union of Phonograms and Music Videos 
Producers; SOPROFON, Ecuadorian Society of Phonogram Producers; SGP, Producers 
Society of Paraguay; PROFOVI, Society of Phonogram and Music Video Producers 
(Chile), SICAV - Sindicato Interestadual da Industria Audiovisual (Rio de Janeiro). 
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UNITED STATES: AAP: Association of American Publishers; ESA: Entertainment 
Software Association; MPAA: Motion Picture Association of America; RIAA: Recording 
Industry Association of America. 
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Mr. Marino. Thank you, sir. 

The Chair recognizes Mr. Castro. 

TESTIMONY OF DANIEL CASTRO, SENIOR ANALYST, INFORMA- 
TION TECHNOLOGY AND INNOVATION FOUNDATION (ITIF) 

Mr. Castro. Thank you. Mr. Chairman and Members of the Sub- 
committee, I appreciate the opportunity to discuss the future of 
internet governance here today. 

NTIA’s proposal to relinquish its oversight of the lANA function 
presents unique risk. U.S. oversight serves an important and valu- 
able role in maintaining the security, stability, and openness of the 
internet and in deterring countries who might try to manipulate 
the DNS for political purposes. 

The U.S. Government does not directly exert its authority on 
ICANN’s policymaking process, but it has intervened when ICANN 
has fallen short of global expectations. For example, in 2002, NTIA 
used its oversight to ensure that ICANN adopt an organization- 
wide conflict of interest policy and public reporting requirements to 
increase its transparency. Moreover, ICANN’s future performance 
in the absence of U.S. oversight cannot be predicted based on its 
past performance while under it. Removing oversight means remov- 
ing accountability. 

Any pledged commitment or oath made by the current ICANN 
leadership is not binding unless there is some accountability mech- 
anism in place to back up those promises. Until now, the United 
States has served that role. If the U.S. Government is no longer 
providing that stability, an alternative mechanism is needed to en- 
sure that ICANN is held accountable to the public interest. 

Without U.S. Oversight, ICANN has the potential to grow into 
the world’s largest unregulated monopoly. ICANN finances its op- 
erations by levying fees on the internet resources it maintains. 
These fees can be adjusted and expanded at the discretion of 
ICANN. This is a conflict of interest since ICANN’s own financial 
interests are at odds with keeping costs down for internet users 
and businesses. 

It is natural for organizations to want larger budgets, but 
ICANN is in an unusual position in that it has a substantial 
amount of authority to independently raise additional revenue. Al- 
ready ICANN has shown its appetite for more funding. In the dec- 
ade from 2003 to 2012, ICANN’s annual revenue grew tenfold, from 
6 million to over 70 million, and in between 2012 and 2013, 
ICANN’s revenue tripled to over 230 million as the organization ex- 
panded the number of top-level domains. 

A lot could happen with so much money at stake. For example, 
some countries could look to ICANN as a new tool to redistribute 
global wealth. We should be very mindful of creating a global orga- 
nization with little accountability that can effectively tax the inter- 
net. 

While the proposal to transition governance of the DNS to a 
multi-stakeholder organization like ICANN is vastly superior to al- 
ternatives such as ceding control to the ITU. Giving up U.S. over- 
sight creates a highly uncertain future for ICANN. The primary 
problem is that its existing bylaws and structures are not perma- 
nent and can easily be changed in the future. Without the U.S. 
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Government serving as a backstop, it may very well devolve into 
something resembling the ITU. Congress should be aware that a 
U.N. style takeover of the internet could happen even within 
ICANN if the advisory role the governments have today later be- 
comes one of outright control. 

Given the significant impact that this transition could have on 
the future of the internet, it is critical for Congress to be actively 
engaged on this issue. The final decision to relinquish its oversight 
should only occur if there is consensus for transition in both Con- 
gress and the Administration. If NTIA pursues this transition, it 
has only one opportunity to get it right. There are no second 
chances. 

Therefore, Congress, through the Government Accountability Of- 
fice should work closely with NTIA and other stakeholders to iden- 
tify potential risks involved in the transition, including worse case 
scenarios, as well as opportunities to mitigate those risks. NTIA 
should then be required to explain to Congress how any proposal 
it finds acceptable would successfully avoid the threats identified 
by stakeholders and importantly, NTIA should be required to ex- 
plain not just how the plan mitigates first order risk in the pro- 
posed plan but also second order risk of how ICANN could change 
after the U.S. Government relinquishes its oversight. Developing 
new scenarios will also help NTIA move from broad principles to 
detailed criteria for how it will evaluate any future proposal. 

The future of internet governance is at a crossroads. The transi- 
tion away from U.S. oversight will create risks and challenges for 
internet governance, many of which we may not be able to fully an- 
ticipate today. Without the current oversight by the United States, 
ICANN will not be accountable to anyone. Such a change may not 
bode well for the principles supported by the United States and its 
allies. While the initial principles for the transition outlined by 
NTIA are a good first step. Congress should exercise its own over- 
sight authority to demand a more detailed set of criteria that must 
be met before any transition plan is accepted. 

Thank you for the opportunity to share with you my thoughts on 
the proposed transition. I look forward to any questions. 

[The prepared statement of Mr. Castro follows:] 

Prepared Statement of Daniel Castro, Senior Analyst, 
Information Technology and Innovation Foundation (ITIF) 

Chairman Coble and members of the subcommittee, I appreciate the opportunity 
to appear before you to discuss the recent decision by the Department of Commerce 
to give up U.S. oversight of important Internet functions. I am a senior analyst at 
the Information Technology and Innovation Foundation (ITIF). ITIF is a non- 
partisan think tank whose mission is to formulate and promote public policies to 
advance technological innovation and productivity. In my testimony today, I will dis- 
cuss the unique and valuable role that U.S. oversight has served in Internet govern- 
ance, the risks inherent in a transition away from this model, and how to best miti- 
gate those risks. 


BACKGROUND 

The U.S. government has had an unparalleled impact on the development of the 
Internet from the Defense Advanced Research Projects Agency (DARPA) building 
the first packet switching network to the National Science Foundation (NSF) fund- 
ing research that would eventually lead to the creation of Google. Over time, the 
Internet has evolved from its original roots as a domestic research network into a 
global platform for commerce, communication, and innovation; however, throughout 
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this transformation, the U.S. government has been at the forefront of efforts to en- 
sure the security, stability, and resiliency of the Internet, while also protecting the 
interests of individual users, businesses, and other stakeholders. 

A core component of these efforts has been the oversight of the Internet Assigned 
Numbers Authority (lANA) functions by the National Telecommunications and In- 
formation Administration (NTIA) in the U.S. Department of Commerce. The lANA 
functions include managing the root zone of the Domain Name System (DNS), allo- 
cating Internet Protocol (IP) addresses, and various other technical functions inte- 

g al to the stability and security of the Internet. The DNS is the system that trans- 
tes URLs, such as www.congress.gov, into IP addresses, such as 140.147.249.9. 
These functions were originally managed directly by contracts held by the U.S. gov- 
ernment, but after commercial use of the Internet expanded in the 1990s, the U.S. 
government decided to transfer the management of the DNS and related functions 
to the private sector. 

In July 1997, the Clinton Administration reassigned responsibility for the lANA 
functions from the NSF to the NTIA and authorized the Department of Commerce 
“to support efforts to make the governance of the domain name system private and 
competitive and to create a contractually based self-regulatory regime that deals 
with potential conflicts between domain name usage and trademark laws on a global 
basis.^’ 1 The NTIA, in turn, issued two policy statements, in January and June 1998 
respectively (commonly referred to as “the Green Paper” and “the White Paper”) 
outlining a plan to privatize the management of Internet names and addresses.^ 
The NTIA made clear that “during the transition and thereafter, the stability of the 
Internet should be the first priority of any DNS management system.” ^ Following 
the publication of these policy documents, the NTIA signed a no-cost contract with 
the Internet Corporation for Assigned Names and Numbers (ICANN), a newly- 
formed not-for-profit organization headquartered in Marina del Rey, California, 
tasking it with managing the DNS and related technical functions. Since then, the 
lANA contract has been renewed and modified multiple times, and the existing 
lANA contract with ICANN will expire on September 30, 2015. On March 14, 2014, 
the NTIA announced that it intends to relinquish its oversight of the IANA func- 
tions.'^ 


U.S. OVERSIGHT HAS CONTRIBUTED TO THE STABILITY OF THE DNS AND 
ACCOUNTABILITY FOR ICANN 

The U.S. government has had, and continues to have, an important role in main- 
taining the security, stability, and openness of the Internet. U.S. oversight provides 
a backstop to ensure that ICANN satisfies its responsibilities in effectively man- 
aging the Internet’s domain name and addressing system. This oversight provides 
the necessary assurance to the millions of companies not just in the United States, 
but around the world, who invest in and use the Internet for business that the 
Internet’s basic technical architecture will continue to be governed in a fair, open, 
and transparent manner. And under this oversight, the world has witnessed the 
Internet deliver an incredible amount of innovation and social benefits. 

Moreover, U.S. oversight has served as a deterrent to stakeholders, including cer- 
tain foreign countries, who might otherwise choose to interfere with ICANN’s oper- 
ations or manipulate the DNS for political purposes. For example, a country may 
want to censor a top-level domain name or have ICANN impose certain restrictions 
on domain name registries or registrars. However, both ICANN and the U.S. gov- 
ernment have publicly committed to ensuring that decisions about the DNS are 
made in the public interest and that ICANN operates openly and transparently.® 
Although the U.S. government has made a strong commitment to upholding these 
principles, it does not directly exert its authority in ICANN’s policymaking process. 
Instead, if ICANN were to fall short of these commitments, the U.S. government 
could intervene. For example, as recently as 2012, the NTiA used its oversight of 
the IANA function to ensure that ICANN adopt an organization-wide conflict of in- 


i“A Framework for Global Electronic Commerce,” The White House, July 1, 1997. https:// 
www.fas.org/irp/offdocs/pdd-nec-ec.htm. 

2 “Statement of Policy on the Management of Internet Names and Addresses,” National Tele- 
communications and Information Administration, June 5, 1998, http://www.ntia.doc.gov/federal- 
register-notice/1998/statement-policy-management-internet-names-and-addresses. 

3 Ibid. 

4 “NTIA Announces Intent to Transition Key Internet Domain Name Functions,” National 
Telecommunications and Information Administration, March 14, 2014, http://www.ntia.doc.gov/ 
press-release/20 14/ntia-announces-intent-transition-key-intemet-domain-name-functions. 

® “Affirmation of Commitments by the United States Department of Commerce and the Inter- 
net Corporation for Assigned Names and Numbers,” September 30, 2014, http:// 

WWW. ntia.doc.gov/files/ntia/publications/affirmation_of_commi tments_2009.pdf. 
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terest policy and public reporting requirements to increase its transparency.® This 
governance structure provides tremendous benefit as it has created an open, 
participatory, bottom-up structure of Internet polic 3 Tnaking that includes constitu- 
ents from the private sector, civil society, and governments, while ensuring that 
there is a fail-safe mechanism in place so that the principles and spirit with which 
ICANN was created can flourish. 

THE PROPOSED TRANSITION PRESENTS RISKS TO INTERNET GOVERNANCE 

The proposal to relinquish U.S. oversight of the lANA function presents unique 
risks to the future stability, security, and openness of the Internet. Removing over- 
sight means removing accountability. Any pledge, commitment, or oath made by the 
current ICANN leadership is not binding unless there is some accountability mecha- 
nism in place to back up that promise. Until now, the United States has served that 
role. If the U.S. government is no longer providing that stability, an alternative 
mechanism is needed to ensure that ICANN is held accountable to the public inter- 
est. 

ICANN’s future performance in the absence of U.S. oversight cannot be predicted 
based on its past performance under U.S. oversight. U.S. oversight of ICANN resem- 
bles self-regulatory systems in the private sector. In these systems, an industry-led 
self-regulatory organization sets and enforces rules and standards related to the 
conduct of companies in the industry. However, there is typically an outside entity, 
such as the Federal Trade Commission (FTC), which can intervene if a company de- 
fies the self-regulatory organization or if the self-regulatory organization produces 
rules that are insufficient to protect the public interest. Just as it would be incom- 
prehensible to suggest that an industry that has a successful track record with self- 
regulation no longer be subject to the FTC or other government oversight, it is a 
similarly dubious proposition to suggest removing this backstop for Internet govern- 
ance without a suitable alternative mechanism in place. 

Without U.S. oversight ICANN has the potential to grow into the world’s largest 
unregulated monopoly. ICANN finances its operations by levying fees on the Inter- 
net resources it maintains. For every domain name that is registered, renewed, or 
transferred, ICANN receives between $0.18 and $0.25 per transaction.^ These fees 
can be adjusted and expanded at the discretion of ICANN. For example, ICANN 
could decide to increase the fees it charges, expand the fee to an annual or monthly 
license fee instead of a per-transaction fee, or create new fees for other resources 
it manages such as IP addresses. ICANN has a conflict of interest in pursuing the 
global public interest since its own financial interests are at odds with keeping costs 
down for Internet users and businesses. It is natural for organizations to want larg- 
er budgets, but ICANN is in an unusual position in that it could raise a substantial 
amount of additional revenue with little accountability. Already, ICANN has shown 
its appetite for more funding. In the decade from 2003 to 2012, ICANN’s annual rev- 
enue grew ten-fold from under $6 million to over $70 million. And then between 
2012 and 2013, ICANN’s revenue tripled to over $230 million as the organization 
expanded the number of top-level domains. Moreover, some countries could look to 
ICANN’s ability to extract money from the Internet ecosystem to fund other projects 
such as broadband connectivity, digital literacy, or access to computers. These types 
of projects may have broad appeal, but it would not be useful to create a global orga- 
nization with the ability to effectively teix the Internet with no safeguards in place 
to limit its authority. 

Finally, while the proposal to transition governance of the DNS to a multi-stake- 
holder organization like ICANN is vastly superior to some alternatives, such as 
ceding control of these functions to a multi-lateral governmental organization like 
the International Telecommunication Union (ITU), as some nations have proposed, 
giving up U.S. oversight creates an uncertain future for the Internet. The primary 
problem is that the existing governance structure of ICANN, as with any organiza- 
tion, is not permanent and can easily be restructured in the future. Without the 
U.S. government serving as a backstop, it may very well devolve into something re- 
sembling the United Nations. Congress should be aware that a UN-style takeover 


® “Commerce Department Awards Contract for Management of Key Internet Functions to 
ICANN,” National Telecommunications and Information Administration, July 2, 2012, http:// 
www.ntia.doc.gOv/press-release/2012/commerce-department-awards-contract-management-key- 
internet-functions-icann. 

ICANN receives either $0.18 or $0.20 from registrars providing services for current TLDs. 
See “FY14 Budget Approval,” ICANN, August 22, 2013, http://www.icann.org/en/about/financials/ 
adopted-opplan-budget-fyl4-22augl3-en.pdf. Registrars providing services for the new gTLDs 
are assessed a $0.25 fee. See: “Frequently Asked Questions,” ICANN, 2014, http:// 
newgtlds.icann.org/en/applicants/customer-service/faqs/faqs-en. 
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of the Internet could happen even within ICANN if the advisory role that govern- 
ments have today later becomes one of outright control. 

THE U.S. GOVERNMENT SHOULD WORK TO IDENTIFY AND MITIGATE RISKS 
MOVING FORWARD 

Given the significant impact that this transition could have on the future of the 
Internet, it is critical for Congress to be actively engaged on this issue. The final 
decision to relinquish this oversight should only occur if there is consensus for a 
transition in both Congress and the Administration. If the NTIA pursues this tran- 
sition, it has only one opportunity to get it right — there are no second chances. 
Therefore, Congress, through the Government Accountability Office, should work 
closely with the NTIA and other stakeholders to identify potential risks involved in 
this transition, including “worst case” scenarios, as well as opportunities to mitigate 
those risks. The NTIA should then be required to explain to Congress how any pro- 
posal it finds acceptable would successfully avoid the threats identified by stake- 
holders. And importantly, the NTIA should be required to explain not just how their 
plan mitigates first-order risks in the proposed plan, but also second-order risks of 
how ICANN could change after the U.S. government relinquishes its oversight. De- 
veloping these scenarios will also help the NTIA move from broad principles to de- 
tailed criteria for how it will evaluate any proposal. 

CONCLUSION 

The future of Internet governance is at a crossroads. The transition away from 
U.S. oversight will create unique risks and challenges for Internet governance, 
many of which we may not be able to anticipate today. Without the current over- 
sight by the United States, ICANN would not be accountable to anyone and would 
be motivated only by the interests of those individuals who control the organization. 
Such a change may not bode well for the principles supported by the United States 
and its allies. While the initial principles for the transition outlined by the NTIA 
are a good first step. Congress should exercise its own authority to demand a more 
detailed set of criteria that must be met before any transition plan is accepted. 
Thank you for the opportunity to share with you my thoughts on the proposed tran- 
sition. I look forward to answering any questions you have. 


Mr. Marino. Thank you, sir. 

The Chair now is going to recognize the Ranking Member Mr. 
Nadler from New York to do the first series of questioning. 

Mr. Nadler. Thank you. Let me thank all the witnesses. 

Let me ask, first of all, that — I gathered from all the witnesses, 
the possible exception of Mr. Castro, that all the concerns you have 
expressed are contingent concerns that we ought to bear in mind, 
that we got to watch the process of — as proposals are put out. A 
year-and-a-half from now, the — or request for proposals in effect 
that is put out. A year-and-a-half from now, proposals come back, 
and at that time we have to be very careful that these concerns 
that have been expressed have been adequately addressed by any 
proposal before it is adopted then but that the real concern that we 
ought to have and look at in the proposals that come back then, 
and just be wary of this now. 

Does anyone disagree with that? In other words, does anyone dis- 
agree? Does anyone think we are taking a step that is irrevocable 
or really bad now, or does everybody, or good, for that matter, or 
does everybody really think that we are setting the stage, there is 
going to be a preparation, and we really have to watch carefully 
what comes back and make decisions a year-and-a-half or 2 years 
from now? 

Why don’t we go left to right. Mr. Rosenzweig. 

Mr. Rosenzweig. I agree with the characterization. I would add 
only the small “p” political concern that there might be a degree 
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of pre-commitment to the result on the part of both the Adminis- 
tration and/or and NTIA and/or ICANN, but 

Mr. Nadler. But you haven’t seen that. 

Mr. Rosenzweig. But I haven’t seen that, yeah, but I would cor- 
rect — I think you are correct in structuring this as we need to 
measure the result. 

Mr. Nadler. And a little premature to get all upset or happy or 
whatever. Mr. Chehade. 

Mr. Chehade. You are correct. Congressman Nadler. We have 
time, and as I said also before, we are not — we shouldn’t be rushed. 
I know that we have a contract that has a natural ending in Sep- 
tember 2015, but there is no rush. We should get this right, and 
we have the time to do them. 

Mr. Nadler. Mr. Metalitz. 

Mr. Metalitz. Yes, sir. I would agree with that, Mr. Nadler. The 
one footnote I would drop is that in fact this decision might be ir- 
revocable, and that is why we need to be so careful. 

Mr. Nadler. Yeah, but the decision, a year-and-a-half from now, 
not now? 

Mr. Metalitz. Yes, that is right. Both in the process and in the 
outcome, we need to make sure we get it right. 

Mr. Nadler. Right. Mr. Castro. 

Mr. Castro. I would just add that I think the announcement 
puts us on a irrevocable trajectory right now. 

Mr. Nadler. So you disagree. 

Mr. Castro. I just think that, I don’t think we can go back from 
this. I think it would be very difficult to, at least. 

Mr. Nadler. So, are you saying that the decision to seek these 
proposals now binds us to accept a proposal even if the criteria are 
not met, Mr. Castro? 

Mr. Castro. It doesn’t bind us, but it certainly puts tremendous 
pressure to accept it. 

Mr. Nadler. Okay. I assume none of you, the rest of you agree 
with that. Okay. 

Now, Mr. Chehade, Politico reported yesterday that you concep- 
tually support H.R. 4342, the DOTCOM Act of 2014. Do you sup- 
port that bill? 

Mr. Chehade. As I said yesterday to you and to the public. Con- 
gressman Nadler, we support conceptually mechanisms for account- 
ability and for transparency. We do not support any particular bill. 

Mr. Nadler. Okay. So you don’t support that bill or any other 
bill. Do you think that that bill, the DOTCOM Act, could harm the 
transition process? And let me just comment, and how might it im- 
pact the ongoing efforts of some nations to transition internet gov- 
ernance to the ITU or to the United Nations? 

Mr. Chehade. I believe that if the perception globally that our 
government does not trust the multi-stakeholder model, which we 
approved unanimously 

Mr. Nadler. Which you think would be generated by adoption of 
that bill? 

Mr. Chehade. Could. 

Mr. Nadler. Okay. 
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Mr. Chehade. Could add to the perception that we do not trust 
our own model, and I think that that will send the wrong mes- 
sages. 

Mr. Nadler. So do you think the DOTCOM Act would harm the 
transition process for that or any other reason? 

Mr. Chehade. I don’t think it affects directly that transition 
process, but it will send continued messages that we are not trust- 
ing our own multi-stakeholder model that we believe in and we be- 
lieve is the right model. 

Mr. Nadler. Okay. Do you see any reason we need legislation 
now to ensure our oversight of this process? 

Mr. Chehade. The only reason we would is if we hadn’t heard 
Secretary Strickling multiple times say that he is going to be avail- 
able, he is going to build consensus here, he will inform the Con- 
gress, and I make the same assurances on behalf of ICANN. 

Mr. Nadler. Okay. Now, there is concern that without NTIA 
oversight, ICANN will not have any external accountability and 
might be governed by the interests of those controlling the organi- 
zation, what wpuld you reply to that? 

Mr. Chehade. It would be impossible to imagine that. 

Mr. Nadler. Because? 

Mr. Chehade. Because ICANN was structured, as I said before, 
with a set of mechanisms and hundreds of checks and balances 
that make it impossible for any one party to capture the processes 
at ICANN. 

Mr. Nadler. Okay. Now, in the past, some of my colleagues have 
raised concerns that ICANN’s management of internet domain 
functions, including whether it was affording adequate protections 
to consumers and rights holders and working to combat online 
fraud and piracy, if NTIA relinquishes contractual relations with 
ICANN, how do we ensure that ICANN is responsive to our con- 
cerns as well as to other key stakeholders down the road? 

Mr. Chehade. So, first let me clarify that the announcement by 
NTIA has nothing to do with the way we make policies and we en- 
force our contracts. These are completely two separate things. So 
the fact that they are going to relinquish that particular oversight 
is being conflated with the other work we do, as Mr. Metalitz ex- 
plained very well. In that other realm of policies and enforcement, 
I want to tell you that we have been strengthening our ability to 
ensure compliance. I think in since 2011 we nearly tripled the 

Mr. Nadler. But some people think that the NTIA — that we 
have leverage oyer ICANN because of this, no? 

Mr. Chehade. Not any more than you will continue to have. 
NTIA participates, the U.S. Government participates in all of our 
processes, and they will continue to do so. The announcement 3 
weeks ago has to do with the lANA function, and that is a very 
small and specific area of work, important, but has nothing to do 
with the policies and the enforcement of the Congress. 

Mr. Nadler. Okay. My last — is what Mr. Metalitz noted that 
ICANN must remain a not-for-profit subject to U.S. law by virtue 
of the Affirmation of Commitments, and I want to ask why is this 
important and what would cause ICANN to withdraw from the 
AOC, and if it did so, how can anyone be sure that obligations con- 
tained in the AOC would continue to be followed? 
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Mr. Chehade. This Mr. Metalitz is superbly right here. We must 
maintain the AOC. It is a very important document. I am com- 
mitted to that. In fact, in the next few days we will launch a public 
consultation process to strengthen the AOC, strengthen our ac- 
countability, and engage the whole community to ensure that the 
concepts and the agreements that we made to the world and the 
AOC remain very much in the fabric of ICANN. 

Mr. Nadler. Okay. Mr. Metalitz, you have any comment on that? 

Mr. Metalitz. Yes. I think that is — that is a welcome statement, 
but Mr. Chehade is not going to be the president of ICANN forever, 
the board isn’t going to be the same forever, and I think we need 
to probably be looking at mechanisms to make sure that ICANN’s 
relationship under the Affirmation of Commitments is kept perma- 
nent as much as possible. 

Mr. Nadler. I assume in the next hearing, you have to go make 
recommendations as to some mechanisms of doing so. 

Mr. Metalitz. Yes. 

Mr. Nadler. Thank you very much. My time is expired. 

Mr. Holding [presiding.] Thank you. 

Mr. Chehade, can you respond to Mr. Castro’s concern that 
ICANN has the potential to become the world’s largest unregulated 
monopoly and may be able to use this authority to tax the internet? 

Mr. Chehade. It is impossible for ICANN to move in that direc- 
tion because of the multi-stakeholder model. It is important to ap- 
preciate that even the policies we use to perform the lANA func- 
tions come from huge large communities even outside of ICANN. 
Take, for example, the thousands of engineers of the Internet Engi- 
neering Task Force, the IETF. They get together around the world 
every few months. 

They make policies. They check on me performing these policies 
regularly, and it is not a fun meeting when we have it with them. 
They have accountability on us. So for all these thousands of people 
in different communities even outside of ICANN who make policies 
for how the internet works, to be somehow captured under a single 
model is impossible. It is by design. It is almost like saying one en- 
tity can control the entire internet. Just like the Internet, ICANN 
is impossible to capture. 

Mr. Holding. Mr. Castro, he says you don’t know what you are 
talking about, so take a minute to refute Mr. Chehade there. 

Mr. Castro. Sure. I think any political system is subject to var- 
ious types of designs, and those designs put constraints on what 
people can do, but they are not infallible. Certainly we can look at 
any government, any institution in the world where we have seen 
dramatic change. We have seen in our own U.S. history a change 
in the amount of revenue that the Federal Government takes in 
along various principles. 

You know, at one point an income tax was inconceivable, and we 
have that today. I am not, by any means, anti-tax, but the point 
is, organizations change. The dynamics change. The political will to 
do things changes. It is very conceivable to think of a time when 
ICANN would be suffering as an organization, and to move for- 
ward, it would have to raise revenue even just to remain oper- 
ational, and so changes would be made. And as well, the technology 
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changes. The technology for which ICANN is responsible might 
change as well. 

We are moving from IPv4 to IPv6. What that means is we are 
going to have a significantly larger pool of numbers that ICANN 
is responsible for. 

Right now ICANN doesn’t charge anything for that, but it could. 
That would be an astronomical increase in the amount of revenue 
it could obtain. These aren’t things that definitively will happen, 
but these are risks that we should be aware of 

Mr. Holding. Mr. Rosenzweig, do you think there is a potential 
of this monopoly danger? 

Mr. Rosenzweig. I think the right way to structure the question 
is this, all of the restrictions that Mr. Chehade has referenced are 
internal to ICANN, and they are good. They are probably quite ef- 
fective, but you work in a body that has a lot of internal restric- 
tions as well, and you know as well as I do that times come where 
people waive those restrictions or change them or they mutate over 
time for good reasons or for benevolent reasons. 

The only way — the right answer to that problem is one not avail- 
able to this institution of some other form of external checking 
function that is able to restrict and restrain that mutation if it goes 
off in adverse ways. That is why I suggested, as part of my testi- 
mony, the need for, you know, an outside check-in function in 
forms of audits, oversights, inspectors generals, an external judici- 
ary of which they already have a forum. 

Those are the types of external structures that will then ensure 
that the internal structures continue to function as they are and 
aren’t overtaken by internal events. So, again, I don’t think it is 
an insurmountable problem, but I think it is critical that as part 
of the lANA transition, one of the things that ICANN brings back 
to the NTIA and for us to review is what those external structures 
would be that would maintain that Mr. Metalitz’s suggestion that 
ICANN has to remain subject to U.S. law suggests that is one of 
those functions might be U.S. courts. 

I don’t know if that would be a good answer or not and I am not 
sure whether the rest of the world would like that answer, but that 
is at least inside the model of what I think is essential. 

Mr. Holding. Do you think it is possible that ICANN has a sig- 
nificant financial motive in wanting to move to an international 
status? 

Mr. Rosenzweig. I can’t examine the motives of ICANN. I don’t 
know. I do know that there are at least failure modes I could imag- 
ine in which the financial incentives would drive behaviors that I 
would consider bad. I haven’t seen any evidence of that now, but 
I can’t guarantee that they won’t happen in the future, so to that 
de^ee, I sort of concur with Daniel’s suggestion that it is a possi- 
bility, but it is one that I think can be guarded against or should 
be guarded against. 

Mr. Holding. Mr. Chehade, what was ICANN’s annual revenue 
in 2001? 

Mr. Chehade. I was not, I am not aware of that number. I can 
get back to you, Mr. Chairman. 

Mr. Holding. A few million dollars, would it fair to say? 

Mr. Chehade. Yes, under 10 million. 
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Mr. Holding. How about in 2013? 

Mr. Chehade. Our revenues for the core operations of ICANN 
was a little shy of $80 million or so. 

Mr. Holding. Eighty million? 

Mr. Chehade. Yes. Now if you add the new gTLD program 

Mr. Holding. 8-0. 

Mr. Nadler. He said 8-0 or 1-8? 

Mr. Chehade. Yes. And then for the new gTLD program, we 
have a separate accounting mechanism to deal with that, but that 
is a revenue neutral program. It is not a profit program. The fees 
we take are used to process the program, and the fees we have 
taken are pretty much spent on getting that program up and run- 
ning. 

Mr. Holding. All right. Thank you. 

I believe Ms. Lofgren. 

Ms. Loegren. Yes. Thank you, Mr. Chairman. 

I think this has been a very helpful discussion, and as I listen 
to Mr. Chehade’s testimony, I am struck by how closely this devel- 
opment in ICANN has tracked what our hopes were back in the 
1990’s, in the mid 1990’s. Now, it is true, I mean, there is no guar- 
antee for anything ever in life, but so far so good, and I had to 
laugh when I heard you say, you know, meeting with thousands of 
internet engineers is not always fun. I cannot imagine, I mean, the 
internet engineers I know agreeing to do any of the parade of 
horribles that, you know, people are concerned about, so that is one 
part of the guarantee. 

I think it is important that we have a diversity of opinion, and 
Mr. Castro is odd man out again. I remember when you were here 
during the SOPA hearings. I think you were the only voice in favor 
of DNS redirection and in favor of SOPA when all of the rest of 
the internet engineers I had ever met were arguing against it, and 
I think it is important that your voice, although isolated, be heard 
again. 

I do think that, as I have listened to my colleagues, I am hearing 
an interest. Obviously, the United States is going to continue to be 
involved in ICANN, but primarily that involvement has been 
through the private sector, individual engineers, and kind of the 
nerdiest branch of the Federal Government in the Department of 
Commerce. Is there a role for the legislative branch to look and to 
observe in ICANN or have any other governments have legislators 
also attend meetings and observe? Would that be a problem? 

Mr. Chehade. First of all, everyone is welcome at ICANN. 
ICANN is open, has no membership fees, all of our meetings are 
transcribed, completely transparent in all languages of the U.N. 
plus Portuguese, so everyone is welcome. We have not seen a large 
participation by judicial bodies from around the world. Law en- 
forcement, however, has been more involved at ICANN with the 
Interpol and the FBI and others engaged, and in fact, they have 
been very helpful in shaping some of the elements of the new 
agreements we signed with a thousand registrars in the world. 

Ms. Loegren. Right. 

Mr. Chehade. So, but I think the participation is welcome. Con- 
gress is welcome, we need everyone to be involved, but at this 
stage, ICANN has shown its very close attention to the review 
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mechanisms and the accountability mechanisms and they are in 
place and they are working. My colleague Paul mentioned earlier 
FOIA. 

We have a process at ICANN similar to FOIA that we have im- 
plemented since 2009, so we have many of these mechanisms and 
processes, including independent review mechanisms that go out- 
side of ICANN to ensure that we are performing with account- 
ability. 

Ms. Lofgren. Well, I think that, you know, unfortunately, and 
I don’t think it is people in this body, but there have been some 
alarmist voices out in the media world that I wish that — I hope 
that they have listened to this hearing and gotten a greater under- 
standing really what this is about, and the fact that you, Mr. 
Chehade, and ICANN itself is not resisting, in fact, is embracing 
the idea of continued involvement to make sure that our goals for 
a free and open internet continue to be met. 

And I certainly, the Committee and other. Energy and Commerce 
Committee, as well, is interested in that, and you know, I don’t 
know that every Member of Congress would want to go and sit 
through these meetings, but it might be a good experience for us 
and the next time you meet in the United States, maybe, you 
know, we should do a little group and go see firsthand what it is 
like to participate, and I will be the first to volunteer to do that. 
I want to thank each one of you for your excellent testimony here 
today. It is a service to the country, and you know, people don’t re- 
alize that you are volunteers here. I mean, and we appreciate that. 
It is really very, very helpful. 

And I thank you, Mr. Chairman. I know we have one other 
speaker and lots of airplanes waiting for us to leave for our 2 
weeks off. 

Thank you very much. 

Mr. Marino [presiding]. Thank you. 

I guess I am the last one. So, as we say in my rural district of 
Pennsylvania, let’s go to the barn and talk turkey here because I 
didn’t hear the questioning from my colleagues, but I was in a 
meeting with someone that I didn’t want to send them home with- 
out meeting with me, so I apologize for that. 

But I think it — Mr. Metalitz and Mr. Chehade, I emphasized on 
more than one occasion, I believe, that ICANN is going to stay in 
the United States. Is that true? Did I hear that correctly? 

Mr. Chehade. Yes, it is part of the Affirmations of Commitment 
document today that we have to remain incorporated and 
headquartered in the United States. 

Mr. Marino. Is there a possibility, and I am asking for a pre- 
diction, when we pass legislation well intended, we do not see some 
ramifications coming down the road, but with a reasonable degree 
of certainty, can you tell me could ICANN leave the United States 
at some point, and why, and how? 

Mr. Chehade. So long as the Affirmation of Commitments are in 
place, and I mentioned earlier that I am starting a process to 
strengthen them and affirm them, we will stay here. We also have 
thousands of contracts signed here as a California corporation. It 
is the logical thing for us to continue and there is no plan or pros- 
pect right now for doing so. 
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Mr. Marino. I am going to ask you to play devil’s advocate with 
me a little bit here. Give me a scenario, if you could, again, with 
a reasonable degree of thought here, how ICANN would move from 
the United States? Is there a circumstance that you can think of 
that would occur, because even though there is a commitment, you 
have contracts here, anything can be litigated if it got to that, but 
there is — I know of nothing that would prevent a company from 
leaving the United States should it decide to do that. 

Mr. Chehade. The best way to look at this scenario is to think, 
as you asked, Mr. Chairman, how would we get there. Well, it is 
not the decision I can make. It is not the decision even our board 
can finalize without full multi-stakeholder consultation that will 
take — if it took us 7 years to come up with a gTLD program, it will 
take us a little longer than that to agree on something this funda- 
mental and this changing of how we work. So, the good news is 
that ICANN will involve the private sector, you will have Microsoft, 
you will have Google, you will have Cisco, you will have all of our 
members, the civil society groups, everyone will have to be involved 
in, frankly, answering your questions, which are why would we do 
this? 

It has worked so well for us here, why would we change that. So 
this is a process, and it takes a long time, and all is transparent, 
so none of this can happen without this House and this Congress 
knowing immediately that there is even a discussion about that, 
because everything we do is public, transparent, and transcribed. 

Mr. Marino. Does anyone else want to respond to that? To my 
scenario? 

Mr. Metalitz. If I may. 

Mr. Marino. Please, go ahead, sir. 

Mr. Metalitz. If I may. I would agree that it would be — it 
wouldn’t be an overnight decision if that were to occur, but I want 
to — I just feel like I have to respond to one thing that Mr. Chehade 
said earlier which was that it is impossible for any one group to 
capture the multi-stakeholder process. 

That may be true if you think of the multi-stakeholder process 
in the abstract, but as I sit here, having been involved in ICANN 
longer than everyone else at this table put together, I can tell you 
that ICANN, while it tries to embody the multi-stakeholder model, 
ICANN can be captured and it has been captured in the past by 
interest groups. So, I think we constantly have to be on guard 
against that. 

Maybe in the abstract the multi-stakeholder model cannot be 
captured, but I think we really do have to be on guard against that 
in this human institution called ICANN that is attempting to em- 
body the multi-stakeholder model. 

And I think this is really an area where oversight by this Com- 
mittee and by the Congress is extremely important as well as en- 
gagement by the U.S. Government on an ongoing level because I 
think that risk will remain. 

Mr. Marino. How many entities are involved in changing by- 
laws? I am not quite clear on that at this point. Anyone? 

Mr. Chehade. So, ICANN has a board of directors made of 16 
board members that are elected through both the community, so it 
takes a long time again for let’s say the user groups can elect a 
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person that sits on the board, business sector, et cetera, so each 
stakeholder groups elects these board members. 

And then we have an independent nominating committee that 
picks some of the board members, and again they search openly for 
a non-stakeholder based board members. That board has the ability 
to change the bylaws, but it is a pretty broad board and it is a com- 
munity board and has used its, I think, if you look at how they 
have worked today, especially as it relates to bylaws, it has been 
very judicious in touching these. And it is very hard to get con- 
sensus, frankly, along 16 board members that have been elected 
through communities, not through monolithic processes. 

Mr. Marino. What intention would there be, if any, to bring 
those proposed bylaw changes to this Committee? 

Mr. Chehade. What intention we 

Mr. Marino. Would you have any problem with bringing those 
proposed bylaw changes to Congress, to this Committee? 

Mr. Chehade. I think it would have to be explained to our stake- 
holders. We have thousands of stakeholders and many not U.S. 
based stakeholders. It would be very complicated for us to explain 
to them that we need to bring bylaw changes for a California cor- 
poration to Congress. 

Frankly, I don’t even know how this could be done with all of our 
stakeholders. We have to, frankly, I appreciate, Mr. Chairman, that 
you are concerned that bylaws could be changed without proper 
vetting, but I can tell you, we will, in these mechanisms that we 
plan to build in this transition, put strong components that ensure 
that the core principles you believe in and we believe in are main- 
tained, that they are not easy to change. They have to be in there. 

For example, the principles that NTIA put out that no govern- 
ment or intergovernmental body can control ICANN or control our 
decision making, I committed in my opening statement that we 
need to put these mechanisms and make sure that they survive not 
just the transition but past the transition. So, we are on the same 
page in that regard, and again, I invite you, Mr. Chairman, and 
Members of the Committee not just to attend our meetings, as Con- 
gressman Lofgren suggested, but indeed to keep an eye, and we 
will come back and keep you briefed so you can keep an eye on 
these changes. 

Mr. Marino. Thank you. 

Anyone else want to respond to any of my scenarios? 

Okay. Then I see no other individuals here before I move on fur- 
ther. 

I would like to submit for the record a letter from ACT dated 
April 9, 2014, to the United States House of Representatives Com- 
mittee on Judiciary that is headed, “In Defense of Process: Identi- 
fying the Problem Before Seeking Solutions.” 

I hear no opposition, so this will be entered into the record. 

[The information referred to follows:] 
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•mACJ 


Aprils, 2014 


U.S. House of Representatives 
Committee on the Judiciary 
2138 Rayburn House Office Building 
Washington, DC 20515 

Here are some thoughts I shared when I was in Singapore last month at the ICANN 
meeting. I thought that the questions that we faced there might be interesting to the 
committee as it conducts its hearings about the future of iCANN. 


In Defense of Process: Identifying the Problem Before Seeking Solutions 

You don't necessarily need to walk before you can run, but you should probably look 
where you are going before you do either. 

The U.S. Government's announcement that if wouid transition out of its unique legacy role 
in ICANN set off a powder keg at ICANN, as stakeholders from every corner of the 
community rushed to offer their recommendations on how to fill the impending contractual 
vacuum with something, new, better, and appropriately reflective of the multi-stakeholder 
model. 

These are worthwhile eftorts. but before we dig more deeply into the meaty challenge of 
Identifying solutions, it may make sense for all of us to take a big step back and come to 
some sort of consensus about the problem we're trying to solve. 

Listening to the outpouring of comments on the transition, it's pretty clear that we don't 
yet even have clear agreement about what it is we are transitioning. Are we simply 
focusing on the mechanical aspects of the lANA functions, or are we also considering the 
non-explicit "backstop” role that the U.S. Government has traditionally played in the 
ICANN process? 

There may be more questions to answer, but minimally, a chartering group to define the 
challenge should be able to answer: 

• What roles (explicit and implicit) does NTIA fill under the current arrangement? 

• How else are those roles handled in the current ecosystem? 

• What roles do accountability functions need to perform? 
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• Who needs to be involved in defining the transition (including non-traditional ICANN 
participants)? 

• What existing roles could be improved/strengthened through a transition process? 

• What IS included in the transition? 

• What existing contracts/mechanisms in the ICANN space could be enhanced or expanded 

• What scenarios should a transitioned framework minimally be designed to meet? 

How we answer those questions will have a major effect on how we answer all the 
questions that follow. By not even asking them, we dramatically reduce our likelihood of 
arriving at an effective resolution. 

At the outset of this meeting there was talk of "starting the process to define the process," 
which may sound comically bureaucratic, but actually may not be procedural enough. 

Before we define the process to define the process we need to define the scope of the 
challenge that the process will be required to meet. 


I'm happy to discuss if the committee has further questions. 


Sincerely, 




Jonaltian Zuck 
President 


ACT I The App Association 
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Mr. Chehade. Chairman, may I? 

Mr. Marino. Please, go ahead, sir. 

Mr. Chehade. I just was reminded to share with you that every 
change to our bylaws, every proposed change to our bylaws is pub- 
licly posted and everyone is welcome to comment on it, and I hope 
including Congress. We do not make these changes before they are 
publicly posted and shared with everyone and we receive input 
from all stakeholders. I want to assure you of that. 

Mr. Marino. I am going to throw one more question out there, 
two questions actually, and anyone of you please respond it to if 
you want to. What is the single most important upside to this, and 
what is the single most detrimental down side to this? 

Mr. Rosenzweig. I will swing first just because I am on the end. 
The most significant down side would be actually the technical one, 
which is that if somehow in the transition the current root zone 
management system were modified in a way that it did not func- 
tion as effectively as it did now. 

We are all extremely dependent upon that as a successful activ- 
ity across the globe, and if it broke, that would be horrible. The up- 
side is that the lANA function, the naming function is just one of 
a host of internet related issues that require some form of inter- 
national coordination, spam, cybersecurity, yesterday we discovered 
the lack of international coordination on encryption stamps, et 
cetera, et cetera, et cetera. None of those have effective inter- 
national — or none of those have standardized or completely effec- 
tive international structures of governance. 

Mr. Marino. Sure. 

Mr. Rosenzweig. If this works, if 5 years from now, 10 years 
from now we are all really confident in this multi-stakeholder 
model as a way of managing this little piece of the internet, then 
we may be building a structure that goes further, that is reproduc- 
ible. 

Mr. Marino. Thank you. Anyone else? 

Mr. Chehade. I have two boys that I taught to ride a bicycle, 
and at some point in their lives I have to take the training wheels 
off. The worse thing I could have done is that after I have watched 
them and taught them, as soon as they try to take their first ride, 
I put these training wheels back on. 

I think we have been watching ICANN for 15 years, and the 
training wheels have been largely up, and we are fine. It doesn’t 
mean we should walk away, just like I didn’t from my boys when 
they took their first big ride. I watched them and I was near them, 
and if they got out of the way or did something dangerous, I 
stopped them, but this is the time to let go and show the world our 
trust. 

So the answer to your question, if I could be direct. Chairman 
Marino, is this is the moment the world wants to watch us trust 
our own model. Let’s not show them we don’t trust it. Let’s show 
them we are careful, we will put the safeguards, we will check on 
ICANN, please do, we need you to do that, but at the same time 
let’s show our trust in the model we voted for unanimously. Please. 

Mr. Marino. All right. Thank you. 

Gentleman, thank you. 

Mr. Nadler. 



100 


Mr. Nadler. Before we adjourn, I would ask unanimous consent 
to insert two statements from the Wall Street Journal article and 
testimony of the executive director of Net Choice into the record. 
Mr. Marino. No objection. They are entered into the record. 

[The information referred to follows:] 
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'Global' Internet Governance Invites Censorship 

If the US. iJi/rrent/ers Weft oversight, firm steps must be taken to prefect /ree speech and 
commerce. 

ByJULIUS GENACHOWSKI And GORDON M GOLDSTEIN 

Upenltd April 5. 2014 1043 pm ET 

The Commerce Department announced last month that the U S. government intends to transition its 
authorHy overseeing the Internet's Domain Name System, which is run through a nonprofit organization 
called Icann (the Internet Corporation for Assigned Names and Numbers), under a contract that expires 
in late 2015. This announcement comes at a lime when global internet freedom has never been more 
important or under greater threat 

Governments around the world are considering measures io squelch free speech or free enterprise on 
the Internet, including efforts to suppress Twitter. YouTube and Facebook. and restrictions on cloud 
computing and other Internet data services. Multilateral organizations have already taken disturbing 
steps. At the 2013 International Telecommunication Union treaty conference in Dubai, a majority of 
countries joined Russia, Iran and China in supporting a measure calling on the ITU, a United Nations 
agency, to play an enlarged role in "international Internet governance." 

The UU has historically had authority over certain inlemationat telephone rales and global spectrum 
allocations At its next conference in South Korea in October the ITU's 193 member stales will likely 
consider extending the agency's authonly to the internet. 

The U S. can influence this and other multilateral gatherings, working to convince countries on the fence 
that a free and open Internet promotes economic growth globally and within countries that embrace it. 
Toward this end, changes in the U.S. relationship with Icann should be designed to preserve the 
unrestricted flow of information and data over the Internet. 

This means, first of all, lhal any enlity that might replace the U.S. oversight rote cannot be a govemmenl 
entity Instead, it must be a muHistakehokJer body rooted in the private sector and civil society, preserving 
the decentralized, nongovernmental approach that has "governed" the internet from its inception 
Otherwise, no deal. 

The Commerce Department made such conditions implicit when it announced its intention to eventually 
transfer its current oversight role with Icann. We believe these conditions should become explicit and 
nonnegotiable First, the U S should not yield any authority to another government, group of 
governments or intergovernmental body, including the United Nations or a U N. agency such as the ITU. 
Second, any transfer must be to an entity that is protected from governmental interference and includes 


hltp //online.wsj coni/news/articles/SB1000I424052702303978304579471670854356630 4/8/2014 
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both private sector and civil society organizations that depend upon the Inlemet remaining free of 
international actions that could impede innovation. 

Third, any transfer must guarantee the reliability, stability and resilience of the Internet, complying with 
official U S. policy since the Bush administration Finally, any transfer of authority over Icann must be 
subjected to "stress tests," hypothetical scenarios designed to expose potential vulnerabilities of any new 
oversight mechanism. 

America’s relationship with Icann has been used as an argument to grant governing authority to a United 
Nations agency like the ITU or to otherwise Balkanize the Internet through increased restrictions by 
individual countries. Not coinddentiy. the argument has spread since the Arab Spnng demonstrated that 
widely available Internet connectivity threatens nondemocratic governments More recently, and without 
irony, some governments have cited the Snowden matter to advance inlemalional governmental 
involvement, despite the fact that American oversight of Icann is wholly unrelated to NSA matters 

Bowing to these arguments would be a mistake. The Internet ts the infrastructure of the modem global 
economy, and the free flow of data is essential to any country seeking economic growth. Global internet 
consumption and expenditure now exceeds that of the agriculture and energy sectors The Internet 
spurred 21% of GDP growth during the past five years in the world's 13 leading developed nations, 
according to a 201 1 study by the McKinsey Global Institute 

Moreover, the Internet is a boon to small businesses and job creation. The Web helps new businesses 
start and young businesses expand, enabling them to sell more products and services across all 
industries The lower infrastructure costs of the mobile Internet has brought innovation to countries that 
had given up on building a well-fiinctioning communications system. And while il‘s caused disruption in 
some sectors. McKinsey also found that for every job eliminated, the Internet created more than 2.5 new 
jobs. 

The Internet is also driving innovation in health care and education world-wide, saving lives and creating 
economic opportunity for mitllons Innovators in Africa have led the way on mobile health initiatives, such 
85 texting services that send health reminders and tips to pregnant women and young mothers 
Innovators in Asia are using the Internet and technology to expand literacy and basic skills. South Korea, 
for example, has pledged to replace all paper textbooks with digital learning by 2015. 

A censored internet will choke these opportunities A flourishing and free Internet, on the other hand, will 
expand them A January Boston ConsuKing Group study of 65 countries found that reducing limitaiions 
on online activity, through enhanced broadband connectivity and access, can increase a country's GDP 
by as much as 2.5%. A fragmented global network encumbered by international regulatory restrictions 
will only limit this potential for growth. 

The good news is there's broad, bipartisari support for resisting measures to restrict Internet freedom In 
2012. both houses of Congress unanimously passed resolutions affirming that the policy of the U S. is "to 
promote a global Internet free from governmental control *■ The Icann oversrghl Iransllion presents a 
major opportunity to buikJ on that consensus — to preserve and further Internet freedom world-wide. 

Mr Genachowskl. former chairman of the Federal Communications Commission, is managing director at 
The Cari^e Group. Mr Goldstein, who served on the U.S Delegation to the World Conference on 
International Telecommunications, is mana0ng dimctor at Silver Lake. 
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I serve as Executive Director of NetChoice, an association of ieading oniine and e- 
commerce businesses.' At the state, federal, and international levels, NetChoice works to 
promote the integrity and availability of the Internet. We participated in the past 26 ICANN 
meetings, and I’ve been elected four times as policy chair for ICANN’s Business Constituency. 
I’ve attended seven Internet Governance Forum (IGF) meetings and testified in five 
Congressional hearings on ICANN and Internet governance. 

NetChoice members are deeply invested in the topic of today’s hearing because the 
Internet enables direct online revenue of $200 billion in the U.S. and $1 .5 trillion globally.^ Our 
businesses need a secure Internet address system that’s resilient to cyber attacks and 
interruptions. We need addressing and routing that works the same around the globe - free 
from discriminatory regulation and taxation across national boundaries. And we need Internet 
policies that are predictable and enforceable, allowing innovation while protecting consumers. 

My statement will focus on three points relevant to this committee: 

1. Over 16 years and through three administrations, the U.S. government has protected the 
ICANN multistakeholder model from government encroachment and helped the 
organization mature towards independence. However, it is not sustainable for the U.S. to 
retain its unique role forever, and the current political situation requires that discussions 
now begin for how to complete the transition. 

2. NTIA’s principles and requirements for this transition are appropriate to design new 
mechanisms to oversee Internet addressing functions, to hold ICANN accountable, and 
to prevent government capture afferthe transition is complete. In addition, we should 
ask how a new accountability mechanism would respond to potential stress tests. 

3. Congress is right to ask questions about the transition. Rather than denying the 
situation. Congress should channel its energy to help the Internet community design a 
new accountability mechanism for ICANN, potentially one with independent and external 
safeguards against potential stress scenarios. 


^ See httpy/WAwNetChoice,^ This statement reflects the view of NetChoice and does not necessarily represent 
the views of any individual member company. 

^ The Internet Economy 25 Years After .com, Robert Atkinson, ITIF, March 2010, at 
httr)://www.itit.orq,rpublication3/internet-econo mv-25-ve ars-atter-CGm 
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1. United States Government Stewardship ofiCANN and iANA 

America invented the core Internet technologies and promptly gave them to the world. 
Internet hosts were appearing internationally by the 1980s. The 1 990’s saw the explosion of 
commercial uses of the Internet, based on a naming and numbering system also created in the 
United States. In 1998, the Clinton administration privatized and internationalized the Domain 
Name System (DNS) with this directive in the White Paper. 

“The President directed the Secretary of Commerce to privatize the Domain Name System in a 
way that increases competition and facilitates international participation in its management. " 

“The U.S. Government is committed to a transition that will allow the private sector to take 
leadership for DNS management."^ 

In the sixteen years since, it’s been a long road from American invention to internationalized 
private-sector leadership by an entity the U.S. established for the task: the Internet Corporation 
for Assigned Names and Numbers (ICANN). Three administrations and several Congresses 
have worked to help ICANN mature and protect the vision of private-sector leadership from 
growing pressure for control by governments. 

Many governments around the world saw the growth of the Internet and assumed that its 
governance required an inter-governmental solution. In 2005, the United Nations (UN) held a 
World Summit on the Information Society to discuss the issue. This UN activity prompted the 
House of Representatives to respond in November 2005, unanimously approving 
H.Con.Res.268 to express the sense of Congress: 


(1) the United States and other responsible governments send clear signals to the marketplace 
that the current structure of oversight and management of the Internet's domain name and 
addressing service works, and will continue to deliver tangible benefits to Internet users 
worldwide in the future; and 

(2) the authoritative root zone server should remain physically located in the United States and 
the Secretary of Commerce should maintain oversight of ICANN (the Internet Corporation for 
Assigned Names and Numbers) so that ICANN can continue to manage the day-to-day 
operation of the Internet's domain and addressing system, remain responsive to Internet 

4 

stakeholders worldwide, and otherwise fulfill its core technical mission. 


^ The “White Paper” on Management of Internet Names and Addresses, U.S. Department of Commerce, Jun-1998, 
see httpjWAWv.ntia.doc.gov/ntiahome/domainname/G 5 98dns.htm 

H. Con. Res. 268, Nov 17, 2005, http://beta.c 0 ngress.g 0 v/biil/l OOth-congress-Tiouse-concu rrent- 
re so l ut!on/26e/ t ext?q=%7B%2 2search%2 2% 3.A % 5B%22hcres268%22%5 D%7 D 
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At the same time, the Bush administration responded with its Principles on the Internet's 
Domain Name and Addressing System: 

The United States Government intends to preserve the security and stability of the 
Internet's Domain Name and Addressing System (DNS). Given the Internet's 
importance to the world's economy, it is essential that the underlying DNS of the Internet 
remain stable and secure. As such, the United States is committed to taking no action 
that would have the potential to adversely Impact the effective and efficient operation of 
the DNS and will therefore maintain its historic role in authorizing changes or 
modiiications to the authoritative root zone tile.”^ 

The transition was expected to take a few years, but by 2009 NTIA had made several 
extensions, the latest through a Joint Project Agreement that expired in September 2009. At the 
time, NetChoice was among those calling for another extension so that ICANN could develop 
permanent accountability mechanisms. 

Instead, NTIA and ICANN unveiled a new agreement in September 2009, the Affirmation 
of Commitments.^ The Affirmation established periodic reviews giving all stakeholders - 
including governments - a defined oversight role in assessing ICANN's performance. This was 
a welcome mat for governments wary of ICANN’s unique multistakeholder process, and even 
those who resented the legacy oversight role of the U.S. government. The Affirmation also 
gave the global Interhet community what it wanted: independence for ICANN in a framework 
bringing governments alongside private sector stakeholders, with a sharpened focus on security 
and serving global internet users. 

But concerns about the U,S, role in naming and numbering remained after the execution 
of the Affirmation. NTIA retained its role in oversight and contracting for the Internet Assigned 
Numbers Authority (lANA), The I ANA cohtract is deemed essential to ICANN and therefore 
provided NTIA leverage to hold ICANN to its Affirmation obligations. 

However, ICANN can quit the Affirmation \N\th \ust 120 days notice. And within a year of 
signing, ICANN’s then-chairman told a group of European parliamentarians that he saw the 
Affirmation as a temporary arrangement ICANN would like to eventually terminate.^ 


U.S. Principles on the Internet’s Domain Name and Addressing System. June 30, 2005, at 
h ttD://vAvw. nt ia .doc. gov/other-p ublication/2005/u s-prin Gipies-i nterne ts-domain-nam e-and-address i ng-s ys tem 

® Affirmation of Commitments, 2009, http://icann.Qrg/en/documents/affirmation-of-commitments-3Qsep09-en.htm 

^ Peter Dengate Thrush, in response to a question from Steve DelBianco, at event hosted by European Internet 
Foundation in Brussels, June 22, 2010. 
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All of this to say that ICANN needs a persistent and powerful reminder that It serves at 
the pleasure of global stakeholders; that ICANN has no permanent lock on managing the 
Internet’s name and address system. We said at the time that ICANN's role in lANA functions 
should disappear if it were to walk away from the Affirmation of Commitments. 

In 2005 the UN created the Internet Governance Forum (IGF). IGF meetings have 
become increasingly productive and substantive, yet some governments pressed the IGF to 
adopt resolutions and address more of the domain name issues managed by ICANN and lANA. 
In its July-2010 statement to the UN, China’s government declared, “First, the future IGF should, 
in accordance with the provision of Tunis Agenda, focus on how to solve the issue of unilateral 
control of the Critical Internet Resources.” By 'unilateral control’, China means U.S. custody of 
the lANA contract. And 'the Critical Internet Resources’ include IP addresses, root servers, and 
the policy-setting and management of domain names. 

China was not alone in its desire for the migration of ICANN and lANA functions to the 
UN’s International Telecommunication Union (ITU). ITU leadership did not like a model where 
governments share power with industry and civil society technologists, warning ICANN leaders 
that sooner or later governments would take greater control of the organization. 

In 201 1 , a select group of governments convened to design their own replacement for 
U.S. oversight and ICANN’s model of private sector leadership. India, Brazil, and South Africa 
(IBSA) declared it was time for "establishing a new global body" to: 

I. be located within the UN system; 

II. be tasked to develop and establish international public policies with a view to ensuring 
coordination and coherence in cross-cutting Internet-related global issues; 

III. integrate and oversee the bodies responsible for technical and operational functioning of 
the Internet, including global standards setting; 

iv. address developmental issues related to the internet; 

V. undertake arbitration and dispute resolution, where necessary, and 

vi. be responsible for crisis management. ® 

Against this geo-political backdrop in 2011, NTIA began the process to award the next iteration 
of the lANA contract. First, NTIA opened two rounds of public comment from global 


® Recommendations of IBSA Multistakeholder meeting on Global Internet Governance, September 201 1, at 
http://vAvw.cuiturallvre.ora.br/artigos/IBSA recommendations inte rnet G overnance.pdf 


4 



108 


stakeholders - not just from U.S. interests - on how to improve iANA functions. iCANN's CEO 
submitted a comment that revealed the organizations’ eagerness to end any remaining U.S. 
oversight, declaring that the United States “relinquished its oversight role” when it signed the 
Affirmation.^ 

But NTIA didn’t see it that way, and took the bold step of cancelling the IANA solicitation 
because ICANN’s bid wasn’t responsive to increased technical requirements. Here’s how NTIA 
Administrator Strickling described it in July 2012: 

Last year, in anticipation of the expiration of the IANA functions contract, NTIA undertook two 
consultations of stakeholders, both domestic and international, on how to best enhance the 
performance of the functions. Based on input received from stakeholders around the world, we 
added new requirements, such as the need for a robust conflict of interest policy, to exercise 
heightened respect for local country laws and to increase transparency and accountability. 

This spring, we took the unprecedented action of cancelling the initial request for proposals (RFP) 
because we received no proposals that met the requirements requested by the global community. 
We then reissued the RFP, and at the end of June we awarded the contract to ICANN, whose 
submission in response to the reissued RFP did adequately meet the new requirements.^” 

Also in 2012, both houses of Congress unanimously affirmed “the consistent and unequivocal 
policy of the United States to promote a global Internet free from government control and 
preserve and advance the successful multistakeholder model that governs the Internet today,”" 

To emphasize the point, Chairman Walden’s H.R.1580 reported from this committee and 
passed the House 413-0 in May 2013, declaring: “It is the policy of the United States to 
preserve and advance the successful multistakeholder model that governs the Internet.”'^ 

Clearly, the last 16 years of “transition” have seen significant improvements in 
globalizing ICANN and IANA, although there have certainly been some challenges. Along the 
way, some governments and intergovernmental organizations have criticized the U.S. role and 
openly coveted taking over that role. But throughout, the U.S. Congress and multiple 


^ p.3 of ICANN response, March 25, 2011, at http: //wrivw .nt ia. doc. qov /fllss/ntia/cornments/1 1 0207099-1 099- 
Ll1/attachme^ 

fittp:/.tvAW/.nt!a.d oc.q ov/speechtestirnonv/2012/remarks-as3istant-secretarv-stricki!nq-internet-q ov8r nance-forurTr- 

H. Con. Res. 127 and S. Con. Res. 50 - Expressing the sense of Congress regarding actions to preserve and advance 
the multistakeholder governance model under which the Internet has thrived, Aug 20, 2012 

H.R.1580 - To affirm the policy of the United States regarding Internet governance. May 14, 2013 
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administrations have stayed with the vision of multistakehoider, private-sector ieadership for 
Internet addressing and policymaking. And our government has used its contractual tools to 
improve ICANN's performance and to hold the organization to the only accountability 
mechanism it has — the Affirmation of Commitments. 

Still, the U S. has continued to work towards full privatization of ICANN and lANA, at a 
deliberate pace and with measurable progress. Then came 2013 and Edward Snowden’s 
revelations of U.S. government surveillance. While not at all related to the Domain Name 
System or to Internet addressing, the Snowden situation was conflated with U.S. oversight of 
ICANN and lANA, and gave a big boost to demands for globalization of these institutions. 


2. NTIA’s Announced Transition for i AN A functions and ICANN Accountability 

Last month the Commerce Department announced that it would begin a process to 
relinquish control of its contractual authority over the lANA contract. The positive global 
response was immediate and vocal, signaling that this move, at this time, could relieve the 
intense pressure from foreign governments demanding an end to the U.S, role in Internet 
oversight. 

In its announoement, NTIA asked ICANN to develop a transition plan to move control of 
the DNS into the hands of “the global multistakeholder community” and stated principles for any 
new mechanism that would replace its role in overseeing Internet addressing functions and 
holding ICANN accountable: 

NTIA has communicated to ICANN that the transition proposal must have broad community 

support and address the following four principles: 

• Support and enhance the multistakeholder model; 

• Maintain the security, stability, and resiliency of the Internet DNS; 

• Meet the needs and expectation of the global customers and partners of the lANA 
sen/ices; and, 

• Maintain the openness of the Internet. 
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To these four principles. NTIA added a clear statement that it would not give up lANA control if 
the plan developed by ICANN would place other governments in the legacy role of the United 
States: 

Consistent with the clear policy expressed in bipartisan resolutions of the U.S. Senate and House 
of Representatives (S. Con. Res. 50 and H.Con.Res.127), which affirmed the United States support 
for the multistakeholder model of Internet governance, NTIA will not accept a proposal that 
replaces the NTIA role with a government-led or an inter-governmental organization solution. 

With the experience of the last 16 years, it’s appropriate for NTIA to impose this condition. And 
it will be important for the transition plan to prevent any government-led organization from 
replacing the former U.S. role after Ihe transition is complete. Moreover, how would the 
transition proposal oversight respond to a range of potential stresses and scenarios it might 
confront one day? 

Below we suggest the use of scenario planning, or stress tests, to help design and 
assess new accountability mechanisms proposed to replace NTIA’s role. If new mechanisms 
can't answer the potential challenges, NTIA can extend the lANA contract to give the community 
more time to add stronger accountability mechanisms and protections for the multistakeholder 
model. 

Scenario Planning/Stress Tests 

Software designers need more than high-level principles to develop an application. 
Programming requires anticipating scenarios where users don't follow the expected routine. For 
non-programmers, here's an analogy: It's a good principle to practice safe driving in winter 
weather. It's a scenario to prepare for and respond to a specific situation, such as having your 
car spin sideways on a snow-covered road. 

Knowing the array of possible scenarios helps us design appropriate responses, 
regardless of whether those scenarios ever actually occur. Today, ICANN is an effective 
organization that generally performs its core functions, so it can be uncomfortable to imagine a 
scenario where a future ICANN fails dramatically or is confronted with a serious threat. But we 
should consider challenging scenarios and develop mechanisms that could resolve those 
challenges in a way that's at least as effective as the mechanism we have today — where the 


Press Release, “NTIA Announces Intent to Transition Key Internet Domain Name Functions”, March 14, 2014, at 
http: // WWW, n ti a.do c. qoWpress-reieas e/2014/nt ia-announces-intent-transition-kev-intsrnet-domain-name-functions 
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U.S. government and technical communities ensure a stabie root and where the threat of losing 

the lANA contract keeps ICANN accountable to its global stakeholders and the public interest. 

I suggest several scenarios/stress tests that could help assess performance and 

accountability if ICANN were to assume the lANA contract: 

1 . Scenario: ICANN cancels the Affirmation of Commitments, which it may do with just 120 
days notice. And if not outright canceilation, iCANN couid fail to implement 
recommendations of an Affirmation review. Presently, the discipline imposed by needing to 
win the lANA contract forces ICANN to adhere to the only external accountability it has 
today: the Affirmation of Commitments. If the Affirmation is to remain part of the new ICANN 
accountability framework, it's essential that the leverage formerly conveyed by the lANA 
contract be replaced with a new mechanism, which may or may not include parties external 
to ICANN. 

2. Scenario: ICANN takes steps to eliminate its legal presence in a nation where Internet users 
and domain registrants are seeking legal remedies for ICANN’s failure to enforce contracts. 
This scenario is not about ICANN opening new offices around the world as part of its global 
outreach. Rather, it’s about ICANN creating a new legal entity distinct from its present 
status as a California non-profit corporation, and eventually relocating its legal presence. 
ICANN’s current corporate presence in California creates legal certainty for U.S. businesses; 
presence in a new jurisdiction might not. 

3. Scenario: ICANN becomes financially insolvent, due to lawsuits or gross mismanagement. 
However unlikely, this scenario should explore the orderly continuation of lANA functions in 
the event ICANN could not maintain the necessary qualified technical resources. 

4. Scenario: ICANN expands scope beyond its limited technical mission by granting subsidies 
to promote Internet penetration or online participation in developing nations. ICANN has the 
power to determine fees charged to TLD applicants, registry operators, registrars, and 
registrants, so it presents a big target for any Internet-related cause seeking funding 
sources. However worthy the cause, this scenario should examine how a fully independent 
ICANN could be held to its limited technical mission, and whether its fees and spending are 
subject to external accountability. 

5. Scenario: ICANN attempts to add a new top-level domain over security and stability 
concerns expressed by technical community leaders. This scenario actually came close to 
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occurring when ICANN management did not respond to recommendations of its own 
Security and Stability Advisory Committee (SSAC) regarding risks of newTLDs interacting 
with security certificates and internal domains already in use. SSAC recommendations from 
prior years were not acted upon until late 2013, after significant pressure from a root server 
operator, Internet service providers, and system integrators. In this instance ICANN 
responded with a collision mitigation plan. This scenario should assess how the new 
accountability mechanism could respond to similar technical risks expressed before a TLD 
delegation, as well as reactive responses to problems reported after a delegation. 

6. Scenario: Governments in ICANN’s Government Advisory Committee (GAC) amend their 
operating procedures to change from consensus decisions to majority voting. Today GAC 
adopts formal advice according to its Operating Principle 47: “consensus is understood to 
mean the practice of adopting decisions by general agreement in the absence of any formal 
objection."^"' But the GAC may amend its procedures to use majority voting, where each 
government has equal voting power, such as in the UN and ITU. (Notably, only 61 
governments were present at the GAC meeting in Singapore last month). While ICANN’s 
board is not strictly obligated to follow GAC advice, this scenario should assess how ICANN 
could respond to advice with strong majority backing. 

7. Scenario: Picking up on scenario 6, a majority of governments in the GAC might advise 
ICANN to suspend a TLD that refuses to remove domains with content critical of 
governments (e.g., .corrupt ), Today, this kind of censorship routinely occurs at the edge of 
the Internet when governments block domestic access to websites, such as Turkey now 
blocking Twitter. But this scenario envisions censorship moving from the edge to the core of 
the /nfemef- the root table of TLDs used by the entire world. It’s a critical stress test to 
examine how the new lANA mechanism could respond if a future ICANN board bowed to 
GAC advice for censorship at the root of the Internet. 

8. Scenario: A new government instructs ICANN to redirect a country code TLD already in the 
DNS root. For example, if Russia were to annex the rest of Ukraine, it might request 
Ukraine’s .ua country code TLD to be redirected to a Russia-based server. This scenario 
helps to answer how ICANN could respond to this request and how it could be held 
accountable if the global community disagreed with its decision. 


ICANN Government Advisory Committee (GAC) - Operating Principles, October, 2011, at 
htt ps://g acw eb.icann.orq/di 5p!3 v/g acvv^ eo/GAC +Opera l3ng+Principie s 
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9. Scenario: A country-code or generic TLD refuses to maintain accurate and verified contact 
information for websites (WHOIS). ICANN compliance is not effective, whether due to lack 
of contracts, inadequate compliance efforts, or to local privacy laws restricting disclosure of 
personal information of registrants. In this scenario, law enforcement authorities cite the 
lack of accurate and accessible WHOIS as impairing investigation and prosecution of 
consumer fraud originating with domain registrants in this TLD. How could the new lANA 
mechanism respond, and could their control of the root be used to suspend or re-delegate a 
top-level domain that is evading compliance? 

10. Scenario: For political or technical reasons, updated security keys are not uploaded by all of 
the root zone server operators, resulting in failure of some Internet functions using DNS 
Security Extensions (DNSSEC). How — and how quickly - could the new lANA mechanism 
respond in order to restore cryptographical protection for the root table of top-level domains? 

Although some of these scenarios are unlikely, many governments have expressed skepticism 
and dissatisfaction with the multistakeholder process and might pursue such courses of action 
through the GAG. Our scenarios should test whether the mechanism we develop could respond 
to protect the multistakeholder model from those who would usurp it. 

One can argue that today's lANA contract includes nothing that explicitly responds to the 
scenarios listed above. But as noted earlier, the influence of the lANA contract award extends 
beyond its functional assignments and helps to keep ICANN accountable. Moreover, the 
performance of NTIA in its lANA oversight demonstrates the U.S, government commitment to 
the principle of an open Internet, Consider the example of .xxx, an adult content TLD that was 
approved by ICANN in 201 0, GAC advice revealed no consensus to either oppose or support 
the TLD, and the U.S. government position was against the xxx contract. That led some 
observers to speculate that NTIA would block .xxx when exercising its lANA approval role, but 
NTIA respected the multistakeholder process and the principle of an open Internet. 

It's fair to ask how this decision and delegation would turn out if NTIA were not part of 
the lANA process, and that’s a stress test question that should be applied to any proposed 
replacement for NTIA oversight. If we establish appropriate scenarios and stress tests as part 
of the process to design new accountability mechanisms, we'll end up with something that will 
answer to the threats and challenges we're likely to face in the real world. 


10 



114 


3. The Role for Congress in Planning this Transition 

Members of this committee and Congress in general are right to ask questions and raise 
concerns about this transition. As described earlier, Congress has supported NTIA in holding 
ICANN accountable and protecting ICANN from multi-governmental encroachment. 

But rather than denying the situation, we recommend that Congress channei its energy 
to help the Internet community design a new accountability mechanism, including appropriate 
safeguards against potential scenarios and stresses. 

As a member of the global community of stakeholders. Congress is welcome to 
participate directly in the transition planning process that began last month. If Congress can't 
participate directly, please consider other means of engagement. 

We believe that the best role for Congress and the Commerce Department is to continue 
holding ICANN accountable to its Affirmation of Commitments, ensure a secure and stable 
Internet addressing system, and protect the multistakeholder model from governmental 
takeover. 

The White Papervision for ICANN should be preserved: ICANN should be led by, and 
accountable to its multistakeholder communities, including the private sector, civil society, and 
technology experts - along with governments. These stakeholders have built the Internet into 
the transformative platform that it is today. And these stakeholders will create the innovations 
and make the investments to bring connectivity, content, and commerce to the next billion global 
Internet users and to the next generation of Americans. 
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Mr. Marino. Gentleman, thank you so very much. I thank you 
on hehalf of the entire Committee, Mr. Nadler, and myself. It has 
heen an extraordinary exchange. This is quite a task ahead of us. 
It could be a game changer for the positive. 

So, with that, this concludes today’s hearing. Thanks to all of 
you, our witnesses for attending. I want to thank the Members out 
at the gallery for being here and listening to this. Many people ask 
me what I do on intellectual property, and as soon as I start talk- 
ing about copyrights and trademarks and hardware and software, 
they just — they glaze over, but we are sitting here because we find 
it extraordinarily interesting. 

So, without objection, all Members will have 5 legislative days to 
submit additional written questions for the witnesses or additional 
materials for the record that you may want to submit. 

This hearing is adjourned, and thank you, and everybody have 
a good break. 

[Whereupon, at 1 p.m., the Subcommittee was adjourned.] 
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April 9 . 2014 


The Honorable Rep. Howard Coble 
Chairman 

Judiciar\ Commillee 

SubconimiUee on Courts, Intellectual Properly, and Ihe Inlemel 
U.S. House of Representatives 

The Honorable Rep. Tom Marino 

Vice-Chainnan 

Judiciaiy-' Committee 

Subcommittee on Courts, Intellectual Property, and the Inlemel 
U.S. House of Representatives 


Dear Chainnan Coble and Vice-Chairman Marino; 

The undersigned human rights and free expression organizations, like the members of this Subcommittee, are 
dedicated to ensuring that the Internet remains a free and open global platform, which fosters the free flow 
of information, for the exercise of eveiy’one's rights. With that common goal in mind, ahead of the April 9 
hearing “Should The Department Of Commerce Relinquish Direct Oversight Over Icann?", we write to 
express our support for the Department of Commerce's National Telecommunications and Information 
Administration (NTIA) announcement of its intent to transition key Internet domain name functions to the 
global multistakeholder community’ and our concerns regarding the DOTCOM Act (4342). Throughout this 
transition the Internet must continue to be an open platfonn for the free exercise of human rights online, and 
we believe the NTIA’s announcement could help thwart government overreach in Internet governance, 
which would have devastating implications for human rights worldwide. 

NTIA's “historic stewardship" of the DNS (Internet domain name system), while largely hands off, has 
drawn criticism and growing opposition from the international community-' for the simple fact that a single 
government performs an oversight role for what is clearly a global resource, This perceived imbalance has 
played into the hands of governments seeking to undermine the open, decentralized, participatory% bottom up, 
multistakeholder model of Internet governance and impose new governmental or intergovernmental controls 
that could threaten the security, stability^ resilience, and freedom of the global Internet. 

Therefore, we welcome NTIA’s announcement that it intends to transfer the Internet Assigned Numbers 
Authority’ (I AN A) functions to the global multistakeholder community^ and support the guiding criteria that 
NTIA articulated for that transition: a community generated proposal that supports and enhances the open, 
decentralized, bottom-up, multistakeholder model: maintains the security, stability, and resiliency of the 
Inlemef s domain name system: and maintains the openness of the Internet. 
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of Internet governance, and facilitate the exercise of human rights online. A transition on those terms would 
be fully consistent with prior bipartisan, unanimous statements of polic>’ by the Congress (H. CON. RES. 

1 27/S. CON. RES. 50) seeking to “preserve and advance the mullistakeholder governance model under 
which the Internet has thrived.” In taking this proactive step, and implementing a transition that has been a 
stated intention of the Commerce Department since the late '90s, the NTIA is leading the process and 
w ould be able to reject any proposal that does not meet its standards or serve the interests of a free, open, 
and secure Internet. 

Forestalling the transfer of the I AN A functions to the global multistakeholder community, as proposed by the 
DOTCOM Act, in contrast, could further empower critics who favor a governmental or intergovernmental 
model of Internet governance, whether implemented through the United Nations' International 
Telecommunication Union (ITU) or some other govemmenl-dominated, non-multistakeholder body. 

Our organizations will w-atch closely and engage deeply in the transition process to ensure that human rights 
are respected by any future Internet governance arrangement and that the transition meets the 
inlemationally recognized standards of inclusiv^iess, transparency, and accountability. In the meantime, we 
welcome this Subcommiltee's interest in this important and complex issue, and look forward to working with 
its Members to ensure that the future of Internet governance fosters rather than undermines the security-, 
stability, resilience, and freedom of the global Internet. 


Sincerely, 

Access 

Center for Democracy & Technology- 
Freedom House 
Human Rights Watch 

The Open Technology Institute at New America Foundation 
Public Knowledge 

Attached documents: 

Internet Governance Processes - Visualising The Playing Field. Also available at 
https://s3. ama7Qnaws.com/access.3cdn.net/675fct >49 1 3K2K4()()()e_gfni6i vdr2.pdf 
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U Cordon Crovitz: Covemmcnts Grab Tor ihe Web • WSJ htq):.'''oa]ioe.wxj,coRb'Be\«Vank!e^emaiVSDI00014240527023*}45l... 



INFOKIMriON AGE 

Governments Grab for the Web 

Authoritarians accept Obama's invitation to take Jnterjiet^xmffChooH croviu 
Apt* n. 3<)14 e^i pjit et 

The Obama adminislratlon still doesn’l aeem to understand the whirlwind it reaped w(dt Its decision to 
give up stewardship of the open Intamei The first internet governance conference since that surprise 
March anrKxincement was held last week The State Department issued a statement before ihe 
conference urging everyone to avoid the issue l/Ve would discourage meeting participanis from 
debating the reach or limitations of state sovereignty in Internet policy '' 

But deciding who gets to govern the Internet was precisely why many attendees from 60 countries came 
to last week's NatMundial conference in Brazil 

The host country's leftist president. Oilma Rousseff. opened me conference by declaring "The 
parbcipatton of governments should occur with equality so that no oountry has more weight than others '* 
The Russian representative objected to "the control of one govemmeht." calling for the Unhed Mations to 
decida International norms and other standards on Internet governance." Last week Viadimir Putin 
called the Internet a "CIA projecT and said We must purposefully fight for our interests." 

Authoritarian regimes want to control the Internet to 
preserve their power ’'National sovereignty should rule 
Internet poticy and governance," the Chinese 
represertabve said "Each government should build its own 
infrastructure, undertake its own governance and enforce 
its own laws " The Saudi Arabian delegate said: 
"International public policy in regard to the Internet is the 
nght of governments and that public policy should be 
developed by aN governments on an equal footing " 

Even nominal supporters of the existing multi-stakeholder 
model embraced the end of Internet setf-govemance. The 
delegate from India declared a greater role for the world's governments "an Imperative that can't be 
ignorad.* Neelie Kroes of tne European Commission said: ‘The Internet is now a global resource 
demanding global governarKe." 

PhHfp Corwin, a U S. lawyer who represents internet companies, noted that 27 of the first 30 speakers at 
NetMundlal were from governments or U N. agencies — at a "meeting supposedly ooncerved to 
strengthen the private-sector-led multi-stakeholder, consensus^^ed policy-makirtg model." 



BniMn iNatMeni DinM rtouM*r*i uw N«iMunda) 
coAtowia on inwrntl in S«o ^>uU>. 

ApN 23. Rmittn 
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The conference produced a '^consensus'* aocumeni that asserts ‘The respeclive roles and 
responstbrKties of staKenoiders should he interpreted in a flexible manner with reference to the issue 
under discussion “ Cad Bildt Sweden's roreign minister offered this trsnsiation "Governments are rnore 
equal than other stakeholders when it comes to policy '* 

The internet ran smoothly for 25 years because the U.S. ensured that the Internet Corporation for 
Assigned Names and Numbers. Known as Icann, operated without government interference 
Authoritarian regimes can censor the Internet in the<r own cour>tries and jai> ^eir bloggers, but until now 
trad no way to get control over the root zone fllenemes and addresses of the global Internet Handing 
over control coukt allow them to undermine the open Internet globally, rocludrng Amertcans' access to 
U 5 websites 

Some open-internet advocacy groups realize it is Irght-handed U.S. control thet has allowed what 
polibcal theorists would call the "ordered liberty'' of Internet self*govemar»ce. "Part of the strength of the 
Internet over the last couple of decados has been lhat the technical aspects have noX had direct political 
or govemmerrt interference," Thomas Hughes of the human-rights group Article 19 told the B8C 

Michael Daniel, special assistant to President Obama, declared wrthout apparent irony (hal "frorrt the 
U S perspective. NetMundiai was a huge success " But ifs r>o eccompiishment when countries (hal 
have long sought power over the Internet mbrace the U S. irvilation for them to seize it. 

The NelMurKlIal conference was politicized from the start It was held In Brazil as a favor to President 
Roussefl after she objected when news broke that the Nationel Security Agency had listened m on her 
communications. Gut Sweden's Ur. Biidt pointed out at the conference that The issue of surveillance in 
no way relates to the issues of the governance of the net.* He added. *l'm stressing this point because 
sometimes the debate on surveillance is used as an argument to change the governance of the net" 

Under bipartisan pressure in Washington, the Obama administration was forced to backtrack during 
congressional hearings earlier this month. Officials tesUfled they won't necessarily stick to their original 
September 2015 date for giving up protection of the internet Officials said the issue could be pushed to 
2019 and thus decided by (he next president Many In Congress want an up-or-oown vote on ending 
U.S centred of the Internet, knowing lawmakers would reject the idea. 

Presictenl Obama should revoke the plan to abandon the open internet The ugly spectacle of countries 
jockeying to control the internet is a timely reminder of why the U.S. should never give them the chance 
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aCADNA 

The CoailK)nAi9aii«i(>)rrMin Name AbuM 


Tostimony o( Josh Bourne 
President 

Coalition Against Domain Name Abuse 

Betore the Subcommittee on Courts, Intellectual Property, and the Internet 
Hearing entitled 

“Stiould the Department of Commerce Relinquish Direct Oversight Over ICANN" 
April 10, 2014 


Chairman Goodlatte. Ranking Member Conyers, and members of ttie Subcommittee, thank you lor 
this opportunity to testify on belialf of the Coalition Against Domain Name Abuse regarding ttie 
recent announcement by the National Telecommunications and Information Administration (NTIA> 
to transfer key Internet domain name functions to the global multistakeholder community. 

The Coalition Against Domain Name Abuse (CADNA) represents major brand owners In the quest 
to educate the public about cybersquatting and the fight to reduce it. Through education, 
advocacy, and collaboration, CADNA seeks strong and etiective public policy to deter online 
criminals and protect all Internet users. 

CADNA has engaged members of Congress in its eflorts to reduce instances of cybersquatting 
through advocacy tor stronger deterrents and through requests for a hearing on the economic 
damage cybersquatting causes for American industry each year. In the past, CADNA has held 
events drawing attention to tine harms ot cybersquatting and launched an online public educatton 
camipaign to raise public awareness. 

With coming changes in U.S. authority over the Internet, CADNA believes the U.S. government 
must use ttie full extant of its powers to ensure that the Internet remains as safe as possible, where 
users can expect to reach the websites ttiey Intend to reach, and not be duped into buying 
counterfeit goods or downloading malware. 

The Trademark Clearinghouse (TMCH). for example, was created to protect trademark owners in 
new generic Top-Level Domains (gTLDs). If a potential registrant attempts to register a domain 
name listed in the TMCH, the TMCH alerts ttie potential registrant. If the registrant proceeds to 
register the domain, the TMCH then notifies the trademark owner. Although the TMCH doesn't 
deter cybersquatting completely, it helps deter some instances of cybersquatting and it denies 
even the most persistent cybersquatters claims of ignorance about their infringements. 

The U.S. always lias put its faith in the multistakeholder model and has announced its intent to 
support that model in the future. That model is particularly significanl In relation to the 
administration of the Internet Assigned Numbers Authority (lANA), which controls the Domain 
Name System. CADNA’s brand affiliates and Internet users in general - indeed, all business and 
tree speech online - are dependent upon the integrity ot the Domain Name System. 
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The following issues are of particular concern to CADNA: 

- Participation in the rntiltistakeholder model requires involvement in public meetings, 
stakeholder groups, conference calls, and emails. This takes both time and resources to 
travel the globe and engage in frequent and lengthy debates. With ttie Domain Name 
System under multistakeholder stewardship, how will Congress or the National 
Telecommunications aiid Information Administration (NTIA) enstire that the rights of 
business and Internet users are protected under the U.S. rule of law? 

- Cybersquatting is the coiicern primarily ot businesses and oitline consiimers. Although it 
siphons billions of dollars away from the U.S. economy and into the Itands of crimiftals 
every year, cybeisquatting is frequently viewed as an ancillary issue. What can Congress or 
the NTIA do to ensure tliat issues ot concern to a minority of the stakeholder community 
will be taken into consideration in governance ot the Internet? 

Thank you for your consideration ot CADNA's views. I would be happy to answer any 
questions you rrey have. 
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April 9.2014 


The Honorable [toward Coble 
Chairman 

Subcommittee on Courts. Intellectual Property, and the Internet 
U S House Judiciary Committee 
2138 Rayburn House Office Building 
Wasliington, DC 20515 

The Honorable Jcrrold Nadler 
Ranking Member 
US. House Judiciary Committee 
2138 Rayburn House OtTtce Building 
Washington. DC 20515 

Dear Chairman Coble and Ranking Member Nadler 

On behalf of the Internet Association, I submit this letter concerning your April 10, 2014, 
hearing ‘‘Should the Department of Commerce Relinquish Direct Oversight Over ICANN*’” The 
Internet Association represents the world's leading Inicmei companies and their global 
community of users We are dedicated to advancing public policy solutions to strengthen and 
protect Internet freedom, foster innovation and economic growth, and empower users We 
appreciate the opportunity to share our thoughts on the future of Internet Governance and why 
we support the recent announcement regarding the National Telecommunications and 
Information Administration's (NTIA) oversight auihuiiiy over important technical Internet 
functions 

With global participation at nearly half the world's population, the Internet is a iransfomiaiive 
platform for technological innovation, democratic discourse, and economic growth The Iniernei 
affords basic human rights to its users The Internet accounts for 21% of Cross Domestic 
Prixluct growth in advanced economies and facilitates $8 trillion each year in e-coinmerce In 
short, the Inletnet has revolutionized the way we work and live, drawing the world closer 
together and creating opportunities in places previously lefl behind 

The Iniemei is one of the greatest engines for economic growth, freedom, and prosperity the 
world has ever known thanks in large part to its muliistakeholder governance model As we 
shape whai (he Internet will become, one of our top priorities must be preserv'ing Uiis open, 
botiom^up system that ensures global dti/ens are able to access and take advantage of an ever* 
glowing platform Preserving a free Internet is essential to Uie presci\aiion of political and 
economic liberty for global citizens We do not believe inier'govemmenial bodies are the right 
way to govern the Internet Instead, wc should look for innovative solutions involving the 
breadth of the Internet community' A global Internet that is not constrained by geographic 
boundaries should not be govern^ solely through institutions defined by them 
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The Tuture of the Internet community, and businesses that operate within it. Is dependent i>n the 
continuation of (lie Intemet’s security, stability, interoperability, and resiliency For our 
companies to continue to innovate, to foster development and change, and ultimately to succeed 
as businesses globally, we need the continuation of the current boi(om*up. mullisiakeholdcr 
model of Internet governance However, as the internet continues to evolve, so too must the 
models that govern it 

The United Stales has perlbrmed an important role as the overseer of the contract witii the 
Internet Cmporalion for Assigned Names and Numbers (ICANN) to provide technical 
management of the Domain Name System Equally important was the recognition when this 
agreement was Erst established that ultimately the Internet shiHild be governed and held 
accouniabic not by governments but rather by public and private stakeholders Therefore, since 
the creation of the model that governs the Imemet today, it was always envisaged that this 
oversight role held by the United States would eventually transition to the private sector The 
announcement by NTl.A is simply the fulfillment of this vision 

The Internet Association supports the announcement by NTIA to fuilv transition oversight 
authority over a set of technical functions to the multistakeholder community, provided certain 
specified principles arc met Along with these principles came a clear statement from NTIA (hat 
contractual authority would not be transitioned if the proposed plan places governments or inter- 
governmental bodies in that role 'I'o do so will mean that the entire community, working in 
conjunction with ICANN, will need to focus on improving existing accountability and 
transparency mechani.sms to ensure the continued protection of these technical functions as well 
as the continued evolution of the multistakeholdei model Meeting these criteria is essentia) to 
ensuring the continued success of the global Inteniei 

The Internet community will be vigilant in pursuit of these principles, and wc believe Congress 
should as well We appreciate your interest in this issue, and the leadership you have shown in 
ensuring that the process that NTIA has started reaches a successful conclusion As vital Internet 
stakeholders, we look forward to working with you to achieve that outcome 

Thank you again for your con.sidcration of our concerns ou this issue 

Sincerely. 

Michael Beckerman 
President and CEO 
The Internet .Association 

Cc: Chainnan Bob Goodlatte and Ranking Member John Conyers 


vaAM>|niai«iii>M«k<>i ...'liilMid 


o 



